DEPARTMENT OF DEFENSE
FREEDOM OF INFORMATION DIVISION
1155 DEFENSE PENTAGON

WASHINGTON,DC 20301-1155 e

Ref: 14-L-0683

Mr. John Clarke

John H. Clarke Law Office
1629 K Street. NW, Suite 300
Washington, DC 20006

Dear Mr. Clarke:

This is the Department of Defense Freedom of Information Division, Office of
Litigation Support partial response to your March 31. 2014, Freedom of Information Act
(FOIA) request for records regarding the attacks on US facilities in Benghazi, Libya on
September 11-12, 2012.

United States Africa Command (USAFRICOM) located and completed review of
183 pages for this production. All information withheld from release in the responsive
documents is currently and properly classified and is protected from disclosure in
accordance with 5 U.S.C. § 552(b)(]). as it relates to Executive Order 13526, Sections
1.4(a) military plans, weapon systems, or operations, 1.4(c) intelligence activities, sources
or methods, 1.4(d) foreign relations or foreign activities of the U.S.. including confidential
sources and 1.4(g). vulnerabilities and capabilities of systems, installations, projects,
plans, or protection services relating to national security. Unclassified information that
when compiled, creates a classified relationship, is protected under sections 1.4a and 1.7e
of Executive Order 13526. Additional information withheld under 5 U.S.C. § 552(b)(3).
which concerns matters specifically exempted from release by statute (in this instance 10
U.S.C. § 130b. personally identifying information regarding personnel assigned
to an overseas sensitive or routinely deployable unitand 10 U.S.C. § 130c,
sensitive information of foreign governments and international organizations);
(b)(5). which protects interagency or intra-agency memoranda or letters which
would not be available by law to a party other than an agency in litigation with
the agency: (b)(6). which concerns material the release of which, would constitute a
clearly unwarranted invasion of the personal privacy of third parties: and (b)(7)(f).
information that if released, could endanger the life or physical safety of an individual.

Appellate rights are moot as your request is currently in litigation.

Sincerely,

v f{ i QT (zf»tu

N ‘:/ Padl J. Jacobsmeyer

/
/
Enclosures:

As Stated
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* Qverview
(LY(11.4(a), (OW7)F Upd ate

* Intel Update

»  METOC Effects

+ ISR Update
* PR Update
« CYBER/IO

* PAO Update

* Strategic Communication

* J5 Update

* AFAF Update

* NAVAF Update

* MARFORAF Update

* Comments from Outstations
« Commander’s Guidance
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Agenda

AFRICOM 137
{b){1}1.4(a), (b)(7)F
AFRICOM 1J2
AFRICOM METOC
AFRICOM JRC
AFRICOM JPRC
AFRICOM 1J39
AFRICOM PAO
AFRICOM J393
AFRICOM J5
AFAF
NAVAF
MARFORAF
Outstations

14-L-0683/AFRICOM/222



OPERATIONAL OVERVIEW

Last 24 STAFFING:
: - CDR’S ESTIMATE - REGIONAL UNREST

(o){1}1.4a, (LK

R 22 OCT 12

({1)1.4a

{b}(1)1.4a, (b}{7if

Next 24 — 48:

(bi{131 4a, (by(7)f

DECISIONS PENDING
EUCOM
(bi(1)11.4a EUCOM
BACKLOAD
(Y111 42, (B}7)f PENDING
{b)(1)1 42 30 SEP

(bH1)11.4a, (b)(7)f

SECREEANEFORN— 14--0683/AFRICOM/223



Pages 4 through 5 redacted for the following reasons:

(bH D da, ()T)E

000004 14-L-0683/AFRICOM/224



J2 Intelligence Update CA 2512002 Sop 12

Next Update 260400Z Sep 12

000005 14-L-0683/AFRICOSHeRET//NOFORN



J2 Intelligence Update

000006 14-L-0683/AFRICOM/226



. seneTmorom

(D)6} @usafricom.smil.mil

OP JUKEBOX LOTUS & s 26-28 SEP) (VT:1400))

(b}(1}1.4a

000007 14-L-0683/AFRICOM/227




Page Y redacred for the following reason:

(bH DT 4a

000008 14-L-0683/AFRICOM/228



PERSONNEL RECOVERY

PR CAPABILITY North:
PR COORDINATION:

Primary:
Qverwater: USN SAR/Civil SAR

Overland: Host Nation
Aliernate: (b){1}1.4a

(b)(1}1.4a
Planning Assumption

. ] PR Assets will be essential to support ongoing missions in North and
Contingency: West Africa.

(M131.4a

Emergency:
{bH131.4a

PR CAPABILITY Sudan:

Primary: Recent events:

(b}(1}1 42

Alternate:

Reintegration:

Phase | and Il
Primary -
Alternate

Contingency — e1)t.4a CAO: 24 1600ZSEP 12
SECRETLNSPORN— 14-L-0683/AFRICOM/229

{b)(1)1.4a



10 Activities

{hH1)1.4a
OPSEC Plan J39 approved plan forwarded to all components .
{bi(111.4a

roved
@ o O gamsase/otcomsite | ocine oM™




Public Affairs (J035)

PA POSTURE
« No Change - All queries regarding U.S. DOD role forwarded w/o comment to OSD/PA

STATEMENTS OF INTEREST

“The people of the Arab world did not set out to trade the tyranny of a dictator for
the tyranny of a mob...there is no dignity in that. The People of Benghazi, sent this
message loudly and clearly...when they forcibly rejected the extremists in their
midst and reclaimed the honor and dignity of a courageous city.”
- Secretary Hillary Clinton,
Speaking at the Clinton Global Initiative in NYC

HEADLINES

« Clinton praises Libya for its move to rein in militias, CNN, 25 SEP
- Obama to Denounce Libya Violence in U.N. Address, Wall Street Journal, 25 SEP

« North Africa: US ramps up anti-terror surveillance, eyes possible strike, Adnkronos
International, 25 SEP

eSS ED— 14-L-0683/AFRICOM/231



Strategic Communication —- JUKEBOX LOTUS

25070012012

Strategic Communication Considerations:

* Secretary Clinton addressed events in North Africa in her remarks at the Clinton Global Initiative in
New York on September 24.

* Violence is never an acceptable response to speech.

*  Protecting freedom of speech is not an endorsement of everything that is said.

* There will always be a temptation to make laws to limit speech, in the form of blasphemy
laws or laws against inciting hatred. We believe these laws don’t work.

*  We have learned that limitations on freedom of expression undermine freedom of religion
and vice versa.

(b)(S)

o T4-C-0683/AFRICOM/Z32



US Embassy Status

Status of Operations Country USG Total EMB
*Embassy/Consulates Open .
*Embassy/Consulates Closed e ] Libya 117 49 —
*Embassy/Consulates Restricted O Sudan 49 18
* llglribassy - gcs}nsulate Tuniska 4 o
seeREThOFoRY 14-L-0683/AFRICOM/233 15

CAQ: 250600zSEP12



SECRET

AFAFRICA Update

Last 24 Hours
* Full PR package remains on 1-hour alert status

Next 24 Hours
» Continue AFAFRICA support to CJCS PLANORD

{bj(1)1.4a

» Reviewing tanker requirements

CA: 2413002 SEP SECRET — 14-L-0683/AFRICOM/234



Operation JUKEBOX LOTUS Ops Summary

as of 251200Z SEP 2012

(bH1)1.4a

000015 14-L-0683/AFRICOM/235
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&) MFA JUKEBOX LOTUS UPDATE 25 14002 SEP 12

(b}1)1.4a

o

OCWNEA N VNI -0683/AFRICOM/236



Outstation Comments

. * EUCOM c J-2 M

* AFAF * CENTCOM « A/CCCR

* NAVAF * SOCOM * SOCEUR

* MARFORAF + TRANSCOM -+ CYBERCOM
* USARAF * JOINT STAFF < STRATCOM
* CJTF-HOA * DOS

* SOCAF * CIA

-uneEASSFED FOTTT 14-L-0683/AFRICOM/237 19



Commander’s Guidance

UNCEASSIFIED FOUO 14-1-0683/AFRICOM/238 20



Battle Rhythm

* External O&I Update: 24 1400Z SEP 12

* Battle Rhythm:

— 1300z: Slide submission deadline to portal
— 1315z: Slides printed, packaged, sent
— 1400z: AFRICOM external O&|

FPCC Contact Information

+AFRICOM Portal Page:

(b)(6)

UNCTASSIFED FOto— 14-L-0683/AFRICOM/239 21
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JUKEBOX LOTUS
26 1400Z SEP 2012

Operations & Intelligence
Update

(bH1)1.4a Classified by: Derivative Classification
Classification reason; 1.4 {a) and 1.4 {(c)
Declassify on: 20370926
Derived from: Mulliple sources

000020 14-L-0683/AFRICOM/240

CAO: 261345z5EP12



Agenda

* Qverview AFRICOM 137
s mm  Update ()7

* Intel Update AFRICOM J2

»  METOC Effects AFRICOM METOC
* ISR Update AFRICOM JRC
* Force Sourcing Update AFRICOM J37
 PAO Update AFRICOM PAO
» J5 Update AFRICOM J5

» AFAF Update AFAF

* NAVAF Update NAVAF

* MARFORAF Update MARFORAF

* Comments from Qutstations Outstations

* Commander’s Guidance

CAO: 2513302SEP12 —arnerAdSED Fore— 14-L-0683/AFRICOM/241 2



OPERATIONAL OVERVIEW

Last 24: STAFFING:
o - CDR’S ESTIMATE - REGIONAL UNREST

{bj(1)1.4a

» JS J3 FEEDBACK ON POTENTIAL )
MOVEMENT - DISCUSS 26 SEP 12

{bli1}1.4a, (bH1)1.4c, {b)(1)1.4g, (bH7

Next 24 — 48:

{by1)1.4a, (BY(1}1.4c, (bH1)1.4g, (b)) *
*DECISIONS PENDING
EUCOM
{b)(131.4a EUCOM
BACKLOAD
(B)(11 42, b)) PENDING

{b)(1)1 .4a

(0){111.4a, {b)(7)f

—SECREE/INSEORN 14-L-0683/AFRICOM/242



Pages 4 through 5 redacted for the following reasons:

(bW I 4a, (03114
(b 11 2a, (bi(6)

000023 14-L-0683/AFRICOM/243



J2 Intelligence Update CAO 2612002 Sop 12

Next Update 270400Z Sep 12

000024 14-L-0683/AFRICO/SERHEF//NOFORN



(b}(6) usafricom.smil.mil

(b}{131.4a

000025

SECRET/NOFQRN

14-L-0683/AFRICOM/245



Pages 8 through 10 redacted for the following reasons:
(BRI 4a )
(M Aa, (b)(T)f

000026 14-L-0683/AFRICOM/246



Public Affairs (J035)

PA POSTURE
« No Change - All queries regarding U.S. DOD role forwarded w/o comment to OSD/PA

STATEMENTS OF INTEREST

“The attacks on our civilians in Benghazi were attacks on America. We are grateful
for the assistance we received from the Libyan government and the Libyan people.
And there should be no doubt that we will be relentless in tracking down the killers
and bringing them to justice.”
- President Obama,
Speaking at the United Nations General Assembly

HEADLINES

» President Barack Obama Urges United Nations to Confront Roots of Muslim Rage,
Associated Press, 26 SEP

- As Libya Presses Some Militias to Disband, Fighters Attack a Hotel in Tripoli, New York
Times, 26 SEP

*CIA’s Exit from Benghazi, Libya, Draws Criticism From Ex-Officers, Los Angeles Times, 26

SEP
HNCLASSIFED 14-L-0683/AFRICOM/247



US Embassy Status

Status of Operations Country USG Total EMB
*Embassy/Consulates Open .
*Embassy/Consulates Closed e ] Libya 117 43 11140
*Embassy/Consulates Restricted O Sudan 49 18
* llglribassy - gcs}nsulate Tuniska 4 "
CAO: 261200zSEP12 —sechEH R0 14-L-0683/AFRICOM/248 13



—SECRET-

AFAFRICA Update

Next 24 Hours

{b}(1)1.4a

*BPT execute AFRICOM taskings
» Continue synchronization with COCOMs
Planning with AFRICOM J-3

CA: 2413002 SEP —_SECPRET- 14-L-0683/AFRICOM/249



—SECRET

Operation JUKEBOX LOTUS Ops Summary

as of 261200Z SEP 2012

(b){131.4a

000030 14-L-0683/AFRICOM/250



&) MFA JuKEBOX LOTUS UPDATE 26 14002 ser 12 &3

(bH1)1.4a

-0683/AFRICOM/251



Outstation Comments

* EUCOM * J-2M
* AFAF * CENTCOM « A/CCCR
* NAVAF * SOCOM * SOCEUR
* MARFORAF + TRANSCOM -+ CYBERCOM
* USARAF * JOINT STAFF < STRATCOM
* CJTF-HOA * DOS
* SOCAF * CIA

UNGLASSHHE FOUO 14-L-0683/AFRICOM/252 17



Commander’s Guidance

uNetASSiFED POV 14-L-0683/AFRICOM/253 18



Battle Rhythm

* External O&I Update: 24 1400Z SEP 12

e Battle Rhythm:

— 1300z: Slide submission deadline to portal
— 1315z: Slides printed, packaged, sent
— 1400z: AFRICOM external O&|

FPCC Contact Information

+AFRICOM Portal Page:

{b)(6}

oncLASSER Fou0 14-L-0683/AFRICOM/254 19



JUKEBOX LOTUS Briefing Agenda

» Weather Update JSOAC WX

- Intelligence Update TF J2

- JSOAC JSOAC

« Maritime Update Maritime Officer
- Operational Updates TF DJ3

- Assault Force Update
« LNO / Staff LNO / Staff

« Commander's Guidance CG

secrer/ 0000851 42 14-L-0683/AFRICOM/255 1



{b}(6)

Thursday, 13 September 2012
BENGHAZI, LIBYA N £ /‘ﬂ Y VT: 09302

5 M A Tl s Salidly

[T SATn e (I [ S Y i [ ey (e

{b}(1)1.4a

000088, pcr 14-L-0683/AFRICOM/256



plmblatlen |
(b}{1)1.4a, {b}(6)

* Last 12 hours:

* Yemen: (b)(1)1.4¢
(b3(131.4¢

* Protests ongoing in Egypt and Tunisia

* Egypt: Muslim Brotherhood is calling for a mass march on Sept. 14 to protest anti-
Islamic video

000037 14-L-0683/AFRICOM/257



(R){111.4a, (b}(6)

What we know:

» U.S Consulate in Benghazi, Libya attacked {b)(1}.4c
» U.S. personnel in the area evacuated to Tripoli

{b)111.4c
» U.S. Embassy in Cairo, Egypt attacked (b)(1}1.4c

What we think

(bH1)1.4¢

» QOpen source reporting indicates that Muslims are protesting release of “Mohammad on Trial”
» Pastor Terry Jones uploaded a video to YouTube showing the prophet Mohammad being hung

What we don’t know

{bii111.4c

000038 14-L-0683/AFRICOM/258



(b}(1}1.4a, (b}E)
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(b)1)1.4{a), (B){7}F

Status PIR Question
1 | Which group assaulted the US Consulate?

2 | What is the threat to AMEMB/US Persons/US Facilities/US Interests
in Libya?

3 | What are the threats to AMEB/US Persons/US Facilities/US Interests
in the AFRICOM/CENTCOM AORs (Tunisia, Nigeria, Yemen, Egypt)?

Ongoing protest in Sanaa, Tunis, Cairo, and Tehran (Swiss Emb)
Embassy SITREPs indicate people massing at Gairo and Tunis {RCA employed)
AFRICOM concerned about Embassies in Tunis, Rabat, Beirut, Khartoum, Algiers,

Cairo

- 4 | What is the Air Defense/SAM threat in the Region?

()(1H 4a, (bl 7)f

000040 14-L-0683/AFRICOM/260



Pages 7 through 12 vedacted for the following reasons:
(B)1.4a.

{B)1.4a.

(B)! 4 {B)(6)

(B)1.4a.c and (BK6)

000041 14-L-0683/AFRICOM/261



ET
fo){1}1.4(a). b)7IF

« Commander’s Comments

(echer 14-L-0683/AFRICOM/262



LNOS / STAFF

CRFGBEm3 14-L-0683/AFRICOM/263



Commander’s Guidance

GEo8ER 14-L-0683/AFRICOM/264



Inter Theater Air Movement Update

Amplifying
Type/Call Sign Est/Act Dep Loc/Time Est/Act Arriv Loc/Time Info

C-17 / PMZN123LN260  RAMSTEIN / 16 SEP /04487 SOUDA / 16 SEP / 08052
(RCH 858)
C-17 / PJZN125LN259 BAGRAM / 16 SEP / 02532 SOUDA / 16 SEP / 10107
(RCH 114)
C-17 / PIZN126LN260 BAGRAM / 16 SEP / 11207 SOUDA / 16 SEP / 1750Z
(RCH 120)
(bH3)(b){B)
C-17 / PAIM21351E258 AL UDEID / 16 SEP /17252 SIGONELLA / 16 SEP / 23022
(RCH 355)
C-17 /PMZM132LN261  NORFOLK / 17 SEP / 0015Z ROTA / 17 SEP / 0745Z
C-17 / PMZN124LN261 RAMSTEIN / 17 SEP /08252 SOUDA / 17 SEP / 1135z

Current as of 161052ZSEP12 000045 Estimate in Blagk~frtial in Green



Inter Theater Air Movement Update

Type/Call Sign Est/Act Dep Loc/Time Est/Act Arriv Loc/Time

C-17 / PMZF130LN261  MILDENHALL / 17 SEP / 11152 SOUDA / 17 SEP / 15052
C-17 / PMZF130LN261  MILDENHALL / 18 SEP / 15507 SOUDA / 18 SEP / 1825Z
{b)y(1)1.4a
C-17 / PMZN129LN262 RAMSTEIN / 18 SEP / 10502 SOUDA / 18 SEP / 14002
C-17 / AJZN128LN262 BAGRAM / 19 SEP / 12157 SOUDA / 20 SEP / 1715Z
C-17 / PMZN127LN267 BAGRAM / 23 SEP / 1840Z SOUDA / 24 SEP / 2315Z

Current as of 161052ZSEP12 000046 Estimate in Blagk~frtial in Green



]
vl
. . SRR A F/

Type/Call Sign Est/Act Dep Loc/Time

C-130 /LION 438 AT DJIBOU
{Legal for Alert at 1530z)
(Crews in Bravo)

C-130 /LION 439 AT DJIBOUTI
(Legal for Alert at 1530z}
(Crews in Bravo)

{by(1)1.4a

C-130/RCH 121 SOUDA IN BRAVO-ALERT

C-130 / RCH 127 SOUDA IN BRAVO-ALERT

C-130 / HKY758 RAMSTEIN / 16 SEP / 1200Z AVIANO / 16 SEP / 1420Z / 15502

UMZI758EU260 SOUDA / 16 SEP / 1840Z / 20107
G-Il RAMSTEIN / 18 SEP / TBD TRIPOLI / 18 SEP / TBD

Current as of 161052ZSEP12 000047 Ed i aBS HAHTRe AWasTin Green



United States Africa Command

JUKEBOX LOTUS
16 1400Z SEP 2012

Operations & Intelligence
Update

The overall classification of this brief is

{hi1H1.4a Classified by: Derivative Classification
Classification reason; 1.4 {a) and 1.4 (c}
Declassify on: 20370915
Derived from: Mulliple sources

000048 14-L-0683/AFRICOM/268

CAO: 160745zSEP12



/)

* Qverview

* Force Laydown
* Intel Update

* METOC Effects

* ISR Update
* Task Organization
» CYBER/IO

* PAO Update

* Strategic Communication

* AOR FPCON Status

* AFAF Update

* NAVAF Update

* EUCOM Update on Basing

* Comments from Outstations
* Commander’s Guidance

CAQ: 150318z5EP12

Agenda

AFRICOM 137
AFRICOM J37
AFRICOM J2
AFRICOM METOC
AFRICOM JRC
AFRICOM J37
AFRICOM J39
AFRICOM PAC
AFRICOM J93
AFRICOM J34
AFAF

NAVAF
EUCOM
QOutstations

sncLAdsiiiteouo

14-L-0683/AFRICOM/269



OPERATIONAL OVERVIEW

La§t24: Issues:

« ITALY- TEMPORARY CLEARANCE - BEDDOWN // RAMP SPACE
« COMMAND RELATIONSHIPS

- US EMBASSIES TUNIS // KHARTOUM | * ROE

(b)(141.4a. (bY(7)f

L ]
{b(1)1.42 (b}(1)1.4a

Next 24 - 48:
- FAST TO ROTA

* PLANNING EFFORTS
)1)1.42 - RESPONSE OPTIONS
 PLANORD

- EXORDS

* TARGETING // FIRES
* DECISION POINTS

- POTENTIAL POSTURING OF FORCES

(B){(1}1.4a. (bH7)f

SEcREEINGRORN 14-L-0683/AFRICOM/270






N-Hour + 24HR

{(BH111.4(a}, (D7HF)

FAST - 1x Platoon ~50 pax

Depart Ramstein Arrive Rota

5 | |

11002 1354Z 1x C-130 1804Z 1x C-130

1
22062 1x C-130
22152 1x C-130

2x C-130 14562 1x C-130 1856Z 1x C-130 2100z FAST arrive COS Compound Arrive Tripani

Depart Rota Arrive Tripoli

MEDEVAC - C-17 (C/S Reach 392, Tail #10190) Ramstein

12 03002

12152 14532217172 20192
Depart Ramstein Tripoli RTB Ramstein

UPDATED: 13 0037Z SEP 12
+ 2% C-130 w/ FAST delayed due to rebalancing of loads
(by{1)1.4{a}. (b){7}(F}
+ C-17 On-deck Tripoli 1453Z; departed 17172

(b)(1)1.4(2), (BUTH(F) SECRETAINSEORN

Backup C-130 arrived Tripoli 1500Z departed 18002

Departure TBD. Flight Time to
TRIPOLI +2HR from Sigonella

Arrival of Forces at
Intermediate Staging Base —

14-L-0BETAFRICOM/2]

13 03002




N-Hour + 48HR

13 03002

(bif111.da, (RH7H
UPDATED: 13 2100Z SEP 12 ‘% Arrival of Forces ‘
+Crew rest waiver approved to move ‘ _ ‘
FAST #2 to Souda Bay BRAVQ:Alert=3 HR
(b}(111 4a, (b)(7)f

secAizi/HoroRN

14-L-0683/AFRICOM/273

14 0300Z



16 03002

SECRLTNSEORN

N-Hour + 120HR

ﬁ Arrival of Forces

UPDATED: 16 0300Z SEP 12

17 0300Z

14-L-0683/AFRICOM/274



14 03002

UPDATED: 14 1400Z SEP 12

SECHLTHNDRORN

‘i\\( Arrival of Forces ‘

‘ BRAVO Alert = 3 HR ‘

14-L-0683/AFRICOM/275

N-Hour + 72HR

1503002



J2 Intelligence Update

000056 14-L-0683/AFRICOM/276



(b)(1)1.4a

000057

14-L-0683/AF BHCRONIYCON/NOFORN



M O I m aCtS Lead: AFRICOM METOC
E | C Support: TF WX 21 OWS

(b}(1)1.4a

000058 14-L-0683/AFRICOM/278



SECREFNOFORN

(b)(1}1.4a

Potential Significant METOC Impacts

{B)(1)1.4a

AP IMPA Week 1 (16-22) Week 2 (23-29) Week 3 (30-06)

Aviation (A/C L/R)

Maritime

Ground

ISR (Target)

Strike (Target)

Comms

NOTE: Long range WX forecasting beyond 120 hrs (5-days) is very subjective and imprecise. Timing & intensity will change!

This METOC forecast represents the data for the most significant impacts to the areas noted in the top box

ANNNT—N

SECRET/NOECRN 14-L-0683/AFRICOM/Z/9




Page 16 redacted for the following reason:

(bH DT 4a

000060 14-L-0683/AFRICOM/280



JUKEBOX LOTUS Task Organization

| 1 A y L ;| v i i L
= g ~ [} b e T ~ ~ ~, e
AOACACH : NOAOACA AN

RSN
# Coordination 1

(bY(1)1.42, (B)(7)f
CTF 68

{b}{1)1.4a
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Tunis
9630 Views

Tripoli
11 476 Views Benghazi
3672 Views




PERSONNEL RECOVERY

PR CAPABILITY:

Primary:
« AFAFRICA {b)(1)1.4a

Alternate:
» Overwater: USN SAR/Civil SAR
* Overland: Host Nation Support

Contingency:

{b)(1)1.4a

Emergency:
Reintegration:
Phaselandll ()1)14a

CAO: 1505302SEP12

PR COORDINATION:

Recent/ongoing events:

(By(1)1.4a

(Y2EREP 14-L-0683/AFRICOM/283



Strategic Communication

“ INCIDENT

US Consulate in Benghazi attacked on 11 September.

Development of SC Strategy

Media Tone / Timbre:

(UAFEOUQ) Trend amaong Twitter users is to ridicule the “offensive” film and all the violent reactions that were generated around the

globe in response to it.
- {ULFOUQ) Facebook pages continue calling for or reporting on protests in front of US Embassies
HehtbhBL0) Reactions in the Arab-speaking world in traditional and social media outlets between late 14-15 September mainly pertain to

reports of protests, calling for expulsion of US Ambassadors, and denouncements of 'US discriminatory acts'.

(b)(5)

FOROFHCHALUSE oNLY T4-L-0683/AFRICOM/Z284




Public Affairs (J035)

PA POSTURE

e No Change - All queries regarding U.S. DOD role forwarded w/o comment to OSD/PA

STATEMENT OF INTEREST
“...the film does not hurt the Prophet and Islam...We have to denounce it without
anger. Muslims should not be dragged by wrath and anger to shift from legitimate to
forbidden action and by this, they will, unknowingly, fulfill some aims of the film.”
Saudi Grand Mufti Sheik Abdel-Aziz al-Sheik,
highest religious authority in Saudi Arabia

HEADLINES
*Most U.S. govt workers, families evacuated from Tunisia, Sudan, Wash Post,15 Sep

*Tunisia to ‘punish’ US embassy attackers: official, AFP. 15 Sep
*Al Qaeda calls for more attacks on US embassies, Fox News, 15 Sep

*Tunisia’s ruling party condemns US embassy attack, ABC News, 15 Sep

OseRE™ 14-L-0683/AFRICOM/285



-?."I/ AuthoritiesTracker

Authorities PR Authority (o}(1)1.4a, (B)7)
1 BDF),B)Y1) 1.4 a —
Approval
Progress
(b3 111.4a, (by7)f
Approval DTG (b)(1)1.4a, (B)(7)
{b)(111.4a, (b)(7)f
Caveats JS Legal & OGC —
& evacuation authority is
(b)1)14a Mplied task.
Reserved
Authority e
Approval
Status @ @ @ @
. Authority/Approval N/A O Authority Requested — Not Approved

. Authority Not Requested . Authority Approved O Approved w/Caveats

SECRET 000066 14-L-0683/AFRICOM/286
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12113975EP2012

121305ZS5EP2012

12144775EP2012

121659ZSEP2012

121704ZSEP2012

122129ZSEP2012

12222175EP2012

12223975EP2012

130124ZSEP2012

1301487SEP2012

RFI #11: COMSEC Compromised

RFI #18: Threats in Tripoli Between
Hospital & CoS Residence

RFI #21: Total AMCITS in Libya / DoS
Guidance

RFI #28: Potential NEO Triggers in Libya

RFI #29: Laydown of other forces in AC

(b)(1}1.4a,1.7¢

RFI #46: Unrest in Kenya , Ethiopia,
Tanzania

RFI #48: AFAFRICA PR Capability

RFI # 53: Movement Plan for NEP at
Ramstein

000067

(b)(1}1.4a.1.7e

Open  J6/TF AFRICOM CDR
Closed J2 DCMO

Open 11 /bos NMCC

Open jJZSARAF/JOC/ AFRICOM CDR
Open

AFRICOM JOC AFRICOM CDR

Open  AFRICOM J3

GEM AFRICOM CDR
J2 (rapped

Closed intothe I&W AFRICOM CDR
update)

OPEN  AFAFRICA AFRICOM CDR

OPEN FUSION CTR JSDDO

oPEk L-0R8RAFRICOMR MV



U.S. Air Forces in Africa

THIS BRIEFING [S CLASSIFIED
SECRET//NOEQORN

~ COMAFFOR/JFACC Update

Operation JUKEBOX LOTUS
15 Sep 12

000068 14-L-0683/AFRICOM/288



Pages 25 through 34 redacted for the following reasons:

(bH ) 14{a)
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Vo [ /]
* Next External BQFE pedﬁgy{?mooz SEP 12
* Next Internal O&I Update: 16 0700Z SEP 12

 Weekend Battle Rhythm:

— 0700z: AFRICOM internal O&l
— 1400z: AFRICOM external O&l

FPOC Contact Information

38
uncLASSE R rou0 14-L-0683/AFRICOM/290



"W”/ Outstation Comments

39
uncLASS S rouo 14-L-0683/AFRICOM/291



vré
-’W"/ Commander’s Guidance

40

uncLASS R rouo 14-1L-0683/AFRICOM/292
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United States Africa Command

JUKEBOX LOTUS
27 1400Z SEP 2012

Operations & Intelligence
Update

(b}141.4a Classified by: Derivative Classification
Classification reason; 1.4 {a) and 1.4 {(c)
Declassify on: 20370927
Derived from: Mulliple sources

000074 14-L-0683/AFRICOM/294

CAO: 271336z5EP12



Agenda

*  Overview AFRICOM 137

= (B)(1}1 4{a). (oN7)F (b} 1)1 4(a). (6)(7)F
* Intel Update AFRICOM J2

»  METOC Effects AFRICOM METOC
* ISR Update AFRICOM JRC

* Decision Points AFRICOM J37

* PAO Update AFRICOM PAO

* AFAF Update AFAF

* NAVAF Update NAVAF

« MARFORAF Update MARFORAF

* Comments from Outstations Outstations

* Commander’s Guidance

CAO: 2513302SEP12 uncL AN D rouo 14-L-0683/AFRICOM/295 2



OPERATIONAL OVERVIEW

Last 24: STAFFING:
. SECDEF DECISIONS: - CDR’S ESTIMATE - REGIONAL UNREST

{by(1)1.4a

{bj(1)1.4a, (b}7f

(BY(1}11.4a

(b} 1)1.4a, (b)(111.4c. (B}1)1.4g, (b)(Af (bi131 4a, (h)(7H

(B){1H .4a

Next 24 — 48:
* NO CHANGE IN FORCE DISPOSITION

(bH1)1.4a

(b){1)1.4a, (0){7)t

SECREEMNSEORN 14-L-0683/AFRICOM/296



Pages 4 through 5 redacted for the following reasons:

(bH D da, ()T)E
(b} 1.4c, (bX 1)1 4a. (bXTH
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{bj(1)1.4c

00
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M E | O C I m aCtS Lead: AFRICOM METOC
Support: TF 210WS FWC-N

000079 14-L-0683/AFRICOM/299
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(bH 1 4a
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Public Affairs (J035)

PA POSTURE
« No Change - All queries regarding U.S. DOD role forwarded w/o comment to OSD/PA

STATEMENTS OF INTEREST

“Reaction should have been, if it was genuine, should have been six months earlier.
So it was postponed until the 11" of September. They chose this date, 11t" of
September to carry a certain message.”

- Libyan President Mohamed Margarief

HEADLINES

» Libyan president to NBC: Anti-Islam film had ‘nothing to do with’ U.S. Consulate attack
(VIDEO), NBC, 26 SEP

« Clinton suggests Libyan consulate attack was work of Al Qaeda affiliate, Fox News, 27
SEP

« Sources: 15 days after Benghazi attack, FBI still not on the scene, CNN, 26 SEP

UNELASSIFIED 14-L-0683/AFRICOM/301



SECRET

AFAFRICA Update

Last 24 Hours
- Assessed alert aircrew currencies & aircraft maintenance status

(bi1)1.4a

Next 24 Hours

CA: 2413002 SEP SEQCRET 14-L-0683/AFRICOM/302



Operation JUKEBO)S(ECEE(T)TUS Ops Summary

as of 270900Z SEP 2012

({1.4a

000083 14-L-0683/AFRICOM/303



Outstation Comments

. * EUCOM c J-2 M

* AFAF * CENTCOM « A/CCCR

* NAVAF * SOCOM * SOCEUR

* MARFORAF + TRANSCOM -+ CYBERCOM
* USARAF * JOINT STAFF < STRATCOM
* CJTF-HOA * DOS

* SOCAF * CIA

uncLASSHEK rouo 14-L-0683/AFRICOM/304 14



Commander’s Guidance

uncLASSHER rouo 14-L-0683/AFRICOM/305 15



Battle Rhythm

* External O&I Update: 28 1400Z SEP 12

* Battle Rhythm:

— 1300z: Slide submission deadline to portal
— 1315z: Slides printed, packaged, sent
— 1400z: AFRICOM external O&|

FPCC Contact Information

*AFRICOM Portal Page:

{b)(6)

uncLASSEDrouo 14-L-0683/AFRICOM/306 16



United States Africa Command

JUKEBOX LOTUS
14 0700Z SEP 2012

Operations & Intelligence
Update

The overall classification of this brief is
SECRETL/NOFORN//ORCON/ (b}(1)1.4a Classified by: Derivative Classification

Classification reason; 1.4 {a) and 1.4 {(c)
Declassify on: 20370914
Derived from: Mulliple sources

000087 14-L-0683/AFRICOM/307



Overview

Force Laydown

Timeline

Intel Update

METOC Effects

ISR Update

Task Organization
CYBER/10

Personnel Recover

PAO Update

Strategic Communication
EUCOM Basing and Staging
Battle Rhythm

Comments from Outstations
Commander’s Guidance

Agenda

AFRICOM J37
AFRICOM J37
AFRICOM J37
AFRICOM 1J2
AFRICOM METOC
AFRICOM JRC
AFRICOM J37
AFRICOM J39
AFRICOM J33
AFRICOM PAO
AFRICOM J39
AFRICOM 15
AFRICOM J37
Outstations

U-NGEWFOUO

14-L-0683/AFRICOM/308



OPERATIONAL OVERVIEW

Last 24: Issues:
« DoS declining full Post-Isolation Support

(bi{131.4a (b)(1}1.4a

Coordination and Planning:
* RFFs being staffed:

Next 24:

{b)i1)1.4a

ib){1)1.4a

RFl's:

+ EMBASSY SECURITY

COMMAND & CONTROL.:

(BIf1H1.4a, (b7

(by1)1.4a
(bH1)1.4a

SECREELNEEORN 14-L-0683/AFRICOM/309



J2 Intelligence Update

000090 14-L-0683/AFRICOM/310



J2 Intelligence Update A—

000091 14-L-0683/AFRICOM/311



M E I ( : Im aCtS Lead: AFRICOM METOC
Support: TFWX 2717 OWS

OP JUKEBOX LOTUS (Central Mediterranean / Libya 14-16 SEP)

{b)(1)1.4c

000092 14-L-0683/AFRICOM/312



Lead: AFRIC

METOC Impacts S ok

OP JUKEBOX LOTUS (Central Mediterranean / Libya Long Range Outlook)

Potential Significant METOC Impacts

(B){131.4a

AP IMP2 Week 1 (16-22) Week 2 (23-29) Week 3 (30-06)

Aviation (A/C L/R)

Maritime

Ground

ISR (Target)

Strike (Target)

Comms

NOTE: Long range WX forecasting beyond 120 hrs (5-days) is very subjective and imprecise. Timing & intensity will change!

This METOC forecast represents the data for the most significant impacts to the areas noted in the top box

ANNNNN

SECRET/NOECRN 14-L-U0683/AFRICOM/313
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JUKEBOX LOTUS Task Organization

“ ! ! e 5 I » - 1 4 . b “ ) * ~ 4 4 ol 5
/\.-’)\(/\)\( : '/\'(\/\s(\/\.(/\.( >\(/\(>\(/\(

Coordination -
.......... SLRLLTL I CREEPCPE PP TCREETEETT ERPELED AFR'COM SOCOM
Supporting Supported

g g % v
AN
m e
S OO

- — Coordination 1
(b){131 4a, (by(7)f
—-

Rl
{bi111.4a
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SN/
Today's report 15 dominated by the attacks on the LS embassies n at east frve Arab courtrnies, Social media users condemn the bombardment of the J.5 embassy n
Benghazi Libya. fo lowing the re-re ease of a '3 film defaming KMuslim Prophet Mohammad. In Egypt users denounce the film, particular y Facebocok pages We dre Al
Kneoled bg/d, and Amr Xhaled's offic a page. yet condemn the v olent attacks on the embassies The third topic s from Lebanon, but not at a | po itica, as the Lebanese
footba | team miraculously beat lran’sin a 2013 Warld Cup qualifier.

#1. Libyans angry at U.S. embassy killings 2.000
Topic Country: Libya/arab world Total Number of Posts/Tweets: 7,797 8.000
T.000
#2 Egyptians rage over anti-Islam U.S. film £.000
Topic Country : Egypt Total Number of Posts/Tweets: 4,805 5. 000
. ; 3,000
#3 Libyan parliament elects Abu Shagour as new PM e
Topic Country: Libya Total Number of Posts/Tweats: 4,467 :
2,000
#4: Angry protestors storm U.5. embassy in Beirut, reports - . H B
Topic Country : Lebanon/arab World Total Number of Posts/Tweets: 2,176 *
Tegac Tamc Tag:o Tamz Tepe Tea: Taoi Tamir Taoic Teac
#5. Lebanon beat Iran in 2014 world Cup qualifier Bo& oMM o8 N = # B ® et
Topic Country : Lebanon Total Number of Posts/Tweets: 1638
#6. Egyptian actor Adel Imam acguitted of sacrilegious charges
Topic Country : Egypt Total Number of Posts/Tweets: 1 590
87 Jordan says Israel disrupting nuclear plans u Politi_cs
Topic Country : Jordan Total Number of Posts/Tweets: 1,133 B Religion
Sports
#8 Clashes renew outside the U.S. embassy in Cairo AT
Topic Country : Egypt Total Number of Posts/Tweets: 1 083
#9 Protests rage at U.5. embassies in Morocce, Tunisia
Topic Country : Morocco/Tunisia Total Number of Posts/Tweets: 854
#10 Tunisian president loses temper over journalist phone call 2000 18720
Topic Country - Tunisia Total Number of Posts/Tweets: 632 20000
10000 1237 P 251 1783 3
o
socal forums Hewt Wideo W rohiogs Beagt
Nrbw o Websies SRaTg

000096 14-L-0683/AFRICOM/316



UNOC/

-

The mayhem at the U.5 Consulate in Libyan sti | attracts Arab and L byan so2ial media d scussions. Some users condemn the ultraconservat ve slamists whoe executed

the “crimina ™ attacks on the U & Consu ate 1n Benghao that killed five people. includ ing the Amencan Ambassador in Libya. "hose say that lslam 13 are izion of peace

that protects guests of the state as we | as other re igions. Conversely, some users support the attacks as a response to the continued insults to Islam ang Muslims.
Those cha lenge U5 fimmakers to make a film that proves the lewish halocaust is not true. Meanwhile, some users suggest that a terrorist cell incited by former

Libyanregime figures to shaks the country’s stability and put dewn the newborn L byan damocracy.

Libya/Arab World Politics 7,797

‘3] 5BR| °| believe Gadda*i's men ars
behind this tc shake aur country’s

(2 sansmensengs | cha lenge you produce afim in
America that talks *airly about the holocaust!” stabiiity.’

[ILikyan Children "God
curse you supporters of
ignorance and reactions

rou have nothing 1o do

with slam and yvour
crimina actions that serve
the Zionist aspirations in the
tiddle East ”

[17 Atz 2w d watan-l bea.com mare chp?1ews g=2.30408catig=2
2 are cweats coutabe sor sl comrentstezevBefsy RS
SUwWarh M-y com whYsnowthresd piprp=139211%

hitz ' wnen facebook comi D yLITyd, D0stir333212159547636 - 237
hitz o weew a@lwatan- 1zya cor micre papinaw id=23945hatid=1 - 42
Rtz e yoatuse 20 watch . =suBeFAr GUFA = 62

hits e m-?- y cem v blsnowth-ead paprp=13552116- 22

000097

FGa3rarng B2
hewD tWesIites 995
foms 557
Ioca tetwIr: 5,050
4 cmozings 113

o] 5,000 10,000

* Some discussions suggest that security and inte [izence
entities executed the attacks to use them as apiea 1o
invade Likya like ragand afghanistan.

Towrards Libyan Ultra-consersative Islamists

Positive ﬁ

M aed ¢”

Negative ‘
14-L-0683/AFRICOM/317



PERSONNEL RECOVERY

PR CAPABILITY: PR COORDINATION:
Primary:
Alternate: |

» Overwater: USN SAR/Civil SAR
CCDR RFIS:

* Overland: Host Nation Support

Contingency:

* NSTR

Emergency: Recent/ongoing events:

I PR-AC-12-007

Reintegration:

(b){1)1.4a

(bH1)1.4a

Ostals 14-L-0683/AFRICOM/318
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Public Affairs (J035)

PA POSTURE

* No Change - All queries regarding U.S. DOD role to OSD/PA

STATEMENTS OF INTEREST

« Libyan AMB to US: “ ... it is our responsibility, and the
responsibility of the Libyan people, that we have to
protect our people, we have to protect the Americans in
the first place, and have to protect all diplomatic missions
who are serving in our country. | am sure that without
the help, we will not be able to it.”

HEADLINES
Libya: 4 arrested over coordinated attack against U.S.
CBS/AP 13 Sep

*Film Protests Were Cover for Two-Part Militant Attack
AP 13 Sep

* U.S. and other leaders appeal for calm as protests break
out across Muslim world, multiple sources

OgEAE0 14-L-0683/AFRICOM/320



Strategic Communication

INCIDENT
US Consulate in Benghazi attacked on 11 September.

Development of SC Strategy

Media Tone /Timbre:
(U//FOUO) Event is front page material ; the attacks as well as condemnations of the movie “Innocence of Muslims.”
(U//FOUD) Media has largely refrained from inflammatory rhetoric. No comment(s) from the AU.

(U//FOUO) Continuing demonstration of support for US /western interests through the augmentation of security forces and public
statements denouncing the attacks balanced with comments pointing to the inappropriateness of the film “Innocence of Muslims.”

(U//FOUO) Spike in social media calling for protests against the film “Innocence of Muslims.”

(C) Many Muslims feel genuinely insulted by the portrayal of the Prophet Mchammed in the film and feel obligated to defend Islam against

a perceived attack.

(b))

SECRET

T4-L-0683/AFRICOM/321




AtthoritiesFrad

_— ? Supplemental ROE
Authorities PR Authority Measures
(BUT)F).(b)1) 1.4 a
[ ]
Approval
Progress
(b}{1)1.4a, (b)(7H
Approval DTG (11142 (b)(1)1 42, (b7}
Caveats JS Legal & OGC —
& evacuation authority is
(0)(131.4a |mpI|ed task.
Reserved i
. {111.4a
Authority
Approval
Status ® i L L
. Authority/Approval N/A O Authority Requested — Not Approved

. Authority Not Requested . Authority Approved O Approved w/Caveats

SECRET 000102 14-L-0683/AFRICOM/322



o me s (o Jrow

12113975EP2012

121305ZS5EP2012

12144775EP2012

121659ZSEP2012

121704ZSEP2012

122129ZSEP2012

12222175EP2012

12223975EP2012

130124ZSEP2012

1301487SEP2012

RFI #11: COMSEC Compromised

RFI #18: Threats in Tripoli Between
Hospital & CoS Residence

RFI #21: Total AMCITS in Libya / DoS
Guidance

RFI #28: Potential NEO Triggers in Libya

RFI #29: Laydown of other forces in AO

(bH1}1.4a,1.7e

RFI #46: Unrest in Kenya , Ethiopia,
Tanzania

RFI #48: AFAFRICA PR Capability

RFI # 53: Movement Plan for NEP at
Ramstein

000103

{by[1)1.4a,1.7e

Open  J6/TF AFRICOM CDR
Closed J2 DCMO

Open 11 /bos NMCC

Open jJZSARAF/JOC/ AFRICOM CDR
Open

AFRICOM JOC AFRICOM CDR

Open  AFRICOM J3

GEM AFRICOM CDR
J2 (rapped

Closed intothe IRW AFRICOM CDR
update)

OPEN  AFAFRICA AFRICOM CDR

OPEN FUSIONCTR JSDDO

opthL-0BSRAFRICOM/RRE



Battle Rhythm
Next External O&I Update: 14 1400Z SEP 12

Next Internal O&l Update: 15 0700Z SEP 12

Upcoming Events:

Da|Iy Battle Rhythm:

0400z: Shift Change Brief
— 0500z: RFI review
— 0600z: OPT core brief
— 0700z: AFRICOM internal O&l FPOC Contact Information
— 1130z: FPOC Team Chief pulls O&I Update Slides
— 1230z: FPOC Team Chiefs prints O&I Update Slides
— 1400z: AFRICOM external O&l we
— 1500z: RFIl review
— 1600z: Shift Change Brief

uncLASS B ouo 14-L-0683/AFRICOM/324



Outstation Comments

22

uNcLAS I B rous 14-L-0683/AFRICOM/325



Commander’s Guidance

23

uncLAS R E rous 14-L-0683/AFRICOM/326



Basing / Access / Staging Permissions for
Benghazi Operations

(b}(1)1.4a, (b)(1)1.4d

000107 14-L-0683/AFRICOM/327



Inter Theater Air Movement Update

Type/Call Sign Est/Act Dep Loc/Time Est/Act Arriv Loc/Time

C-17 / AIM6931Z2256 HURLBURT / 14 Sept 12 / 1430z  SIGONELLA /15 Sept 12 / 0337z
(RCH 165)

C-5 / AJM693321257
(RCH 547) DOVER / 13 Sept 12 / 22:42z  HURLBURT / 14 Sep 12 / 00:58z

C-5/ AIM693321257 HURLBURT / 14 Sep 12 / 0737z  SIGONELLA /14 Sep 12 / 2145z

(RCH 547)

C-17/AAMS512771258 RAMSTEIN / 14 Sep 12 / 0719z ANDREWS / 14 Sep 12 / 1639z Rl
(RCH 365)

C-17/PIM21351E257 AL UDEID / 15 Sep 12 / 1035z LICZ/15 Sep/1612z
(RCH 355)

C-17/PAMA41101E259 ALUDEID / 16 Sep 12 /11:50z SIGONELLA / 16 Sep 12 /17:05z
(RCH 285)

Current as of 140738ZSEP12 000108 Estimatesin Blagk-RArtia] in Green



Intra Theater Air Movement Update

Type/Call Sign Est/Act Dep Loc/Time

C-130/ LION 436

C-130/ LION 437

C-130 / HKY 858

C-130 / HKY 656

C-21/SPAR 91

C-21/JALOP 47

C-130 / LION 435
C-130 / HKY 803
G-11/PHA 243

5 X KC-135’S

Current as of 140738ZSEP12

TBD

8D

TBD

TBD

Souda

Souda

SIGONELLA ETD 14/1100Z
SIGONELLA ATD 14/0805Z
RMS 14 SEP 12/1125z

MILDENHAL

000109

TBD

TBD

TBD

TBD

RAMSTEIN ETA 14/1800Z

RAMSTEIN ETA 14/1745Z

RAMSTEIN ETA 14/14457
RAMSTEIN ETA 14/11427
TRI 14 SEP 12/1440z

MILDENHAL

Estimatein Blastom 30

(b}i1)1.4a

en



Page 24 redacted for the following reason:
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United States Africa Command

JUKEBOX LOTUS
24 0700Z SEP 2012

Operations & Intelligence
Update

The overall classification of this brief is

CECRET/L/ MNOEORM//ORCONMN. / (by(1)1 42 Classified by: Derivative Classification
Classification reason; 1.4 {a) and 1.4 {(c)
Declassify on: 20370924

Derived from: Mulliple sources

000111 14-L-0683/AFRICOM/331
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*  QOverview

* Intel Update

»  METOC Effects

* ISR Update

« CYBER/IO

* PAO Update

* Strategic Communication
* Embassy Status

» AFAF Update

* NAVAF Update

* MARFORAF Update

* Comments from Outstations
* Commander’s Guidance
* Battle Rhythm

CAOQ: 191323zSEP12

Agenda

AFRICOM J37
AFRICOM 1J2
AFRICOM METOC
AFRICOM JRC
AFRICOM 1J39
AFRICOM PAO
AFRICOM J93
AFRICOM J5
AFAF

NAVAF
MARFORAF
Outstations

AFRICOM 137

UNGM@UO

14-L-0683/AFRICOM/332



OPERATIONAL OVERVIEW

Last 24 STAFFING:
- * CDR’S ESTIMATE - REGIONAL UNREST
« 1200Z 24 SEP DCMO
(b)(111 42, (BY(7)f * 1600Z 24 SEP CCDR
« 0800Z 25 SEP CCDR
(BY(1H .4a )
Next 24 — 48: .
® {by(1)1.4a, (D){7)
{bi(1)1.4a, (B)(7)
*DECISIONS .
(b}{1}1.4a
. (b)(111.4a, (bH T - PEND'NG

foH1)1.4a, (b)(7)f

secrREElNORoRN 14--0683/AFRICOM/333



{BY(1)1 4c

000114

SECRETHOREQNNORORN
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J2 Intelligence Update

000115 14-L-0683/AFRICOM/335



M E | O C I m aCtS Lead: AFRICOM METOC
Support: TF 210WS FWC-N

(b)(1)1.4c

000116 14-L-0683/AFRICOM/336



Page 7 redacred for the following reason:

(bH DT 4a

000117 14-L-0683/AFRICOM/337



10 Activities

{bH1)1.4a
OPSEC Plan J39 approved plan forwarded to all components l
(bH1)1.4a

Approved ot complete rove
@ O sapprasge s oxcompe 14-L-0683/AFI$ORI/W3P§% °

SECRETLINOEORN



Public Affairs (J035)

PA POSTURE

« No Change - All queries regarding U.S. DOD role forwarded w/o comment to OSD/PA

STATEMENTS OF INTEREST

“No one either intentionally or unintentionally mislead anyone involved in this. No
one wants to get to the bottom of this more than we do.

As we have learned more and as this investigation continues, | would anticipate we
will continue to learn more facts about the awful assassination murder of our
ambassador.”

HEADLINES - Campaign advisor Robert Gibbs

+ Gibbs defends administration’s response to deadly attack, says not ‘misleading’, Fox
News, 23 SEP

 Iran’s president condemns anti-Islam film, the violence it sparked, CNN, 24 SEP
« US condemns Pakistan minister’s bounty, BBC, 23 SEP

* Muslim protesters rally in Athens over anti-Islam video, Reuters, 23 SEP
UNCLASSIFIED 14-L-0683/AFRICOM/339



Strategic Communication —- JUKEBOX LOTUS

Strategic Communication Considerations:

*  Monitoring developments associated with the UN General Assembly, 24 September

24070012012

* Demarche issued 20 September asking world leaders to condemn violence as a response to

speech, and reaffirm the sanctity of diplomatic posts

(b))

@®
g
D
@®

12=-L=-UJOOI/ A NI UIVITOFU




US Embassy Status

Status of Operations Country USG Total EMB
*Embassy/Consulates Open .
*Embassy/Consulates Closed . Libya 110 49
(bi{131.4

*Embassy/Consulates Restricted O Sudan 49 18 l a

* o A us Tunisia 79 41

Embassy Consulate
sEcREHUSECRN 14-L-0683/AFRICOM/341 11

CAQ: 240600zSEP12



SECRET
)

AFAFRICA Update

A\

Last 24 Hours

Next 24 Hours
» Continuing planning options with J3

CA: 2406152 SEP SEoinkT 14-L-0683/AFRICOM/342



Operation JUKEBO)S(ECEE(T)TUS Ops Summary

as of 240500Z SEP 2012

(bi{111.4a

000123 14-L-0683/AFRICOM/343



Activity Summary

BETIMOEOBM

-0683/AFRICOM/344



Outstation Comments

. * EUCOM c J-2 M
* AFAF * CENTCOM « A/CCCR
* NAVAF * SOCOM * SOCEUR
* MARFORAF + TRANSCOM -+ CYBERCOM
* USARAF * JOINT STAFF < STRATCOM
* CJTF-HOA * DOS
* SOCAF * CIA
* JIATF-NCR

uncLAdSklERrou0 14-1-0683/AFRICOM/345 15



Commander’s Guidance

uncLASSEDrouo 14-L-0683/AFRICOM/346 16



Battle Rhythm

* External O&l Update: 24 1400Z SEP 12
* Internal O&l Update: 25 0700Z SEP 12

e Battle Rhythm:

— 0600z: Slide submission deadline to portal
— 0615z: Slides printed, packaged, sent

— 0700z: AFRICOM internal O&l

— 1300z: Slide submission deadline to portal
— 1315z: Slides printed, packaged, sent

— 1400z: AFRICOM external O&l

FPCC Contact Information

(b}H6)

uncLASSlElrouo 14-L-0683/AFRICOM/347 17



United States Africa Command

JUKEBOX LOTUS
28 0700Z SEP 2012

Operations & Intelligence
Update

{b(1)1.4a Classified by: Derivative Classification
Classification reason; 1.4 {a) and 1.4 {(c)
Declassify on: 20370928
Derived from: Mulliple sources

000128 14-L-0683/AFRICOM/348

CAO: 280630zSEP12



*  QOverview

* Intel Update

»  METOC Effects

* ISR Update

* Strategic Communication
* PAO Update

* Embassy Status

* AFAF Update

* NAVAF Update
 MARFORAF Update

* Comments from Outstations
* Commander’s Guidance
* Battle Rhythm

CAQ: 280645zSEP12

Agenda

AFRICOM J37
AFRICOM 1J2
AFRICOM METOC
AFRICOM JRC
AFRICOM J93
AFRICOM PAO
AFRICOM J5
AFAF

NAVAF
MARFORAF
Outstations

AFRICOM 137

UNGM@UO

14-L-0683/AFRICOM/349



OPERATIONAL OVERVIEW

Last 24: STAFFING:
. OPERATION SUMMARY - CDR’S ESTIMATE - REGIONAL UNREST

fbH1)1.4a

e NAVAF CONDUCT RSOI (bi1)1.4a

(bIf111.4a. (b 1)1 .4c, (bI{1}11.4g. (bH7)

Next 24 — 48:

(bi1)1.4a

(bH111.4a, (b)(7)f

SsecREEMNGEoRN 14--0683/AFRICOM/350



J2 Intelligence Update CAO 2608007 Sop 12

Next Update 281200Z Sep 12

000131 14-L-0683/AFRICO SEGRER/NOFORN



Pages 5 through 6 redacted for the following reasons:

(bH 4a
(b1 2a, (byTiE

000132 14-L-0683/AFRICOM/352



Public Affairs (J035)

PA POSTURE

« No Change - All queries regarding U.S. DOD role forwarded w/o comment to OSD/PA

STATEMENTS OF INTEREST

“I think it pretty clearly was a terrorist attack ... because a group of terrorist
obviously conducted that attack on the consulate and against our individuals. What
terrorists were involved I think still remains to be determined by the investigation.
But it clearly was a group of terrorists who conducted that attack against that
facility.”

- Secretary of Defense Panetta, at Pentagon press brief

HEADLINES

« Panetta: Terrorists ‘clearly’ planned Benghazi attack, CNN, 27 SEP

« U.S. temporarily reduces staff in Libyan embassy, Al Jazeera, 27 SEP

- NATO worried by Libya armed groups, offers security help, Reuters 27 SEP

« Libya’s new leader apologizes at U.N. for Gaddafi crimes, ABC News, 27 SEP

UNELASSIFIED 14-L-0683/AFRICOM/353



US Embassy Status

Status of Operations Country USG Total EMB

*Embassy/Consulates Open .

*Embassy/Consulates Closed e ] Libya %4 27 —
*Embassy/Consulates Restricted O Sudan 53 21

* Us A Y Tunisia 67 29

Embassy Consulate

CAO: 2804232SEP12 secREtidforn 14-L-0683/AFRICOM/354 8




SECRET

AFAFRICA Update

Last 24 Hours

Next 24 Hours

CA: 2413002 SEP SECitET 14-L-0683/AFRICOM/355



SECRET

Mediterranean Ops Summary
as of 280200Z SEP 2012

0QQ130 14-L-0683/AFRICOM/356



Outstation Comments

. wriwee » EUCOM ¢ ]2 M

* AFAF « CENTCOM  + A/CCCR

+ NAVAF + SOCOM + SOCEUR

- MARFORAF + TRANSCOM + CYBERCOM
* USARAF » JOINT STAFF + STRATCOM
+ CJTF-HOA * DOS

+ SOCAF + CIA

uncLASSilstlrouo 14-L-0683/AFRICOM/357 1



Commander’s Guidance

uncLASSlsrouo 14-L-0683/AFRICOM/358 12



Battle Rhythm

* External O&I Update: 24 1400Z SEP 12

* Battle Rhythm:

— 1300z: Slide submission deadline to portal
— 1315z: Slides printed, packaged, sent
— 1400z: AFRICOM external O&|

FPCC Contact Information

AFRICOM Portal Page:

(b)(6)

uncLASSilsrouo 14-L-0683/AFRICOM/359 13



C-17 / BMZM123LN260
(RCH $58]

€-17 / PIZMI25LN259
(RCH 114)

C-17 / P)ZN126LN260
(RCH 120)

C-17 / PIM21351E258
(RCH 355)

C-17 / PMZM132LN261

C-17 / PMZN1241LN261

Current as of 161052

RAMSTEIN / 16 SEP /04487

BAGRAM / 16 SEP / 0253Z

BAGRAM /16 SEP / 1120Z

AL UDEID / 16 SEP /17252

NORFOLK / 17 SEP / 0015Z

RAMSTEIN / 17 SEP /0825Z

SEPL2 000140

SOUDA / 16 SEP / 08052

SCULDA ,f 16 5EP / 10107
SOUDA /16 SEP / 17507

(b}(1)1.4a,1.7e
SIGONELLA / 16 SEP / 23027

ROTA / 17 SEP / 07452

SOUDA / 17 SEP / 11352

Estimatelin Blatkoniiss in Green



UNCLASSIFIED
| Inter The_ater Air Movement Update |
|

C-17 / PMZF130LN261 MILDENHALL / 17 SEP / 11157 SOUDA /17 SEP / 15057
C-17 / PMZF130LN261 MILDENHALL / 18 SEP / 15507 SOUDA / 18 SEP / 18257
(b)(111.4a,1.7e
C-17 / PMZN129iLN262 RAMSTEIN / 18 SEP / 10502 SOUDA / 18 SEP / 14007
C-17 / AJZN128LN262 BAGRAM / 19 SEP/ 12157 SOUDA / 20 SEP / 17157
C-17 / PMZN127LN267 BAGRAM / 23 SEP / 18407 SOUDA / 24 SEP / 23157

Current as of 16105225EP12 000141 Estimpledin BIdekapiiey in Green



) Intra__Theater Alr_ Movement Update |

C-130 /LION 438 AT DJIBOU
(Legal for Alert at 1530z2)
(Crews in Bravo)

C-130 /LION 439 AT DIIBOUTI
(Legal for Alert at 1530z)
(Crews in Bravo)

C-130 /RCH 121 SOUDA IN BRAVO-ALERT
C-130 / RCH 127 SOUDA IN BRAVO-ALERT
{h}{1)1.4a
C-130 / HKY758 RAMSTEIN / 16 SEP / 12007 AVIANO / 16 SEP / 1420Z / 1550Z
UMZJ758EU260 SOUDA / 16 SEP / 1840Z / 20102
G-Il RAMSTEIN / 18 SEP / TBD TRIPOLI / 18 SEP / TBD

Current as of 16105272SEP12 000142 Bt 9B BB QMI38Rin Green



United States Africa Command

JUKEBOX LOTUS
16 1400Z SEP 2012

Operations & Intelligence
Update

The overall classification of this brief is
W(b)(1) EO 13526 § 14(8) Classified by: Derivative Classification

Classification reason: 1.4 (a) and 1.4 (¢}
Declassify on: 20370915
Derived from: Multiple sources

000143 14-L-0683/AFRICOM/363

CAO: 160745zSEP12



o

/]

* Overview

* Force Laydown
* Intel Update

« METOC Effects

e |SR Update
* Task Organization
CYBER/IO

*» PAO Update

* Strategic Communication
 AOR FPCON Status

* AFAF Update

«  NAVAF Update

» EUCOM Update on Basing

« Comments from Outstations
« Commander’s Guidance

UNCLASSIFIE D/

Agenda

AFRICOM 137
AFRICOM J37
AFRICOM }2
AFRICOM METOC
AFRICOM JRC
AFRICOM 137
AFRICOM J39
AFRICOM PAQO
AFRICOM J93
AFRICOM J34
AFAF

NAVAF
EUCOM
Outstations

UNCLASSIHIE

14-L-0683/AFRICOM/364



OPERATIONAL OVERVIEW

Last 24: Issues:
« ITALY- TEMPORARY CLEARANCE - BEDDOWN // RAMP SPACE

« COMMAND RELATIONSHIPS
- US EMBASSIES TUNIS // KHARTOUM | * ROE

(b)(1) EO 13526 § 1.4(a), (b) (7)F) . REFs

(b){141.4a

Next 24 - 48:
- FAST TO ROTA

(b)(1)1.4a

* PLANNING EFFORTS
(b)(1)1.4a * RESPONSE OPTIONS
* PLANORD

« EXORDS

« TARGETING // FIRES
* DECISION POINTS

(b)(1) EO 13526 § 1.4(a), (b) (7)(F)
:1204&85*’ —ocenilidiom—  14-L-0B83/AFRICOM/365 "

« POTENTIAL POSTURING OF FORCES




Current As of: 160655Z SEP 12

Force Laydown

\

|
000146



N-Hour + 24HR

foH1)1.4a, (b)(7)f

000147 14-L-0683/AFRICOM/367



L N-Hour + 48HR._

(bH1)1.4a

000148 14-L-0683/AFRICOM/368



N-Hour + 120HR

(bY{131.4a, (by(7)f

ﬁ Arrival of Forces
UPDATED: 16 0300Z SEP 12

——Sichipbioa—  14-L-0683/AFRICOM/369

16 0300Z
17 03002



14 0300Z

UPDATED: 14

h

(b 1)31.4a, (b)(7)f

%

3¢

Arrival of Forces

BRAVO Alert =3 HR

N-Hour + 72HR!

15 03002

14-L-0683/AFRICOM/370



J2 Intelligence Update

000151 14-L-0683/AFRICOM/371



J2 Intelligence Update

(b)(1) EO 13526 § 1.4(a)

CAQ 1606002 Sep 12

000152 14-L-0683 =SSl SNcbrinaronn



{b)(1)1.4a

000153 14-L-0683/AFRICOM/373




{oH1)1.4a

OP IMPACTS

Week 1 (16-22) Week 2 (23-29)

Week 3 (30-06)

Aviation (A/C L/R)

Maritime

Ground

ISR (Target)

Strike (Target)

Comms

NOTE: Long range WX forecasting beyond 120 hrs {5-days) is very subjective and imprecise. Timing & intensity will change!

This METOC forecast represents the data for the most significant impacts to the areas noted in the top box

ANNAT A

————— | 4-L-00C3/AFRICOM/574



CAQ: 16 Sep 12 05002

000155 14-L-0683/AFRICOM/375



JUKEBOX LOTUS Task Organization

R T Coordination Smanmar : B -
Supporting Supported

[ FAST Q] FAST ]

1
{by(1)1.4a _l

” - B o P ‘I - ’
. 1' . i =" o Ehat e =
- L F ST atL= e T -

[ R ]
S i o
EMl e T

{ L _.;-\.3.,‘.:

(bX1) EO 13526 § 1.4(a), (b) (7)F)

Coordination

(b)(1) EO 13526 § 1.4(a),
{b) {7)(F)

{bj(1)1.4a

—dard 14-L-0683/AFRICOM/376



(b)(1) EO 13526 § 1.4(a)

DRAFT Operation JUKEBOX LOTUS JOA

(b)(1) EO 13526 § 1.4(d)

O 13526 § 1.
R |(E;(1)E 1 21%:'L%6883/AFRICOM/377



” - (b)(1) EO 13526 § 1.4(a)

- (b)(1) EO 13526 § 1.4(g) .

o Approved O Approved / Not complete . Not Approved

—sreRETErORNHeReenB)(1) EO 13526 § 1.4(a) 000158 14-L-0683/AFRICOM/378



r Tunis
( 9630 Views

)hi‘;__ i

f

Tumtla
’ Benghazi
3672 Views

View numbers represent a snapshot of IP addresses recorded over the last 30 days

(15 Aug — 14 Sep 2012) n Fy
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PERSONNEL RECOVERY

PR CAPABILITY: PR COORDINATION:

Primary:
* AFAFRICA (b)(1}1.4a.1.7¢

Alternate: (6)(1}1 421 7e
e Overwater: USN SAR/Civil SAR
* Overland: Host Nation Support

Contingency:

(b}(141.4a.1.7e

Emergency:
Recent/ongoing events:

{b)(1)1.4a.1 7e

Reintegration:

Phase | and Il (©}1)1.4a.17 L

e G S UNCLASSIFIED 14-L-0683/AFRICOM/380



UNCLASSIFIED

Strategic Communication

INCIDENT

US Consulate in Benghazi attacked on 11 September.

Media Tone / Timbre:

Development of SC Stratepgy

- (U//FOUO) Trend among Twitter users is to ridicule the “offensive” film and all the violent reactions that were generated around the

globe in response to it,

e (U//FOUQ) Facebook pages continue calling for or reporting on protests in front of US Embassies
- (U//FOUO0) Reactions in the Arab-speaking world in traditional and social media outlets between late 14-15 September mainly pertain to
reports of protests, calling for expulsion of US Ambassadors, and denouncements of 'US discriminatory acts’.

(b)(5)

UNCEASSIFIED

T4-L-06837AFRICOM/381



UNCLASSIFIED

PA POSTURE

* No Change - All queries regarding U.S. DOD role forwarded w/o comment to OSD/PA

STATEMENT OF INTEREST
“...the film does not hurt the Prophet and Islam...We have to denounce it without
anger. Muslims should not be dragged by wrath and anger to shift from legitimate to

forbidden action and by this, they will, unknowingly, fulfill some aims of the film.”
Saudi Grand Mufti Sheik Abdel-Aziz al-Sheik,
highest religious authority in Saudi Arabia

HEADLINES
*Most U.S. govt workers, families evacuated from Tunisia, Sudan, Wash Post, 15 Sep

*Tunisia to ‘punish’ US embassy attackers: official, AFP, 15 Sep
*Al Qaeda calls for more attacks on US embassies, Fox News, 15 Sep

*Tunisia’s ruling party condemns US embassy attack, ABC News, 15 Sep

UNELASSIFIED 14-L-0683/AFRICOM/382



"I/

I (b)(1) EC 13526 § 1.4(a), (b) (TXF) (b)1) EO 13526 § 1.4(a), (b) (7)F)
Authorities PR Authority
(b}(1) EO 13526 § 1.4(a), (b) (7)(F X 1) EO 13526 § 1.4(a). {b) (7XF)
Approval ®T)F),BYT) 1.4 2
Progress

(X1} EOQ 13526 § 1.4(a), (b} (THF)

Approval DTG

Caveats JS Legal & OGC —
& evacuation authority is
(0)(1}1 42 implied task.
Reserved
i (b}1)1.4a
Authority
Approval
Status
. Authority/Approval N/A O Authority Requested — Not Approved

. Authority Not Requested @ Authority Approved O Approved w/Caveats



(b)}(1) EO 13526 § 1.4(a), (b) (7)(F)

———sEcREH (U)T) ED 3526 § 1.4(a) 14-L-0683/AFRICOM/384 ~ " .



1211397SEP2012

121305Z5EP2012

121447/5EP2012

121659/5EP2012

121704Z5EP2012

12212975EP2012

1222217SEP2012

122239Z5EP2012

130124/7S5EP2012

1301487Z5EP2012

RF{ #11: COMSEC Compromised

RFi #18: Threats in Tripoli Between
Hospital & CoS Residence

RFi #21: Total AMCITS in Libya / DoS
Guidance

RFI #28: Potential NEO Triggers in Libya

RFI #29: Laydown of other forces in AO

{bj(1)1.42

RFi #46: Unrest in Kenya , Ethiopia,
Tanzania

RFI #48: AFAFRICA PR Capability

RFi # 53: Movement Plan for NEP at
Ramstein

000165

{b}1)1.4a

Open
Closed

Open

Open

Open

Open

Closed

OPEN

OPEN

J6/TF AFRICOM CDR
12 DCMO
J1/DoS NMCC
;JZSARAF/JOC/ AFRICOM CDR

AFRICOM JOC AFRICOM CDR

AFRICOM J3
GEM AFRICOM CDR

J2 {rapped
into the I&W AFRICOM CDR
update)

AFAFRICA AFRICOM CDR

FUSION CTR  JSDDO

orthrL-0BSRAFRICOM/RRE



U.S. Air Forces in Africa

THIS BRIEFING IS CLASSIFIED
SECREHANGRORN

COMAFFOR/JFACC Update

Operation JUKEBOX LOTUS
15 Sep 12

000166 14-L-0683/AFRICOM/386



Triboli /Tunis

000167 14-L-0683/AFRICOM/387



lll/ Khartoum — DJ MO-9

{by(1)1.4a,1.7e

000168 14-L-0683/AFRICOM/388



l"l/ Khartoum — Immediate DJ F-15E Show of Force

]

(b}1}1.4a,1.7e

000169 14-L-0683/AFRICOM/389



.'l/ Khartoum — UAE Tanker & DJ F-15Es

(b)(1}1.4a.1.7e

000170 14-L-0683/AFRICOM/390



Khartoum — UAE Tanker & UAE F-15Es
|

000171 14-L-0683/AFRICOM/391



Khartoum — Oman Tanker & DJ F15Es

000172 14-L-0683/AFRICOM/392



"I/ Armed CAS considerations, all options

e Requirement to pre-coordinate armed launch and over flight with host/friendly nations
(6)(3}10 U.S.C. § 130¢ in order to execute CONOPS

* Requirement to pre-coordinate flight into objective area with host nation wg@ousc s
maousc.sizec  to avoid adverse air defense reaction

{by(111.4a,1.7e

s Urban CAS can have disastrous human {civcas) and political outcomes
-- JFACC direction to pilots & JTACS = use smart Force Escalation, weapons as the very
last resort
1. Low-Fast overflight
2. Low Fast overflight with flares
3. Limited kinetic to avoid collateral damage & civcas --i.e. strafe or drop a
weapon in an adjacent, vacant field to disperse assailants
4. Weapons employment is the very last option, using lowest collateral damage
attack

000173 14-L-0683/AFRICOM/393



as of 160500Z SEP 2012

(b)(1)1.4a.1 7e

000174 14-L-0683/AFRICOM/394



Basing / Access / Staging Permissions for
TUKEBOGX LOTUS Operations

(b3(1)1.4a, (b)(1}1.4d

000175 14-L-0683/AFRICOM/395



(b)(1) EO 13526 § 1.4(a)

000176

14-L-0683/AFRICOM/396
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UNCLASSIFIED Avetise@mmmmm—

LN
* Next External BQFU;%QQV@WOOZ SEP 12

* Next Internal O&I Update: 16 0700Z SEP 12

* Weekend Battle Rhythm:

— 0700z: AFRICOM internal O&l
— 1400z: AFRICOM external O&l

FPOC Contact Information

*AFRICOM Portal Page:

(o))

oncL it imevomm  14-L-0683/AFRICOM/397



UNCLASS F|E Bt @mmm—

LBV tstation Comments

35
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UNCLASSIF|E D i@
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L__I®¥ 5mmander’s Guidance

40
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: Conduct DA § (b)(1) EO 13526 § 1.4(a), (b) (7)(F)
o SEY RS e

(b)(1) EO 13526 § 1.4(a)

Go [ required criteria met
[] Possible Go / Some criteria met

[l No-Go / required criteria not met. 000180 14-1-0683/AF RICONW6O8Y sep 12




0500z 0600z 0700z 0200z (900z 1000z 1100z 1200z 1300z 1400z 1500z 1600z

ad///

—pEarEsdr)(1) EO 13526 § 1.4(a)

Deployment Scheme

1700z 1800z 1900z 2000z 2100z 2200z 2300z 0000z

1 L 1 L 1 L 1
g!;’;;ﬁm Arr Dep Arr
(ODA/GNV) SAAF SAAF SiG
HKY 858
C130J SﬂF S?::)F grrc;
(AMMO/GNV) . :
| |

g:rz'r(;sso Dep Arr Dep Arr
(ADVON) ZAD SIG SIG ZAD

I | |
;Act;‘; ;g Dep Arr Dep Arr Dep Arr Dep Arr
B)(1) EO 13526 § 1.4(a). (b} (7)(F} ZAD ZAG ZAG SIG SiG ZAD ZAD SIG
JAVA 41
MC130P Dep Arr Dep Arr Dep Dep Arr
(bX1) EO 13526 § 1.4(a), (b) (7){F) ZAD ZAG ZAG SIiG SIG D ZAD siG

s56rEF/(D)(1) EO 13526 § 1.4(a) e e e—




(b)(1) EO 13526 § 1.4(a), (b) (7)(F)

—SEEREF (b)(1) EO 13526 § 1.4(a) ar Voo A RCoNa0Z 1



I (b)(1) EO 13526 § 1.4(a), (b) (7)(F), (b)(3) 10USC 130b (b)(6) I

' 000183 14-L-0684AFRIOENIAABS 148)
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