
United States Department or sta re

Washington, D.C. 20520

May 1, 2017

Litigation: AIM, et al. v DOD, et al.
DlA No.: L1T-00005-201 4 (LIT-0006-2016)
DOS No.s: F-20 14-03625/F-2014- 10167
Segment: DS-0002

John H. Clarke, Esq.
1629 K Street, N.W., Suite 300
Washington, D.C. 20006

Dear Mr. Clarke:

I refer you to your letter dated May 28, 201 4, directed to the Defense Intelligence
Agency (the "DIA") regarding the release of specified material under the Freedom of
Information Act (the "FOIA"), 5 U.s.c. §552. One document retrieved by DIA in
response to your request originated with the Department of State and was therefore
referred to us for appropriate action. After reviewing this document we have
determined that it may be released to you in part . This document was previously posted
to the Department of State' s public ly accessible FOIA Virtual Reading Room on June
17, 20 16. The released material is enclosed.

All non-exempt material that is reasonably segregable from the exempt material has
been released. Where we have made excisions, the applicable exemptions are marked
on the document. An enclosure prov ides information on FOIA exemptions and other
grounds for withholding material.

If you have any questions, please contact Trial Attorney Tamra Moore at (202) 305­
8628 or at Tamra.Moore@usdoj.gov.

Sincerely,

£..tJ~ (lW~ F.r

Eric F. Stein, Director
Office of Information Programs and Services

Enclosures: As stated



The Freedom of Infonnation Act (5 USC 552)

FOIA Exemptions

(b)( I) Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations
IA(b) Foreign government information
IA(c) Intelligence activities, sources or methods. or cryptology
,1.4(d) Foreign relations or foreign activities of the US. including confidential sources
IA(e) Scientific. technological, or economic matters relating to national security.

including defense against transnational terrorism
IA(t) U.S. Government programs for safeguarding nuclear materials or facilities
l.4(g) Vulnerabilities or capabilities of systems. installations. infrastructures. projects,

plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

(b)(2) Related solely to the internal personnel rules and practices of an agency

(b )(3) Specifically exempted from disclosure by statute (other than 5 USC 552). for example:

ARMSEXP
CIA PERS/ORG
EXPORT CONTROL
FSACT
INA
IRAN

Arms Export Control Act. SOa USC 2411(c)
Central Intelligence Agency Act of 1949, 50 USC 403(g)
Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
Foreign Service Act of 1980,22 USC 4004
Immigration and Nationality Act, 8 USC 1202(t), Sec. 222(t)
Iran Claims Settlement Act, Public Law 99-99, Sec. 505

(b)(4) Trade secrets and confidential commercial or financial information

(b)(S) Interagency or intra-agency communications forming part of the deliberative process.
attorney-client privilege, or attorney work product

(b)(6) Personal privacy information

(b)(7) Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(8) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety ofan individual

(b)(8) Prepared by or for a government agency regulating or supervising financial institutions

(b)(9) Geological and geophysical information and data. including maps, concerning wells

Other Grounds for Withholding

NR Material not responsive to a FOIA request excised with the agreement of the requester
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(U) Draft ed byF,

(S/ /NFJ Libya: Attack on Consulate BenghaZi
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!U) ATIACK TIMELINE

(SI/ NF) The followinBchronology is ba se d on a compilati o n of com mu nicat ions betwe en t he
Diplomatic Security Comm and Cente r (OSCe) and U.S. pe rson nel in Bengha zi, Libya. OS/TIA/ITA·notes
t hat t his is a pre liminary ove rview of the sequence of eve nts t ha t occur red in Benghazi and th at the
t imel ine may change as addit iona l information on the inc ident comes to light . All t ime s are recorded in

East er n Daylight Time.

{Sf/ NFl OS/ TIA/ ITA also not es t hat open source me dia h as reponed a number of inaccurate facts tha t
hav e se rved to cloud th e circumstances su rrounding the death of t he U.S. Ambas sa dor. Most
pro minently, cress repo rting has ind icat ed t hat t he Amba ssador was killed whe n a rocket-prope lled
gre nade struck his vehicle; thlsis wholly inaccurate, as the Ambassador is believed to h ave die d from
smoke lohalanon while at t empting to exit a burning build ing on the U.S. Consu late compou nd.

B1
1.4(0 )
B3

Ambassador .

Tues day, Septe mber 11:
• At 1549 hrs. ose e was notifi ed t hat u .S. Mission Benghaz i was under att ack. At 1600 hr s, osce

was notified by Regional Sec ur ity Officer lRSOl Be nghazi th at armed individua ls had ente red th e
compound, and at 1614 hrs RSO Bengha zi repone d th at an a rme d group had set fire to
buildings inside the comp ound . The US Ambassad or was visit ing post from Tripoli, an d as of
1614 hrs it was suspected t hat one of the buildings t hat ha d bee n se t on fire was t he building

where t he Ambassador was she lt ering.I Qu ick Reaction Force (QRF) res ponded from
their off-compound Anne x, ou t was turned back d ue to he avy ho stile fire .

• As of 17DOhrs ,!-~QR ~ and host nation militia (17 Feb ruary Brigade) have redeployed to the
ccmcounc . One Assistant RoSa (ARSO) suffe red injuries from smoke inhalatio n. This ag ent was
In the Principal Ofuc e r's Residen ce with U.S. Amb assador Christopher Stevens an d Information
Program Officer (IPD) Sean P. Smith . Ali three mo ved to th e safe haven whe n t he attack bega n,
bu t had to relocat e to t he roof as th e building caug ht on fire . The age nt reache d t he rooftop
bu t lost co ntact with the other two. The agent reent er ed t he residence and found the lPO

killed in act ion {KIA), and was unable to lo::ate th e Ambassad or . The agent had given his cell

phone to t he Ambassa do r.
• At 1720 hrs, ltis reported to DSe C t ha t all five RSO staff ar e accounted for and en rou te to t he
-- --~--

QRF and 17 February Brigade for ces are in t he com po und look ing for t he

. (REVIEW AUTHORITY: Steve Blodgett' l
~r:CKEf"'- :<0 1aRN iS e n ior _,R~,v~i~.~w~. ,,~ _

Derived from: Multip le Sou rces
Reas on for classi fication: E.O. 12958 1.4 (b ), (c), (d)
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1.4(0)
83

1.4(0)
81
86

•

1.4(0)
81~- ._. ----~-----------------_._-----------

• At 2243 hrs, U.S. Embassy Tripoli reports that they are in contact with the contractors in the AI
Nouran Hotel.

• At 2250 hrs, the 17 February Brigade departs the airport with the 6-member response team en
route to[==~:-=- '==:J At 2313 hrs, it is reported that the Cresponse team has arrived at 81

..!he Annex.1 I 1.4(0)

[
~
B6

-.----.-... -.--... ------. ------------I=lB7(C)
.• At 2332 hrs, ARSO[=~~I reports that they are under mortar attack, with ~.to 4 rounds

hitting the Annex. There arEf__.. _._~injuredL _ :land the 81
need for medical evacuation. The response team is on site and either inside or deployed to the 1.4(0)
roof. The agents are sheltering in place with 45 minutes to sunrise. 83 .

• At 2349 hrs, OS Special Agentl=:=]was reported hit during the mortar attack, which has sinSS
ceased. [_ou " .,.. . ..__ . . ==:=1 All othe87(C)
OS agents are accounted for.

Wednesday. September 12:
• At 0006hrs,' States that they are evacuating the entire compound with a convoy of friendly

militia in onemo~ement to the airport. Ddoes not know if the plane is still on the ground.

SEl3lE+l/ )JQiQR.l>l
Derived from: Multiple Sources

Reason for classification: E.O. 129581.4 (b), (e), (d)
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86
87(C)

86
87(C)

•

• At 0010 hrs, Embassy Tripoli called. They have lost all communications. Called from personal
cell phoneI . _. ... J .

• At 0034 hrs, ARSOL- ~Jn Benghazi reports that all Chief of Mission (COM)! I
personnel have left the Annex in Benghazi en route to the airport with three wounded (two on
stretchers). Currently there is only one plane available, and they are attempting to charter a
second.· l------__~_-m- _._.
At 0055 hrs "_"_'_m__._" ... __

• At 0107 hrs, it is reported that the three KIAwill be put on a truck.

• At 0110 hrs, osee notifies Embassy Tripoli that the Benghazi group is at the Benghaziairport 86
and will fly to Tripoli. 87(C)

• ~0115 hrs, ARS~~reports that thenchartered evacuation plane is loaded with 81

• lAR;~[-~~!s... "lis holding with remaining personnel and gear to take the next flight. ARSO ~:(O)
[--=~- Jis the only DOS staying behind. ARSOL__. Jreports that the aircraft is 86
departing for Tripoli International Airport (TIA). RSO Tripoli reports that an ambulance is en 87(C)
route to TIA. 1.4(0)·

• At 0131 hrs,.ARSOL"_~_- ]states that Dpersonnel remain on the ground in Benghazi 86 81
i i with 3 KIAin a pickup truck and Dpersonnel wheels up. At this time it seemsthat 87(C)
all are accounted f~_~=-~i~~~ .AmbassadorStevens. 1 4(0)

• At 0136 hrs, ARSOL. ]confirmsDpersonnel are on the ground with 3 KIAand 1 8'1
presumed dead in Benghazi. They are on the tarmac with the bodies and equipment.

----_ .....- - 81
1.4(0)
83
86
87(C)

. _.. - .0- ••._. ••_.. • _. :-:-_~-::-__

• At 0204 hrs, Under Secretary Patrick Kennedy notifies osee that the P!:..ovincial Head of
Government is in the hospital and needs the phone number for ARSOC_~to coordinate
getting the Ambassador Stevens' body to the airport.

• At 0206 hrs,ARSo-~iwas advised by osce that the same plane that took theDwill
return for the[Jo~gro~d. Two oAO contractors are on the way and if.they cannot get
out of Benghazi, they are to link up with ARSOI I Regardingmedical care, the two
I~edics were KIAby indirect mortar fire. The OS agents are providingmedical treatment

81
per High Threat training. 1.4(0)

• . At 0214 hrs, Embassy Tripoli advised osce that they are 5 minutes out from Tripoli 83
International Airport.

• At 0215 hrs, OSCC·SA-- - ]confirmed that a 000 C-17is en route to Tripoli from
Ramstein, Germa.ny: and will have doctors and nurses on board to help the wounded.

• At 0216 hrs, RSO Tripoli reports that they have arrived at the TIA VIP lounge with the Embassy
nurse.

• At 0225 hrs, ARSoI_"-_--__m--jconfirms the body of.Ambassador Stevens has arrived at the
B~nghazi airport.

• At 0234 hrs, osec contacted the DAO contractors, who report they are unable to get a
commercial flight out of Benghazi before mid-afternoon local time. osec connected the DAO
contractors with ARSO r'~~ ] to get the contractors on thec-loS evacuation fli ght

S1
~ .
87(C) eE6R-ii=I'// ~JQPQR'>J 1.4(0)

Derived from: Multiple Sources 83
Reason for classification: E.O. 12958 1.4 (b), (c), (d)
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86
87(C)

81
1.4(0)
83

6ECR~{ HQFOIU'1

• At 0238 hrs, it is reported that the first evacuation flight is wheels down in Tripoli.

• At 0241 hrs, OSCC confirms Libyan Air ForceC-130will land in 50 minutes to take the remaining
COM personnel, 2 DAO contractors and 4 KIAto Tripoli.

• At 0244 hrs,Tripoli ARsol tadvised that a 000 C-17aircraft will depart Ramstein in the
next 50 minutes with 3.5 hour flight. The wounded are going to the hospital in Tripoli in the
interim.

• At 0245 hrs, Dsce contacted RSO Tripoli regarding the above and asked for a list for the draw
down.

• At 0259 hrs, ARSoL !reports to osec that SADis in the hospital.

• At 0332 hrs, RSO Tripoli reports that they are at the hospital with no bad news on any of the
injured.

• At 0533 hrs, the Libyan C-130 evacuation flight is reported wheels down in Tripoli with the last

COM[ .... lpersonnel from Benghazi.
• At 0559 hrs, a six-vehicle motorcade departures TIA en route to hospital.

__--'--'--__-'-- . ~...:.__ ____' ~ __:_ 86_._.
87(C)

(U) POTENTIAL CAUSES AND RESPONSIBILITY

81
1.4(0)
1.4(C)
83
86
87(C)

I
Il----.......-. ... I

SEeRETIlPmFO~J

Derived from: Multiple Sources
Reason for classification: E.O. 12958 1.4 (b), (c), (d)
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81
1.4(0)
1.4(C)
B3
86
87(C)

1.4(C)
1.4(0)
81

- • __ 0 ••• •• __ •__ • ===============================_.
1'81

1.4(0)
1.4(C)
83
86
87(C)

I
L._

(SBU) RECENT SECURITY ENVIRONMENT IN BENGHAZI
(SI/NFl Benghazi haswitnessed a marked increase in terrorist violence since earlv April 2012, much of
which has been directed toward the official foreign presence in the city.. Most recently, the car of an
Egyptian diplomat exploded on August 20, causingno deaths or injuries. On June 12, the UK
Ambassador'smotorcade came under attack within 500 meters of the UK Mission compound in
Benghazi, and lessthan 2 km from the U.S. Consulate. During the attack, the motorcade's lead vehicle
was struck with one RPG, inflicting both occupants with non-life threatening injuries - no other injuries
were reported. Small arms fire reportedly followed the RPG attack, indicating there may have been

multiple attackers. .

_ ...~
__ -_._------_.-1_--L_~_o-_ ..

I
I
l ._._o~_'_ _,_.__,,_

81
1.4(D)
1.4(C)

"iC~i'f" ~IQ:EORW 83
Derived from: Multiple Sources 86

Reason for classification: E.G. 129581.4 (b), (c),(d) 87(C)
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-"-'-~~_ ....-'--~.~---------

JS/f~FI O~ JU~_~6,Consulat~~engJ)a.~ilN~~~ttackedwith an explosive deviceL ~ -IL
"".~~~~. __. ... Jbut did not causeanyinju~ ]

[S//NF) Other recent attacks in Benghazi include an improvised explosive device (lED)thrown at the UN
Special Envoy's motorcade on April 10;9 and a grenade thrown over ConsulateBenghazi's wall on April

1
6

./ .. ~ .. __~_~-_-.. ... .... _.__ .. . .. __~..__..__ .. ]______ I

1.4(C)
1.4(0)
81

L --- --~--------_._._-

1.4(C)
1.4(0)
81

6 SPOT Report- "lED Explosionat U.S. MissionBenghazi" (via email),20120606, UNCLASSIFIED.
7 GMP2012061140S001, 20120611, UNCLASSIFIED.
8 GMP20120S29950047, 20120529, UNCLASSIFIED.
~ "lEDAttack on UN SpecialEnvoy to Ubya SPOT REPORT" (via email), 20120410, UNCLASSrFIED.
10 "Benghazi RSOSPOTReport" (via email), 20120406, UNCLASSIFIED; "BenghaziSituation Report" (via email),
20120410, UNCLASSIFIED.
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