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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00466150
Date of Document: December 4, 1971
Document Type: Intelligence Report
Classification: Confidential
From/To: ClA/Others

Sightings of Two U.S. Pilots Captured in

Subject: Pathet Lao Forces in Sam Neua Province

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

] (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended {(names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(b) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XOODOOOXRXXXOXKXK

~— e N

Justification Category 1Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the sighting of two U.S. pilots captured by Pathet Lao forces in Sam Neua Province, which was provided
to the CIA by a human source. This document reveals information about a human source, identifies the
location of CIA facilities overseas, reveals internal CIA control markings, dissemination control information
and other CIA numbers, and the name of an individual all of which have been properly withheld. The
substantive portion of this document has been released. Itis currently and properly classified
CONFIDENTIAL.

Dispositior

O Denied
@ Partial F
O Release
O Referre:
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

‘The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  Item 4 Coord: C00466087
Date of Document: November 11, 1971
Document Type: Memo
Classification: Secret
From/To:
Subject: Guidance and Instructions for U.S. Mission

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(5) attorney-client privilege

b)(5) attorney work product

XOOOOOOX XXX OXK KKK

Justification Category IDs:

Document Description:

This document is a 4-page CIA memorandum about guidance and instructions for a U.S. Mission.

This document reveals information about a human source, communication methods, identifies the location
of CIA facilities overseas, reveals internal CIA control markings, dissemination control information and the
names of individuals all of which have been properly withheld. The substantive portion of this document
has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

Dispositior

O Denied
® Partial F
O Release
O Referre:
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12938, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the name of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: = ltem 4 Coord: C00466081
Date of Document: November 9, 1971
Document Type: Memo
Classification: Secret
From/To:

Report of U.S. POW at Viet Cong

Subject:  pyison Camp in Dam Doi District

Document Pages: 2

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information @ Partial F
[ (b)(1) foreign government information O Release
™ (b)(1) foreign relations or foreign activities of the US O Referre

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

(b)(5) attorney work product

[] (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 2-page CIA memorandum about a report of a U.S. POW at Viet Cong prison
camp in Dam Doi District, an Xuyen Province, information of which was provided by a human source. The
document reveals information about the human source, internal CIA control markings, numbers,
dissemination control information in addition to names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. ltis currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b}(6).-
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b){1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526. :

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00466050
Date of Document; October 15, 1971
Document Type: Intelligence Report
Classification: Secret
From/To: CIA/Others

Sighting of a Deceased American

Subject: and Observation of His Burial

Document Pages: 1

FOIA Exemptions: Dispositior
O Denied

(b)(1) properly classified information @ Partial F
(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

—
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Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to intelligence consumers about the
sighting of a dead American and observation of his burial which was provided to the CIA by human
sources. This document reveals information about human sources, reveals internal CIA control markings,
numbers, dissemination control information and the name of an individual all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00465398
Date of Document: September 19, 1968
Document Type: Letter
Classification: - Confidential
From/To:  CIA/American Embassy Vietnam

Letter to American Embassy

Subject: in Vietham

Document Pages: 2

FOIA Exemptions: ‘ Dispositior
O Denied

(b)(1) properly classified information @ Partial F
(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre:

b)(1) intelligence activities (including special activities)
)(1) intelligence methods
)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
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(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(B) personal privacy -

RODOODOONKXKOXKKXOKX

Justification Category IDs:
Document Description:

This document is a 2-page letter addressed to the American Embassy in Vietnam, dated 19
September 1968, from a source who provided information about missing American POWs. This
document reveals information about sources, methods, and the name of an individual all of which have
been properly withheld. The substantive portion of this document has been released. ltis currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b){1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause damage to the national security. Additionally, the information
withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under
Executive Order 12958, as amended. The CIA has determined that the information withheld pursuant to
exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Case 1:04-cv-00814-RCL Document 177-4 Filed 05/15/12 Page 11 of 55

Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number; ltem 4 Coord: C00465393
Date of Document: May 21, 1968
Document Type: Intelligence Report
Classification: Secret
From/To: ClA/Others

Propaganda Display of Four

Subject: American Pilots

Document Pages: 2

FOIA Exemptions: ( Dispositior
_ O Denied

(b)(1) properly classified information @ Partial
(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret

b
b

(1) intelligence activities (including special activities)

) intelligence methods

) intelligence sources (including confidential sources)

2) internal rules and practices

3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)
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3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication

6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
a propaganda display of four American pilots in Houa Phan Province. This document reveals information
about a human source, identifies CIA facilities overseas, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the names of individuals all of which have
been properly withheld. The substantive portion of this document has been released. Itis currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)}(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Case 1:04-cv-00814-RCL Document 177-4 Filed 05/15/12 Page 13 of 55

Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00465388
Date of Document: March 12, 1968
Document Type: Intelligence Report
Classification: Secret
From/To: = ClA/Others

Death of Two U.S. Air Force Pilots

Subject: Shot Down

Document Pages: 2

FOIA Exemptions: Dispositior

O Denied
X (b)(1) properly classified information @ Partial F
[ (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre:

(b)(1) intelligence activities (including special activities)

X1 (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[1 (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[} (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[} (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[] (b)(5) deliberative process

] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
the death of two U.S. Air Force pilots shot down near Ban Na Kay in Houa Phan Province.
This document reveals information about a human source, identifies CIA facilities overseas, reveals
internal CIA control markings, dissemination control information and other CIA numbers, and the names of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b}3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)}(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number: Item 4 Coord: C00465718
Date of Document: November 18, 1969
Document Type: . Memo/Report
Classification: = Unclassified
From/To:
Subject: News Report

Document Pages: 2

FOIA Exemptions:

[} (b)(1) properly classified information

[ 1 (b)(1) foreign government information

(] (b)(1) foreign relations or foreign activities of the US
(1) intelligence activities (including special activities)

]
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Justification Category 1Ds:

Document Description:

This document is a 2-page report, dated November 18, 1969, containing information from the
clandestine Liberation Radio in Vietnamese to South Vietnam. The report is about a letter written by three
U.S. POWs concerning their release by the NFLSV Committee. The names of three individuals have
been withheld. The substantive portion of this document has been released.

This document is withheld in part on the basis of FOIA exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted

Dispositior
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invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: - F-2003-00449
Document Number: Item 4 Coord: C00465266
Date of Document: August 31, 1966
Document Type: .Memo/Report
Classification: Unclassified
From/To:

Report about U.S. Alleged Military

Subject: Participation in Laos

Document Pages: 5

FOIA Exemptions:

L] (b)(1) properly classified information

L] (b)(1) foreign government information

L] (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

b}(1) intelligence methods

}(1) intelligence sources (including confidential sources)

}(2) internal rules and practices

(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (hames)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(5) attorney-client privilege

(5) attorney work product
(
(
(

O O T T T T O

5) deliberative process
5) presidential communication
6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 5-page report, dated August 31, 1966, which includes information from a
special correspondent from the Soviet Union concerning the U.S. military and its alleged participation in
military operations in Laos. The names of individuals have been withheld. The substantive portion of this
document has been released.

This document is withheld in part on the basis of FOIA exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
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exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00479983
Date of Document: January 26, 1986
Document Type: Memo/Report
Classification: = Secret
From/To:

Status Report on Lao National Who Claimed

Subject: to Have Remains of an American Pilot

- Document Pages: 1

FO!A Exemptions:

(b)(1) properly classified information

[1 (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the us

(b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

)(1) intelligence sources (including confidential sources)

(2) internal rules and practices

(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product

5) deliberative process
)
)

o
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~—

o O
—

O
~

(@)

o o
-~ T T = =

N S

5) presidential communication
6) personal privacy
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Justification Category 1Ds:

Document Description:

This document is a 1-page status report about a Lao national who claimed to have the remains of
an alleged American pilot and other information about live POWSs. This document reveals information
about a human source, reveals internal CIA dissemination control information, markings and the name of
an individual all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence sources and methods, foreign relations or foreign
activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of Executive
Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)}(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, personnel information and functions of the ClA that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about an individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.;: F-2003-00449
Document Number: Item 4 Coord: C00499049
Date of Document: UNDATED
Document Type: Intelligence Report
Classification:  Unclassified
From/To: CIA/Others

Sighting of Deceased U.S.

Subject: Airman in Hanoi

Document Pages: 3

FOIA Exemptions:

1) properly classified information

1) foreign government information

1) foreign relations or foreign activities of the US

1) intelligence activities (including special activities)

1) intelligence methods

1) intelligence sources (including confidential sources)

2) internal rules and practices

3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions) -

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege '

5) attorney work product

5) deliberative process

5) presidential communication

6) personal privacy

XOOOOOoOoooouuyuouoodo

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to intelligence consumers aboutthe

sighting of a deceased U.S. airman who was removed from the wreckage of a B-52 aircraft that crashed in
"the Hanoi some time in December 1972. This document reveals the name of an individual which has
been properly withheld. The substantive portion of this document has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
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exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00492460
Date of Document: UNDATED
Document Type: Intelligence Report
Classification: Unclassified
From/To: CIA/Others

U.S. POWs in North Vietnam; Information

Subject: about Release

Document Pages: 4

FOIA Exemptions:

b)(1) properly classified information

b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)

b)
)
)

e e )

—

(
(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(
(

3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

XODODOODOOXXOoOOOOooooo

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(

b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 4-page intelligence report, dated circa 1992, about U.S. POWs in North
Vietnam information concerning their release which was made by Hanoi Radio on North Vietnam's
National Day. Internal CIA organizational notations such as dissemination control markings have been
withheld, in addition to the names of individuals. The substantive portion of this document has been
released. This document is UNCLASSIFIED, but the (b)(3) information remains statutorily exempted from
release under the FOIA.

This document is withheld in part on the basis of FOIA exemptions (b)(3) and (b)(6).
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Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational data and functions by the CIA that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:
Document Number:

Date of Document:

F-2003-00449
ltem 4 Coord: C00484110
March 15, 1983

Document Type: Memo/Report
Classification: Secret
From/To:
... Sightings of 30 Caucasian
Subject: POWs in Hanoi
Document Pages: 4

FOIA Exemptions:

X (b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US
(b){1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6

) personal privacy

b
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Justification Category IDs:

Document Description:

This document is a 4-page intelligence report, of which the first two pages are fax cover sheets

each dated March 15, 1983, from the CIA to other intelligence consumers. The report contains
information about the sighting of about 30 Caucasian prisoners in a Hanoi jail. This document information
about a source, reveals internal CIA dissemination control information, markings, a signature and
information about a CIA facility all of which have been properly withheld. The substantive portion of this
document has been released. [t is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence sources and methods that is properly classified
pursuant to section 1.4(b), 1.4(c), 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, functions and personnel information by the CIA that
is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus
is protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00579940
Date of Document: UNDATED
Document Type: Intelligence Report
Classification: = Secret
From/To: CIA/Others

Report of Meeting with American

Subject: by pPow

Document Pages: 1

FOIA Exemptions: Dispositior
O Denied

(b)(1) properly classified information @ Partial F
(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret

b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(3)
(5)
(5)

—~
~—
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—

—
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O

)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles).
b)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

XNOODOOOOXXXXORKX XX

o~ T

Justification Category 1Ds:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers about
a report provided by a source of a meeting with an American POW pilot. This document reveals
information about a source, foreign liaison, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the name of individuals all which have been properly withheld.
The substantive portion of this document has been released. It is currently and properly classified
SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This’
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b}(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number: Item 4 Coord: C00579941
Date of Document: = UNDATED -
. Document Type: . Intelligence Report
Classification: - Secret
From/To: CIA/Others

Information about Two American POWs

Subject: Missing in Laos

Document Pages: 2

FOIA Exemptions:

X1 (b)(1) properly classified information
L] (b)(1) foreign government information
X (b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
)(5) deliberative process
(b)(5) presidential communication
(X (b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
two American POW pilots missing in Laos. This document reveals information about a source, identifies
the location of CIA facilities overseas, reveals internal CIA control markings, dissemination control
information and the name of individuals all which have been properly withheld. The substantive portion of
this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)}(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




|

Case 1:04-cv-00814-RCL Document 177-4 Filed 05/15/12 Page 31 of 55

Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00480319
Date of Document: - November 22, 1985
Document Type: Cable
Classification:  Secret
From/To: CIA/Others

Alleged Remains of Three Servicemen

Subject: in Savannakhet Province, Laos

" Document Pages: 1

FOIA Exemptions:

—

b)(1) properly classified information

b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process
(
(

—

b)(5) presidential communication
b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 1-page cable from the CIA to other government entities about the alleged
remains of three POW/MIAs in Savannakhet Province, Laos. The document reveals identifying
information about a human source who provided the information about the alleged remains, identifies the
location of CIA facilities overseas, and reveals CIA internal control markings, dissemination information,
and information about three individuals, all of which have been properly withheld. The substantive portion
of this document has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of three individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00478981
Date of Document: UNDATED
Document Type: Memo/Report
Classification: Secret
From/To; . CIA/Others
Subject:  Discovery of U.S. Serviceman's Dog Tag

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

] (b)(5) attorney-client privilege

[] (b)(5) attorney work product

[] (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

X

Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers
containing information about the discovery of two dogs tags discovered in 19810f a U.S. serviceman on
Bach Ma Mountain, Binh Tri Thien Province. The document reveals identifying information about a
human source and internal CIA numbers and dissemination control markings, as well as information about
an individual, all of which have been properly withheld. The substantive portion of this document has
been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the name and religious affiliation of an individual. Because this withheld information provides
personal identifying information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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"Case 1:04-cv-0

Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  Item 4 Coord: C00478831
Date of Document: UNDATED
Document Type: Memo/Report
Classification: Unclassified
From/To: CIA/Others

Downing of a U.S. Aircraft in North Central

Subject: Vietnam in 1972

Document Pages: 2

FOIA Exemptions:

[] (b)(1) properly classified information

[] (b)(1) foreign government information

[} (b)(1) foreign relations or foreign activities of the us

[ ] (b)(1) intelligence activities (including special activities)

[ (b)(1) intelligence methods

(] (b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

[ ] (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[ (b)(5) deliberative process

(] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page report from the CIA to other intelligence consumers containing
information about the downing of a U.S. aircraft in North Central Vietnam in 1972 as well as information
about the location of a POW camp. Internal CIA organizational notations such as dissemination control
markings and CIA numbers have been withheld, in addition to information about an individual. The
substantive portion of this document has been released. This document is UNCLASSIFIED, but the
redacted information remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA exemptions (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial f
O Release
O Referre
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Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational data and functions by the CIA that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about an individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA'is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  Iitem 4 Coord: C00478804
Date of Document: UNDATED
Document Type: Memo/Report
Classification:  Secret
From/To: CIA/Others

Downing of Two U.S. Aircraft in

Subject: ) ang Ninh Province in Mid-1964

Document Pages: 2

FOIA Exemptions: ' Dispositior

O Denied
(b)(1) properly classified information @ partial F
[} (b)(1) foreign government information ' O Release
X (b)(1) foreign relations or foreign activities of the US O Referre:

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege '

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

ROOOOOOXKXXOX
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Justification Category |Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers
containing information about the downing of two U.S. aircraft in Quang Ninh Province in mid-1964, the
information of which was provided by a human source. The document reveals identifying information
about a human source, identifies the location of a CIA facility overseas, reveals internal CIA numbers and
dissemination control markings, as well as information about an individual, all of which have been properly
withheld. The substantive portion of this document has been released. Itis currently and properly
classified SECRET.
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b}(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00478680
Date of Document: UNDATED
Document Type: Memo/Report
Classification:  Secret
From/To: CIA/Others

Report of Wreckage and Bodies of U.S.

Subject: ;A personnel in Southern Vietnam

Document Pages: 3

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information @ Partial F
(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US ' O Referret
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege

o~

o O

(

(

(b)(5) attorney work product
(b)(5) deliberative process

(b)(5) presidential communication
(b)(6) personal privacy

NOODOOOONXXXKOKKXKXOX

Justification Category 1Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers

containing information about wreckage and bodies of U.S. MIA personnel allegedly found in Ben Cat,
Southern Vietnam in mid-November 1983. The document reveals identifying information about a human
source, reveals internal CIA numbers and dissemination control markings, as well as information about an
individual, all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b}(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name and religious affiliation of an individual. Because this withheld information provides
personal identifying information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00478654
Date of Document: UNDATED |
Document Type: Memo
Classification:  Secret
From/To: ClA/Department of Defense

Translation of Letter from the SRV

Subject: Containing Information about U.S. Graves

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

XK KX
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(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 1-page memorandum from the CIA to the Department of Defense about the
translation of a letter from the SRV containing information about the alleged discovery of six graves. The
document reveals information about human sources, internal CIA control markings, dissemination control
information, in addition to names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (0)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant 1o section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and religious affiliation of individuals. Because this withheld information provides
personal identifying information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00474164
Date of Document:  January 3, 1973
Document Type: Memo
Classification: Confidential
From/To:

Sighting of a Captured U.S. Officer and

Subject: Hearsay Info on Death of Another Officer

Document Pages: 2

(@)}

(
(
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(

(

FOIA Exemptions: " Dispositior
O Denied
(b)(1) properly classified information © Partial F
(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre:
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X
(

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XOODOOODOONKXXOXKXXKKOX

Justification Category IDs:

Document Description:

This document is a 2-page memorandum about the sighting of a captured U.S. officer in Quynh
Luu District, Nghe An Province in North Vietnam, and hearsay information about the death of another
officer. The document reveals identifying information about a human source, internal CIA control
markings, dissemination control information, in addition to names of individuals all of which have been
properly withheld. The substantive portion of this document has been released. It is currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b){1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause damage to the national security. Additionally, the information
withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under
Executive Order 12958, as amended. The CIA has determined that the information withheld pursuant to
exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number: ltem 4 Coord: C00474129
Date of Document: UNDATED
Document Type: Intelligence Report
Classification: . Confidential
From/To; = CIA/Others

Sightings of a Downed U.S. Plane in

Subject: North Vietnam

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

)(1) foreign relations or foreign activities of the US

)(1) intelligence activities (including special activities)

(1) intelligence methods

1) intelligence sources (including confidential sources)

2) internal rules and practices

3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication

6) personal privacy

XNOODOOOOXKXKXXOXKKXKOK
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Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the sightings of a downed U.S. plane in Nghe An Province in North Vietnam. This document reveals
information about a human source, reveals internal CIA control markings and dissemination control
information, and the name of two individuals all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12058, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, even though the document is UNDATED, and assuming it is older than 25
years, the information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at
25 years under Executive Order 12958, as amended. The CIA has determined that the information
withheld pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under
Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3). :

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of two individuals. Specifically, this document contains personal information
including the name of the two individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00493226
Date of Document: May 15, 1987
Document Type: Cable
Classification: Secret
From/To: CIiA/Others

Alleged Remains of a U.S. Airman

Subject: - 1acted in 1984

Document Pages: 1

FOIA Exemptions:

b)(1) properly classified information

b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XOOOOOOXRKXXOXXXNXX

Justification Category |Ds:

Document Description:

This document is a 1-page cable from the CIA to other government entities about the alleged
remains of a U.S. airman collected in 1984 on Phuong Hoang mountain in the highlands of South Vietnam
as of early 1986. The document reveals identifying information about human sources and reveals CIA
internal control markings, dissemination information, and information about an individual, all of which have
been properly withheld. The substantive portion of this document has been released. ltis currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Prartial F
O Release
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure

by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including information for an individual's dog tag. Because this withheld information provides personal
identifying information about a particular individual, it is protectable under exemption (b}(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  Item 4 Coord: 00480291
Date of Document: November 6, 1986
Document Type: =~ Cable
Classification: = Secret
From/To: = CIA/Others

Dog Tag Information about Possible

Subject: MIA

Document Pages: 1

FOIA Exemptions:

X (b)(1) properly classified information

1 (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

XK (b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

4 (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[ (b)(5) deliberative process

1 (b)(5) presidential communication

X (b)(6) personal privacy

Justification Category |Ds:

Document Description:

This document is a 1-page cable from the CIA to other government entities about information
provided by a source concerning dog tag information about U.S. military personnel who were MIA during
the Vietnam war. The document reveals identifying information about a SOUrce, and reveals CIA internal
control markings, numbers and dissemination information, and information about individuals, all of which
have been properly withheld. The substantive portion of this document has been released. Itis currently
and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial
O Release
O Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (bY(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the name, religious affiliation, blood type and social security number of individuals. Because
this withheld information provides personal identifying information about particular individuals, it is
protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: C00471981
Date of Document: . April 18, 1973
Document Type: = Intelligence Report
Classification: Confidential
From/To: - CIA/Others

Sightings of Dead U.S. Pilot in

Subject: 102 Binh Province, North Vietnam

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

D4 (b)(1) foreign relations or foreign activities of the US

& (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

X
[]
D (
D (
(
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(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(
(
(
(

X

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege :

b)(5) attorney work product

b)(5) deliberative process

b)}(5) presidential communication

X
0J
]
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U
]
< (b)(6) personal privacy

(
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Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the sighting of a dead U.S. pilot in Hoa Binh Province, North Vietnam. This document reveals identifying
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Prartial F
O Release
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the ClA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying

information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
* Document Number:  Item 4 Coord: C00471977
Date of Document: February 16, 1973
Document Type: Intelligence Report
Classification: Confjdential
From/To: CIA/Others

Sighting of U.S. Pilot in

Subject: North Vietnam

Document Pages: -4

FOIA Exemptions: ’ ' Dispositior

O Denied
(b)(1) properly classified information @ Partial F
(1 (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(
(
(
(

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege

b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XOOODODODONKXXOX

Justification Category 1Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the sighting of a U.S. pilot in Gia Lam District, Hanoi, North Vietnam. This document reveals identifying
information about a human source, identifies the location of CIA facilities overseas, reveals internal CIA
control markings, dissemination control information and other CIA numbers, and the name of an individual
all of which have been properly withheld. The substantive portion of this document has been released. It
is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage fo the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

‘ Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about an individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAs
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Centrél Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  tem 4 Coord: C00471972
Date of Document:  February 14, 1973
Document Type: Intelligence Report
Classification: ~ Confidential
From/To: = CIA/Others
Subject:  Sighting of U.S. POW in North Vietnam

Document Pages: 5

FOIA Exemptions: Dispositior

O Denied
DX (b)(1) properly classified information @ Prartial F
[] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

] (b)(5) attorney work product

[ (b)(5) deliberative process

] (b)(5) presidential communication

Xl (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the sighting of a U.S. POW in Nam Ha Province, North Vietnam. This document reveals identifying
information about a human source, identifies the location of CIA facilities overseas, reveals internal CIA
control markings, dissemination control information and other CIA numbers, and the name of an individual
all of which have been properly withheld. The substantive portion of this document has been released. It
is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).




