United States Department of State
Washingion, D.C. 20520

JUL -6 2015
Case No.: F-2014-03625

Segment: EAN-0006 & EAN-0008

John H. Clarke, Esq.
1629 K Street, N.W., Suite 300
Washington, D.C. 20006

Dear Mr. Clarke:

I refer you to our letter dated May 11, 2015, regarding the release of certain Department of
State material under the Freedom of Information Act (the “FOIA”), 5 U.S.C. §552.

The search of the records of the Central Foreign Policy Records is partially complete and
has resulted in the retrieval of 14 documents responsive to your request. After reviewing
these 14 documents we have determined that 7 may be released in full, 1 may be released
in part, and that 6 documents either originated in, or require consultation with, other U.S.
Government agencies. We have referred the latter six documents to the relevant agencies
with a request to respond upon making a determination as to releasability. All released
material 1s enclosed.

Where documents are released to you in part, all non-exempt material that is reasonably
segregable from the exempt material has been released. Where we have made excisions,
the applicable exemptions are marked on each document. An enclosure provides
information on FOIA exemptions and other grounds for withholding material.

We will keep you advised as your case progresses. If you have any questions, please
contact Trial Attorney Megan Crowley at (202) 305-0754 or at
Megan.A.Crowley(@usdoj.gov.

Sincerely,

John F. Hackett, Director
Office of Information Programs and Services

Enclosures: As stated
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NR

The Freedom of Information Act (5 USC 552)

FOIA Exemptions

Information specifically authorized by an executive order to be kept secret in the interest of
national defense or foreign policy. Executive Order 13526 includes the following
classification categories:

1.4(a) Military plans, systems, or operations

1.4(b) Foreign government information

1.4(c) Intelligence activities, sources or methods, or cryptology

1.4(d) Foreign relations or foreign activities of the US, including confidential sources

1.4(e) Scientific, technological, or economic matters relating to national security,
including defense against transnational terrorism

1.4(f) U.S. Government programs for safeguarding nuclear materials or facilities

1.4(g) Vulnerabilities or capabilities of systems, installations, infrastructures, projects,
plans, or protection services relating to US national security, including defense
against transnational terrorism

1.4(h) Weapons of mass destruction

Related solely to the internal personnel rules and practices of an agency

Specifically exempted from disclosure by statute (other than 5 USC 552), for example:

ARMSEXP Arms Export Control Act, 50a USC 2411(c)

CIA PERS/ORG Central Intelligence Agency Act of 1949, 50 USC 403(g)
EXPORT CONTROL  Export Administration Act of 1979, 50 USC App. Sec. 2411(c)
FS ACT Foreign Service Act of 1980, 22 USC 4004

INA Immigration and Nationality Act, 8 USC 1202(f), Sec. 222(f)
IRAN Iran Claims Settlement Act, Public Law 99-99, Sec. 505

Trade secrets and confidential commercial or financial information

Interagency or intra-agency communications forming part of the deliberative process,
attorney-client privilege, or attorney work product

Personal privacy information

Law enforcement information whose disclosure would:
(A) interfere with enforcement proceedings
(B) deprive a person of a fair trial
(C) constitute an unwarranted invasion of personal privacy
(D) disclose confidential sources
(E) disclose investigation techniques
(F) endanger life or physical safety of an individual

Prepared by or for a government agency regulating or supervising financial institutions
Geological and geophysical information and data, including maps, concerning wells
Other Grounds for Withholding

Material not responsive to a FOIA request excised with the agreement of the requester
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RELEASE IN FULL REVIEW AUTHORITY: Archie Bolster, Senior
Reviewer

From: Ackermman, Steven G

Sent: 1117/2011 3:47:36 PM

To: SMART Care

Subject: Tripoli WG Call Summary - 14 November 2011

UNCLASSIFIED

MRN: 11 FTR 20442

Date/DTG: Nov 17, 2011 / 172046Z NOV 11

From: Ackerman, Steven G

E.O. 13526

TAGS: AADP, ABLD, ACOA, AINF, AINT, AMGT, AMTC, ANET, KIMT, KNET, KONP, KRIM, LY
Subject: Tripoli WG Call Summary - 14 November 2011

Tripoli Working Group Call Summary - Monday, 14 November 2011

- The announcement for the new TNC cabinet members has been pushed back to 21 November
as potential ministers jockey for positions. Many issues are stacking up with the various ministries
awaiting the announcement.

- The MFA is pressing on the issue of diplomatic titles. To date Washington has only approved
titles for the Ambassador and DCM. Titles are needed for many of the remaining embassy staff
(which are TDY) leaving the issue for L and H to sort out.

- Tripoli RSO

> Mostly quiet but tense today on the streets. Some check point activity along the roads.
» Some gunfire was heard last night and there was reportedly clashes between Gaddafy
loyalists and some militia members. No further information onwhat was happening.

- The Miltary doctor working with USAID has been looking for war wounded for another
evacuation flight for treatment in Europe. So far only 11 patients have been located in Tripoli.
They are now checking other cities for more possible evacuees.

- Tripoli GSO

> Power problems are beginning toresolve. The land lord's generator has been repaired,
but the automatic transfer unit still won't function and it is left in manual mode only.

» 3 x more USG generators installed onthe compound Il for the vilas and the Ambassador’s
quarters.

» Tripoli currently has 15 LAVs, but some are in need of maintenance and Tripoli would like a
few more if they can get them.

> Tripoli is working on getting the HHE from former embassy staff shipped out. Working with
the bureau to get copies of orders needed to process the shipments with the Libyan
govemnment.

- 0BO

» Work on the access point and the field expedient wall around the hill property and
compound VI is continuing.

- The Options paper for M is still in staffing to develop the concept of operations for Tripoli through
the end of 2012.

- Tripoli IMO

> IRM REACH Tech Scott Moore has almost finished installing the MIPC equipment at the
CMR. The Opennet servers are up and running. Exchange email accounts are being
migrated to Tripoli from the WASHDC domain. Opennet workstations have been setup
and additional cat-5 cabling is being installed. One of the switches isn’t functioning
correctly.

» Tripoli is requesting that the personal and shared folders that had been stored on an ESOC
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server be transferred back to Tripoli to | \ NEASA\ TRIPOLIFPO1\ D _drive as soon as possible.

> The Ambassador, DCM and Tripoli Management have requested that SMART be activated
for Tripoli as soon as possible.

» Tripoli is also requesting an additional IMS to handle the added work load of the two
operating sites (CMR & Compound) as well as the added work load from SMART. Tripoli
IMO suggested RIMC System Operations Officer Pete Steiz would be a good fit if
available.

» The Tripoli VSAT has gone down once or twice a day. Tripoli IMO has been able to reset it
each time.

> The replacement parts for the Benghazi VSAT should be arriving tonight. IRM REACH Tech
Scott Moore is scheduled to go to Benghazi 17 November to work on it.

- CAre-iterated the desire to get some consular systems up and running in Tripoli at the earliest

opportunity. They may have consular server equipment available for shipment around January
2012.

The Tripoli Working Group call schedule is now set for Mondays and Thursdays.
The next Tripoli Working Group call will be on: Thursday, 17 November 2011 at 11:30 EST.

Conference # 202-647-0817, ID# 444 555

All of the Tripoli Working Group IRM Daily Call Summaries are now archived on the CLD Regional Branch
Share Point site at:

hitp://irm.m.state.sbu/sites/ bmp /eDIP/ CLD/RB/TripoliWorkingGroup Notes/ Forms/ Allitems.aspx

Steven G. Ackerman

IRM Liaison Division Desk Officer, NEA/SCA Region
IRM/ BMP/ eDIPf CLD/RB
202-634-3743

SA-9 (American Red Cross Building)
NW6-133B
2025 E Street Northwest, Washington, DC 20006

Drafted By: IRM_BPC:Ackerman, Steven G
Released By: IRM_BPC:Ackerman, Steven G
Action Post:
Dissemination Rule: Archive Copy
UNCLASSIFIED
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[RELEASED IN FULL
ACTION EUR-00

INFO LOG-00 AF-00 A-00 UTED-00 TEDE-00 10-00 MOFM-00
NEA-00 OIC-00 OIG-00 PER-00 SCT-00 IRM-00 SCA-00
CCR-00 SAS-00 BMCE-00 /000W

———————————— 74D236 3011282 /32

R 300803Z APR 12

FM AMCONSUL FRANKFURT

TO RIMC FLORIDA COLLECTIVE

RIMC FRANKFURT COLLECTIVE

RIMC BANGKOK COLLECTIVE

RIMC AF COLLECTIVE

INFO SECSTATE WASHDC 1683

UNCLAS FRANKFURT 001758

DEPARTMENT FOR EUR-IO/EX/IM
DEPARTMENT FOR NEA/SCA/EX/IT
DEPARTMENT FOR AF/EX/IRM
DEPARTMENT FOR IRM/BMP/EDIP/CLD/RB
POST FOR MGT, IMO, IPO

FROM RIMC EUR/NEA/SCA/AF

E.O. 13526: N/A
TAGS: ACOA, AMGT, OTRA
SUBJECT: REQUEST FOR IMS VOLUNTEER - Benghazi, LIBYA

1. RIMC has received a request from BENGHAZI for IRM TDY support
from 5 July to 9 August, 2012. Post is experiencing a long-term
staffing gap during the period noted above. Due to scheduling
commitments, RIMC does not have staff currently available to meet
this request; therefore, RIMC is seeking volunteers to assist in
providing the necessary support.

2. In order to qualify to support the IRM offices a volunteer needs
to:

- have a valid TS clearance with cryptographic accesses "for use”,
and

- have a minimum of four (4) years experience working in an Embassy
or Consulate environment, and

- demonstrate proficiency in all IRM aspects.
- at least 90 day, multiple entry VISA.

3. RIMC requests addressee posts review IRM staffing to ascertain
if TDY support can be provided.

4. RIMC will cover transportation and per diem costs of the
individual volunteering to fill this request, upon confirmation of
funding. Before inquiring to RIMC, volunteers must have
concurrence from their IMOs.

5. Please provide telegraphic response to RIMC Frankfurt by COB

REVIEW AUTHORITY: Charles Daris, Senior |
Reviewer |
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Thursday, 3 May, 2012 if post can provide support for this request.
Your assistance is greatly appreciated.

6. If you have any questions or concerns regarding this TDY,

please contact our Systems Operations Officer Program Coordinator,
Sonja Wagner at: Wagners@state.gov or telephone at +49 69
7535-3696 or 3822 and IVG: 568 3696.

PHILLIPS

NNNN

UNCLASSIFIED U.S. Department of State Case No. F-2014-03625 Doc No. C05583479 Date: 07/06/2015
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[RELEASED IN FULL

From: Crawford, Elizabeth A
Sent: 3/26/2012 5:15:13 AM

To: SMART Core

Subject: CONFIRMATION OF IRM TDY SUPPORT - BENGHAZI

UNCLASSIFIED

MRN:
Date/DTG:
From:
Action:
E.O.
TAGS:
Pass Line:

Subject:

12 FRANKFURT 1278

Mar 26, 2012 / 260914Z MAR 12
AMCONSUL FRANKFURT
TRIPOLI, AMEMBASSY ROUTINE
13526

ACOA, OTRA, KRIM

DEPARTMENT FOR NEA/SCA/EX/IT
DEPARTMENT FOR IRM/BMP/EDIP/CLD/RBINEA
POST FOR MGT, IMO, IPO

FRANKFURT FOR RIMC EUR/NEA/SCA/AF

CONFIRMATION OF IRM: TDY SUPPORT - BENGHAZ|

1. RIMC EUR/NEA/SCA/AF has assigned IMS VOL Tim Stultz to provide IRM TDY support to BENGHAZI from July 5, 2012 to

August 9,2012. Mr. Stultz’ precise travel itinerary will be communicated to post via eCC request.

2. Per Policy outlined in 11 FRANKFURT 716 telegram, post bears the responsibility for paying all premium pay costs.

3. RIMC looks forward to working with post to fill this staffing gap. If you have any questions or concerns regarding this

TDY support, please contact our Systems Operations Officer Program Coordinator, Elizabeth Crawford at:

CRAWFORD EA@ STATE.GOV or telephone at +49 69 7535-3696 or 3822 and IVG: 568 3686.

4. Minimize Considered.

{ﬁE\HéWKUbeRITY: Charles Daris, Senior

[Reviewer
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Signature: ALFORD
Drafted By: FRANKFURT:Crawford, Elizabeth A
Cleared By: RIMC (Frankfurt): Thomason, Olin C
B207
Approved By: RIMC (Frankfurt); B207:Thomason, Olin C
Released By: FRANKFURT:Crawford, Elizabeth A
Info: . Stultz, Tim JROUTINE ; WASHDC, SECSTATE ROUTINE
Action Post:
Dissemination Rule: Archive Copy

UNCLASSIFIED

CLASS!I FI CATI ONz UNCLASSI FI ED
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RELEASED IN FULL]

From: Crawford, Elizabeth A
Sent: 3/13/2012 10:33:34 AM

To: SMART Core

Subject: CONFIRMATION OF IRM TDY SUPPORT - BENGHAZI

MRN:
Date/DTG:
From:
Action:
EQ:
TAGS:
Reference:
Pass Line:

Subject:

UNCLASSIFIED

12 FRANKFURT 1108
Mar 13, 2012 / 131432Z MAR 12
AMCONSUL FRANKFURT
TRIPOLI, AMEMBASSY ROUTINE
13526

ACOA, OTRA, KRIM

12 FRANKFURT 1002

DEPARTMENT FOR NEA/SCA/EX/IT
DEPARTMENT FOR IRM/BMP/EDIP/CLD/RB/NEA
POST FOR MGT, IMQ, IPO

FRANKFURT FOR RIMC EUR/NEA/SCA/AF

CONFIRMATION OF IRM TDY SUPPORT - BENGHAZI

1. RIMC EUR/NEA/SCA/AF has assigned IMS VOL Leonel Ruiz to provide IRM TDY support to Benghazi from May 07, 2012

to May 31, 2012. Mr. Ruiz’ precise travel itinerary will be communicated to post via eCC request.

2. RIMC looks forward to working with post to fill this staffing gap. If you have any questions or concerns regarding this
TDY support, please contact our Systems Operations Officer Program Coordinator, Elizabeth Crawford at:
CRAWFORD EA@ STATE.GOV or telephone at +49 69 7535-3696 or 3822 and IVG; 568 3696,

3. Minimize considered.

REVIEW AUTHORITY: Charles Daris, Senior Reviewer
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Signature: PHILLIPS
Drafted By: FRANKFURT:Crawford, Elizabeth A
Cleared By: RIMC (Frankfurt): Thomason, Olin C
B207
Approved By: RIMC (Frankfurt), B207:Thomason, Qlin C
Released By: FRANKFURT:Crawford, Elizabeth A
Info: WASHDC, SECSTATE ROUTINE
Action Post:
Dissemination Rule: Archive Copy

UNCLASSIFIED
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From: Thomason, Qlin C

Sent: 4/2/2012 8:10:56 AM

To: SMART Core

Subject: Departure Notification SOO Bjorkdahl

UNCLASSIFIED

MRN:
Date/DTG:
From:
Action:
ED:
TAGS:
Pass Line:
Subject:

12 FRANKFURT 1372

Apr 02, 2012 /0212102 APR 12
AMCONSUL FRANKFURT

AMCONSUL FRANKFURT ROUTINE

13526

ACOA, AMGT, KRIM

FRANKFURT FOR RIMC EUR/NEA/SCA/AF
Departure Notification SOO Bjorkdahl

1. Systems Operations Officers Roger Bjorkdahl departed Benghazi on 03/30/2012, via USG aircraft at 1900, en route
Chania, Crete, via Tripoli. He departed Chania, Crete on03/31/2012, onAegean A3333 at 11:20, and arrived in Frankfurt,
via Athens, onthe same day at 17:00.

2. Mr. Bjorkdahl will report for duty on Wednesday, April 02, 2012.

3. Minimize Considered

Signature: ALFORD
Drafted By: FRANKFURT:Bjorkdahl, Roger J (Frankfurt)
Cleared By: RIMC (Frankfurt):Thomason, Olin C

Approved By:

B207
RIMC (Frankfurt), B207:Thomasen, Qlin C

Released By: FRANKFURT:Thomason, Olin C
Info: AMEMBASSY TRIPOLI roUTINE
Action Post:

Dissemination Rule:

Archive Copy

REVIEW AUTHORITY: Charles Daris, Senior

Reviewer
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From: Crawford, Elizabeth A

Sent: 3/13/2012 8:26:02 AM

To: SMART Core

Subject: REQUEST FOR IMS VOLUNTEER - BENGHAZI

IRELEASED IN FULL]

UNCLASSIFIED

MRN: 12 FRANKFURT 1100
Date/DTG: Mar 13, 2012 / 1312252 MAR 12
From: AMCONSUL FRANKFURT
Action: RIMC AF COLLECTIVE RouTiNe ; RIMC BANGKOK COLLECTIVE ROUTINE

RIMC FLORIDA COLLECTIVE RouTINE ; RIMC FRANKFURT COLLECTIVE ROUTINE
E.O.: 13526
TAGS: ACOA, AMGT, OTRA
Pass Line: DEPARTMENT FOR EUR-IO/EX/IM

DEPARTMENT FOR NEA/SCA/EXIT
DEPARTMENT FOR AF/EX/IRM
DEPARTMENT FOR IRM/BMP/EDIP/CLD/RB
POST FOR MGT, IMQ, IPO

FROM RIMC EUR/NEA/SCA/AF

Subject: REQUEST FOR IMS VOLUNTEER - BENGHAZI

1. RIMC has received a request from Benghazi for IRM TDY support from May 28 to July 07, 2012. Post is experiencing a
long-term staffing gap during the period noted above. Due to scheduling commitments, RIMC does not have staff
currently available to meet this request; therefore, RIMC is seeking volunteers to assist in providing the necessary support.

2. In order to qualify to support the IRM offices a volunteer needs to:

- have a valid TS clearance with cryptographic accesses “for use”, and

- have a minimum of four (4) years experience working in an Embassy or Consulate environment, and
- demonstrate proficiency in all RM aspects.

- start the VISA process ASAP and acquire a 80 day, multiple entry VISA.

3. RIMC requests addressee posts review IRM staffing to ascertain if TDY support can be provided.

4. RIMC will cover transportation and per diem costs of the individual volunteering to fill this request, upon confirmation
of funding. Before inquiring to RIMC, volunteers must have concurrence from their IMOs.

5. Please provide telegraphic response to RIMC Frankfurt by Thursday, March 15th 2012 if post can provide support for
this request. Your assistance is greatly appreciated.

6. If you have any questions or concerns regarding this TDY, please contact our Systems Operations Officer Program
Coordinator, Elizabeth Crawford at: CRAWFORDEA@STATE.GOV or telephone at +49 69 7535-3696 or 3822 and IVG: 568
36896.

REVIEW AUTHORITY: Charles Daris, Senior:
Reviewer
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Signature: PHILLIPS
Drafted By: FRANKFURT:Crawford, Elizabeth A
Cleared By: RIMC (Frankfurt):Thomason, Olin C
B207
Approved By: RIMC (Frankfurt); B207:Thomason, Clin C
Released By: FRANKFURT:Crawford, Elizabeth A
Info: WASHDC, SECSTATE rRoUTINE
Action Post:
Dissemination Rule: Archive Copy
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IRELEASED IN FULL

From:  Scarpatti, Jaime R

Sent: 3/25/2012 4:41:21 AM
To: SMART Core
Subject: RIMC/EUR/NEA/SCA/AF SOO TRIP REPORT -TRIPOLI (SCARPATTI)

MRN:
Date/DTG:
From:
Action:
E.O.:
TAGS:
Pass Line:

Subject:

UNCLASSIFIED

12 TRIPOLI 114

Mar 25, 2012 / 250840Z MAR 12
AMEMBASSY TRIPOLI
FRANKFURT, AMCONSUL rRoUTINE
13526

ACOA, AMGT, KRIM

FRANKFURT FOR RIMC EUR/NEA/SCA/AF
DEPT FOR NEASA/EX

RIMC/EUR/NEA/SCA/AF  SOO TRIP REPORT - TRIPOLI (SCARPATTI)

1. Visiting traveler:
Jaime R Scarpatti, 02/05/2011 - 03/25/2012

a.

2. Personnel contacted: AMB Cretz, DCM Polaschik, MGT Young, I1SO Bushby, IMO Lee.

3. Purpose of visit: IRM staffing support.

4. Work performed:

D@ e 00 oo

Restoration of Unclassified Pouch services.

Establishing route for pouch relay services between Benghazi and Tripoli.

Procurement of all required supplies and equipment to support pouch operations.
Installation of backup and application servers.

Salvaged equipment from old embassy site.

Installation of WebPass and Coast applications.

Collaborated on the installation of Consular Affairs servers and workstations.

Restoration of consular visa application system used by non-immigrant applicants.
Creation of Clickatell text messaging account for Consular section to maintain American
Citizens abreast of security issues in Libya.

Completed detailed radio inventory.

Procurement of additional digital radios and radio accessories.

Collaborated on the request of new radio equipment (repeaters, duplexers and antennas)
due ti frequency changes made to the frequencies used to support the local radio program.

. Collaborated with RPB and DS to establish requirements for a LGF and LBF radio program.

Maintenance of residential internet services.
Development of TELCC contract to provide adequate voice and data services at both the CMR

IREVIEW AUTHORITY: Charles Daris,
Senior Reviewer
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and Villas.

Programming of handheld radios to prevent accidental lost of keying material in the units.
Troubleshooting CpenNet and ISP service provider outages.

Procurement of Hyena and Adobe software.

Created detailed standard operating procedures for operations at the Villas.

Created InfoPath Procurement Request Form to automatically route purchase orders.
Created Online Employee Directory in Tripoli's SharePoint site.

Created Meeting Rooms in Tripoli's SharePoint site.

< v oo

5. Post Comments: Since my arrival at post a week ago, | have seen IMS Jaime Scarpatti’s outstanding
performance and contribution to the Mission Tripoli. He was always willing to support and provide IT
services to the mission staff, no matter what day ortime of the day. He was always cheerful and positive
dealing with customers. | have heard numerous good comments about Jaime from many mission staff.
Post will miss his always “Ready to assist” approach even though he suffered much with inadequate
living arrangements and long hours of work. Gregory Lee, IMO.

Signature: POLASCHIK
Drafted By: TRIPOLI:Scarpatti, Jaime R
Cleared By: Bushby, Richard J

Lee, Gregory S
Approved By: Young, Mark X (Tripoli TDY)
Released By: TRIPOLI:Scarpatti, Jaime R
Info: WASHDC, SECSTATE rRoUTINE
Action Post:
Dissemination Rule: Archive Copy
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— 'RELEASED IN PARTJ

From: Ackermman, Steven G B1,1.4(G) REVIEW AUTH - —
Sent:  11/17/2011 35137 PM BEI‘"EW AUTHORITY: Archie
To: SMART Core olster, Senior Reviewer

Subject: Tripoli WG Call Summary - 17 November 2011

UNCLASSIFIED

MRN: 11 FTR 20446

Date/DTG: Nov 17, 2011 /172050Z NOV 11

From: Ackerman, Steven G

E.O.. 13526

TAGS: AADP, ABLD, ACOA, AINF, AINT, AMGT, AMTC, ANET, KIMT, KNET, KONP, KRIM, LY
Subject: Tripoli WG Call Summary - 17 November 2011

Tripoli Working Group Call Summary — Thursday, 17 November 2011

The Tripoli Working Group call schedule is now set for Mondays and Thursdays.
The next Tripoli Working Group call will be on: Tuesday, 22 November 2011 at11:30 EST to
accommodate the VIP visit that will be taking place next Monday.

Conference # 202-647-0817, ID# 444 555

All of the Tripoli Working Group IRM Daily Call Summaries are now archived on the CLD Regional Branch
Share Point site at:

http://irm.m.state .sbu/sites/ bmp /eDIP/ CLD/RB/ TripoliWorkingGroup Notes/ Forms/ Allitems.aspx
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Steven G. Ackerman

IRM Liaison Division Desk Officer, NEA/SCA Region
IRM/ BMP/ eDIP/ CLD/RB
202-634-3743

SA-9 {American Red Cross Building)

NW6-1338
2025 E Street Northwest, Washington, DC 20006

Drafted By: IRM_BPC:Ackerman, Steven G

Released By: IRM_BPC:Ackerman, Steven G
Action Post:
Dissemination Rule: Archive Copy
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