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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number: Item 4 Coord: C00466398
Date of Document: September 15, 1972
Document Type: ' Intelligence Report
Classification: Secret
From/To: CIA/Others
Subject: Downing of U.S. Aircraft, Bombing, Air Alerts & Traffic

Document Pages: 4

FOIA Exemptions: Dispositior
O Denied

b)(1) properly classified information @ Partial
b)(1) foreign government information O Release

1) foreign relations or foreign activities of the US O Referre

1) intelligence methods
1) intelligence sources (including confidential sources)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
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(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
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Justification Category |Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the downing of a U.S. aircraft and MIG fighter plane, the bombing of a bridge, air alerts in Hanoi, and air,
rail and road traffic. This document identifies and provides information about a human source, identifies
the location of CIA facilities overseas, reveals internal CIA control markings, dissemination control
information and other CIA numbers, all of which have been properly withheld. The substantive portion of
this document has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities (including special activities), intelligence
sources and methods, foreign relations or foreign activities of the United States, including confidential
human sources that is properly classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958,
as amended. Disclosure of the information withheld pursuant to exemption (b)(1) reasonably could be
expected to cause serious damage to the national security. Additionally, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1}is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)}(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, functions, and personnel information by the CIA that
is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus
is protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00466388
Date of Document: September 7, 1972
Document Type: Form
Classification:  Secret
From/To:
Subject: Routing Sheet

Document Pages: 1

FOIA Exemptions:
(b)(1) properly classified information
X (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US '
B (b)(1) intelligence activities (including special activities)
X (b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)

—
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)
)
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(b)(2) internal rules and practices

)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
)
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3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
)
)

T T

5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication
6) personal privacy

b
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Justification Category 1Ds:
Document Description: .

This document is a 1-page routing sheet that is used to track personnel who have handled a
classified document. In this case, the form pertains to a report which discusses the North Vietnamese

announcement concerning the release of three American POWs and includes information about a foreign

government liaison which is the source of the report. The document identifies the foreign government

liaison. The document also contains internal CIA control markings, dissemination control information and
other CIA numbers, in addition to a signature, all of which have been properly withheld. The substantive

portion of this document has been released. Itis currently and properly classified SECRET.

3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

Dispositior

O Denied
® Partial
O Release
O Referret
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This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to foreign government information, intelligence activities,
intelligence sources and methods, foreign relations or foreign activities of the United States, including
confidential sources that is properly classified pursuant to section 1.4(b), 1.4(c), 1.4(d) of Executive Order
12958, as amended. Disclosure of the information withheld pursuant to exemption {(b)(1) reasonably
could be expected to cause serious damage to the national security. Additionally, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, functions, and personnel information by the CIlA that
is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus
is protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00466296
Date of Document: =~ May 4, 1972
Document Type: Memo
Classification: Secret
From/To:
Subject: Cover Sheet for Memo re: Two American Airmen

Document Pages: 1

FOIA Exemptions:

)(1) properly classified information

)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices _

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process -
)
X

—_
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b)(5) presidential communication
b)(6) personal privacy
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Justification Category 1Ds:

Document Description:

This document is a 1-page cover sheet which summarizes and refers to a memorandum
concerning the fate of two American airman shot down over North Vietnam. The document reveals a CIA
source, internal CIA control markings, dissemination control information, a signature and names of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

Dispositior

O Denied
@ Partial F
O Release
O Referre:
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document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b}(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of two individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b){6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00466284
Date of Document:  October 25, 1972
Document Type: Form
Classification: Secret
From/To:
Subject: Routing Sheet

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(

(

IRXOXKXXLX
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process
(
(

X

OoOoooudeb

b)(5) presidential communication
b)(6) personal privacy

Justification Category |Ds:

Document Description:

This document is a 1-page routing sheet that is used to track personnel who have handled a

classified document. In this case, the form pertains to a memorandum about the National Front for the
Liberation of South Vietnam (NFLSV) and its plans to release two U.S. POWs to the American Peace
Movement in an effort to achieve international recognition. The document contains information about CIA
sources, internal CIA control markings, dissemination control information and other CIA numbers, in
addition to a signature, all of which have been properly withheld. The substantive portion of this document
has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)

Dispositior

O Denied
@ Partial F
O Release
O Referre:



Case 1:04-cv-00814-RCL Document 177-3 Filed 05/15/12 Page 9 of 55

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, functions, and personnel information by the CIA that
is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus
is protected from disclosure by exemption (b)(3). '

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00466280
Date of Document:  October 12, 1972
Document Type; Intelligence Report
Classification: Confidential
From/To: CIA/Others
Subject:  Sighting of a U.S. POWS in Huu Quan

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b

IR OXX KX UK

X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege

(b)(5) attorney work product

[] (b)(5) deliberative process

(] (b)(5) presidential communication

(b)(6) personal privacy

oOodge

Justification Category IDs:
Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the sighting of a U.S. Prisoner of War in Huu Quan. This document identifies and provides information
about a human source, identifies the location of CIA facilities overseas, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the name of an individual all of
which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referre:



L e B A G s

Case 1:04-cv-00814-RCL Document 177-3 Filed 05/15/12 Page 11 of 55

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to.the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b}(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the ClA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)}(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00466213
Date of Document:  February 14, 1972
Document Type: Memo
Classification: Secret
From/To:
Subject: Interrogation of a Captured U.S. Prisoner

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information
(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US
<

XX L]

b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

X (b)(6) personal privacy

OO0 000OXRKXKOXK

Justification Category IDs:

Document Description:

This document is a 2-page memorandum about the forwarding of information to Hanoi about the
interrogation of a captured U.S. prisoner through the North Vietnamese Embassy in Phnom Penh. This
document identifies and provides information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the name of an individual all of
which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referrer
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b}1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amerided. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3). :

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00466208
Date of Document: UNDATED
Document Type: Memo
Classification: Secret
From/To:
Subject: Guidelines for Anticipated Call with a Source

Document Pages: 7

FOIA Exemptions: Dispositior
O Denied
X (b)(1) properly classified information @ Partial F
[ (b)(1) foreign government information . O Release
(b)(1) foreign relations or foreign activities of the US O Referret
(b)(1) intelligence activities (including special activities)
b)(1) intelligence methods

(

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process
X
X

PR

b)(5) presidential communication
b)(6) personal privacy

DD0D0000ORXXKORKKX D
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Justification Category IDs:
Document Description:

This document is a 7-page memorandum discussing the guidelines for an anticipated call to a
CIA officer from a human source. The document reveals source identifying information and internal CIA
organizational information, dissemination and control markings all of which have been properly withheld.
The substantive portion of this document has been released. It is currently and properly classified
SECRET.

This document is withheld in part on the basis of FOIA exemptions (b)(1) and (b)(3).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence sources, methods and activities including
confidential sources that are properly classified pursuant to section 1.4(c) and 1.4(d) of Executive Order
12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1) reasonably
could be expected to cause serious damage to the national security. Additionally, the information
withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under
Executive Order 12958, as amended. The CIA has determined that the information withheld pursuant to
exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, functions by the CIA, and personnel information that
is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus
is protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningiul,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA s
releasing all information that was segregable and not otherwise exempt

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



B

Case 1:04-cv-00814-RCL Document 177-3 Filed 05/15/12 Page 16 of 55

Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00466206
Date of Document: UNDATED
Document Type: Intelligence Report
Classification:  Confidential
From/To: CIA/Others
Subject:  Sighting of American by Source

Document Pages: 3

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information @ Partial F
[ (b)(1) foreign government information O Release
X (b)(1) foreign relations or foreign activities of the US O Referrei

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions) ’
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege '

(b)(5) attorney work product

(b)(5) deliberative process
(
(

(
(
(

b)(5) presidential communication
b)(6) personal privacy

XOOOOODOXKXRXOXKX

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report, dated circa July 1972, about the sighting of an
American by a source. The report then describes the physical characteristics of the American as seen by
the source. This document identifies and provides information about a human source, reveals internal
CIA control markings, dissemination control information and other CIA numbers, and the name of an
individual all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b}(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00466202
Date of Document: December 23, 1971
Document Type: Intelligence Report
Classification: Secret
From/To: CIA/Others
Subject:  Sighting of American POW in Cambodia

Document Pages: = 4

FOIA Exemptions: Dispositior

O Denied

X (b)(1) properly classified information @ Partial F

[ (b)(1) foreign government information O Release

X (b)(1) foreign relations or foreign activities of the US O Referre
)

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[} (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

("1 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[] (b)(5) attorney work product

[1 (b)(5) deliberative process

[ (b)(5) presidential communication

X (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the sighting of an American POW in Kompong Cham Province, Cambodia by a source. This document
identifies and provides information about a human source, identifies the location of CIA facilities
overseas, reveals internal CIA control markings, dissemination contro! information and other CIA
numbers, and the names individuals all of which have been properly withheld. The substantive portion of
this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information certain individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00466168
Date of Document: = September 21, 1972
Document Type: = Letter
Classification: Unclassified
| From/To: ClA/Director of Defense Intelligence Agency
Subject:  Sighting of Two Captured U.S. Army personnel

Document Pages: 1

FOIA Exemptions:

[] (b)(1) properly classified information

[] (b)(1) foreign government information

[] (b)(1) foreign relations or foreign activities of the US

L] (b)(1) intelligence activities (including special activities)

] (b)(1) intelligence methods

1 (b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

] (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 1-page letter from the CIA to Vice Admiral V.P. de Poix, the Director of the
Defense Intelligence Agency, about the sighting of two captured U.S. personnel in South Vietnam.
Internal CIA organizational notations such as document control identifiers and dissemination control
markings have been withheld, as well as CIA personnel information (e.g. a signature). The substantive
portion of this document has been released. This document is UNCLASSIFIED but the redacted
information remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA exemption (b)(3).

Dispositior

O Denied
@® Partial F
O Release
O Referret
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Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal CIA organizational data, CIA personnel information and information pertaining
to functions of the CIA that are specifically exempted from disclosure pursuant to the Central Intelligence
Agency Act of 1949, and thus is protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00466134
Date of Document; = November 27, 1971
Document Type: Memo
Classification: Secret
From/To:
Subject:  Text of Correspondence between CIA Officer & Source

Document Pages: 14

FOIA Exemptions: Dispositior
O Denied

(b)(1) properly classified information ® Partial F
(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

[] (b)(5) deliberative process

[] (b)(5) presidential communication

X (b)(6) personal privacy

ODO0O0XRXRKNOXKKKOX

Justification Category 1Ds:

Document Description:

This document is a 14-page memorandum documenting the text of a communication between a
CIA officer and source. The document reveals source identifying information and internal ClA
organizational information, dissemination and control markings all of which have been properly withheld,
including information about individuals. The substantive portion of this document has been released. Itis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00466083
Date of Document: = November 16, 1971
Document Type:  Intelligence Report
Classification:  Confidential
From/To: CIA/Others
Subject: American POWSs in Viet. Cong Inter-Region

Document Pages: 4

FOIA Exemptions: Dispositior
O Denied
(b)(1) properly classified information @ Partial F
[ (b)(1) foreign government information : O Release
(b)(1) foreign relations or foreign activities of the US O Referre:
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
)

(b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy

b
b
b
b
b

s~ o~

Justification Category |Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
American POWSs in the Viet. Cong Inter-Region area. This document provides information about a human
source, identifies the location of CIA facilities overseas, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the names individuals all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected

from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information certain individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 & 5 Coord: C00466067
Date of Document:  October 29, 1971
Document Type: Memo
Classification: Secret
From/To: ClA/Kissinger

Info about Viethamese

Subject:  pisoner Exchange Overture

Document Pages: 6

FOIA Exemptions: V Dispositior

O Denied
X (b)(1) properly classified information @ Prartial F
L] (b)(1) foreign government information O Release
K (b)(1) foreign relations or foreign activities of the US O Referre

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

] (b)(5) attorney-client privilege

[} (b)(5) attorney work product

[] (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 6-page CIA memorandum to Henry A. Kissinger, Assistant to the President
for National Security Affairs, regarding background information possibly relevant to the current
Vietnamese Communist prisoner exchange overture. The document reveals information about human
sources, identifies the location of CIA facilities, reveals internal CIA control markings, numbers,
dissemination control information and a signature and names of individuals all of which have been
properly withheld. The substantive portion of this document has been released. Itis currently and
properly classified SECRET. NOTE: In addition to being responsive to ltem 4, this document was also
responsive to ltem 5. As a result, additional information was released in this document pursuant to ltem 5.
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. 'As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00466043
Date of Document: October 7, 1971
Document Type: Intelligence Rep.ort
Classification:  Secret
From/To:  CIA/Others

Subject: Downing of American Plane over Long Toan District

Document Pages: 3

FOIA Exemptions:

X (b)(1) properly classified information

[] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
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(b)(5) attorney-client privilege
(b)(5) attorney work product
_| (b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy

OOoooutb

X

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to intelligence consumers about the
downing of an American plane over Long Toan District, Vieh Binh Province in 1969. This document
provides information about sources, identifies the location of CIA facilities overseas, reveals internal CIA
control markings, dissemination control information and other CIA numbers, and the names individuals all
of which have been properly withheld. The substantive portion of this document has been released. ltis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial
O Release
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information certain individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00465735
Date of Document: UNDATED
Document Type: Memo
Classification:  Unclassified
From/To: ClA/Department of Navy
Subject: Photographic Comparison of an individual

Document Pages: 1

FOIA Exemptions: Dispositior

O Denied
[ (b)(1) properly classified information @ Partial |
[ ] (b)(1) foreign government information O Release
[_] (b)(1) foreign relations or foreign activities of the US O Referre

[ (b)(1) intelligence activities (including special activities)

[J (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
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X

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy
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Justification Category IDs:
Document Description:

This document is a 1-page memorandum, dated circa October 1970, from the CIA to the
Commander of Naval Intelligence Command, Department of Navy about the photographic comparison of
an individual. Internal CIA organization notations such as CIA numbers and markings have been
withheld, as well as information about an individual. The substantive portion of this document has been
released. This document is UNCLASSIFIED but the redacted information remains statutorily exempted
from release under the FOIA.

This document is withheld in part on the basis of FOIA Exemptions (b)(3) and (b)(6).
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Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about an individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00465732
Date of Document: = September 21, 1970
Document Type: Intelligence Report
Classification: Confidential
From/To: CIA/Others
Subject:  U.S. Civilian POW in Binh Thuan Province

Document Pages: 2

FOIA Exemptions: Dispositior
O Denied
(b)(1) properly classified information ® Partial F

(b)(1) foreign government information ‘ O Release
b)(1) foreign relations or foreign activities of the us O Referret
b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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XKOODODODOOOXXXXOXKX KD

— N N

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
a U.S. civilian POW in Binh Thuan Province who was reportedly en route to Hanoi. This document
provides information about a human source, identifies the location of CIA facilities overseas, reveals
internal CIA control markings, dissemination control information and other CIA numbers, and the names
individuals all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b}(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic

declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information certain individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
' Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00465726
Date of Document: - March 31, 1970
Document Type: Intelligence Report
Classification: Confidential
From/To: ClA/Others
Subject:  Possible Identification of Captured U.S. Servicemen

Document Pages: 3

FOIA Exemptions: Dispositior

O Denied
X (b)(1) properly classified information ® Partial F
[ (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[1 (b)(5) attorney-client privilege

[] (b)(5) attorney work product

[] (b)(5) deliberative process

[] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the possible identification of captured U.S. servicemen by a CIA human source. This document provides
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names individuals all of which have been properly withheld.
The substantive portion of this document has been released. ltis currently and properly classified
CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)}(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Case 1:04-cv-00814-R

Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00465356
Date of Document: December 5, 1967
Document Type: Intelligence Report
Classification: Confidential
From/To: CIA/Others

Location of Prison for American Pilots;

Subject: Downing of American Pilot

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ ] (b)(2) internal rules and practices

> (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

)(5) attorney work product

)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

—

XOOOOOOXXXKX
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Justification Category 1Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the location of a prison for American pilots as well as information about an American pilot downed over
North Vietnam. This document provides information about a human source, the location of CIA facilities
overseas, reveals internal CIA control markings, dissemination control information and other CIA
numbers, and the names individuals all of which have been properly withheld. The substantive portion of
this document has been released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

'Dispositior
O Denied
@ Partial F

O Release
QO Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information certain individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00466354
Date of Document: UNDATED
Document Type: Intelligence Report
Classification: Confidential
From/To: CIA/Others
Subject:  Sighting of U.S. POWS

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

(1) intelligence methods

(1) intelligence sources (including confidential sources)

(2) internal rules and practices

(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
three separate sightings of U.S. POWs as reported by a CIA source. This document provides information
about a human source, identifies the location of CIA facilities overseas, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the names individuals all of
which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information certain individuals, it is protectable under exemption (b)}(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00466308
Date of Document: June 7, 1972
Document Type: Memo
Classification: = Secret
From/To:

Activities of Individuals Offering to Exchange Themselves

Subject: i1 U.S. POWSs in North Vietnam

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the us

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b
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)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
] (b)(5) presidential communication
(b)(6) personal privacy

OO0000XKX KX

Justification Category |Ds:

Document Description:

This document is a 4-page memorandum about the activities of individuals who offered to
exchange themselves with U.S. POWs in North Vietnam. The document reveals CIA sources, internal
CIA control markings, dissemination control information, the name of a CIA officer, a signature, in addition
to names of individuals all of which have been properly withheld. The substantive portion of this
document has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b}(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of two individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a resul, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Iltem 4 Coord: C00466228
Date of Document: = April 28, 1972
Document Type: Memo
Classification:  Unclassified
From/To: CIlA/Defense Intelligence Agency
Subject: North Vietnamese Press Conference

Document Pages: 2

FOIA Exemptions: Dispositior
O Denied

b)(1) properly classified information @ Partial F
b)(1) foreign government information O Release
b)(1) foreign relations or foreign activities of the US ‘ O Referre:
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices

[}

3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
5) attorney-client privilege
5) attorney work product
5) deliberative process
) presidential communication
6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page memorandum from the CIA to the Director of the Defense Intelligence
Agency about a North Vietnamese press conference at which five recently captured American pilots were
displayed. Internal CIA organization notations such as CIA numbers, markings and a signature have been
withheld, as well as information about two individuals. The substantive portion of this document has been
released. This document is UNCLASSIFIED but the redacted information remains statutorily exempted
from release under the FOIA.

This document is withheld in part on the basis of FOIA Exemptions (b)(3) and (b)(6).
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Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of two individuals. Specifically, this document contains personal information
including the names of two individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: C00466180
Date of Document; September 22, 1972
Document Type:  Memo
Classification:  Secret
From/To: ClA/Henry A. Kissinger
Subject: Proposed Prisoner Exchange

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

(] (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

[
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Justification Category 1Ds:

Document Description:

This document is a 2-page CIA memorandum to Henry A. Kissinger, Assistant to the President for
National Security Affairs, about a proposed prisoner exchange and a telephone call with a CIA source in
reference to the proposed prisoner exchange. The document reveals a CIA source, internal CIA control
markings, dissemination control information, a signature and names of individuals all of which have been
properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ rartial F
O Release
O Referret
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source, that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic

declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)}(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number: Item 4 Coord: C00466176
Date of Document: . September 22, 1972
Document Type: Memo
Classification: Secret
From/To: CIA/Defense Intelligence Agency
Subject: Photographs of U.S. POWs

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

[L] (b)(1) foreign government information

Xl (b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
}(5) attorney-client privilege
X
)
)
)
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b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication
b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page CIA memorandum to Vice Admiral V.P. de Poix, Director of the
Defense Intelligence Agency, about photographs of U.S. POWs introduced at a 29 June 1972 press
conference in Hanoi. The document reveals information about a source, internal CIA control markings,
dissemination control information, a signature and information about individuals all of which have been
properly withheld. The substantive portion of this document has been released. Itis currently and
properly classified SECRET. :

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b}(6).

Dispositior

O Denied
@ Partial F
O Release
O Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number; ftem 4 Coord: C00466173
Date of Document:  September 22, 1972
Document Type: Memo
Classification:  Secret
From/To:
Subject: Photographs of U.S POWs

Document Pages: 15

FOIA Exemptions:
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) properly classified information

) foreign government information

) foreign relations or foreign activities of the US

) intelligence activities (including special activities)

} intelligence methods

) intelligence sources (including confidential sources)

2) internal rules and practices

(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
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5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication
6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 15-page CIA memorandum about photographs of U.S. POWs introduced at a

29 June 1972 press conference in Hanoi which includes attachments with photographic and additional
information about U.S. personnel provided by a human source. The document reveals information about a
human source, internal CIA control markings, dissemination control information in addition to photographs
and names of individuals all of which have been properly withheld. The substantive portion of this
document has been released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@® Prartial F
O Release
O Referret
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and photographs of individuals. Because this withheld information provides personal
identifying information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00466157
Date of Document: UNDATED
Document Type:  Memo
Classification: Secret
From/To:

President Thieu and Ambassador Bunker Meeting

Subject: to discuss Prisoner Exchange

Document Pages: 2

FOIA Exemptions: Dispositior
O Denied
(b)(1) properly classified information @ rartial F
(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the us O Referres

(

b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page CIA memorandum, dated circa early 1970s, about a meeting between
President Thieu and Ambassador Bunker summarizing their discussion about the prisoner exchange of
individuals. The document reveals sources, the location of CIA facilities overseas, internal CIA control
markings, dissemination control information, CIA personnel information in addition to names of individuals
all of which have been properly withheld. The substantive portion of this document has been released.
The document is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00466155
Date of Document: December 22, 1971
Document Type: | Memo
Classification: Secret
From/To:

Information provided to Ambassador Bunker in

Subject: Preparation for Meeting with President Thieu

Document Pages: 8

FOIA Exemptions:

X (b)(1) properly classified information

[} (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

B (b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
)(5) presidential communication
b)(6) personal privacy

XOODODOOOXK

—~ o~~~
o

Justification Category IDs:

Document Description:

This document is an 8-page CIA memorandum about a meeting between President Thieu and
Ambassador Bunker about the prisoner exchange of individuals. The also includes information from a CIA
officer about certain individuals. The document reveals information about intelligence sources and
communication methods, identifies the location of CIA facilities overseas, reveals internal CIA control
markings, dissemination control information, personnel information, in addition to names of individuals all
of which have been properly withheld. The substantive portion of this document has been released. ltis
currently and properly classified SECRET.

Dispositior

O Denied
® Partial F
O Release
O Referre:
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This document is withheld in part on the basis of FOIA Exemptions (b}(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.; - F-2003-00449
Document Number:  item 4 Coord: C00466153
Date of Document: December 17, 1971
Document Type: Memo
Classification: Unclassified
From/To: ClA/Defense Intelligence Agency

Sightings in South Laos of Four Captured

Subject: American Pilots

Document Pages: 1

FOIA Exemptions: Dispositior

O Denied

(b)(1) properly classified information @ Partial F

(b)(1) foreign government information O Release

(b)(1) foreign relations or foreign activities of the uUs O Referret
(b)(1) intelligence activities (including special activities)

—

b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(3) Section 6, Central intelligence Agency Act of 1949, as amended (names)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(5) attorney-client privilege

(5) attorney work product

(5) deliberative process

(5) presidential communication

(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page CIA memorandum to the Director of the Defense Intelligence Agency,
Lt. General Donald v. Bennett, concerning the possible sightings in South Laos of four captured American
pilots in Mid-1970 and two captured American pilots in early 1969. Internal CIA organizational notations
such as dissemination control markings and CIA numbers have been withheld. The substantive portion of
" this document has been released. This document is UNCLASSIFIED, but the redacted information
remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA exemption (b)(3).
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Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational data and functions by the CIA that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption {b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresuli, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



