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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name and date of birth of an individual. Because this withheld information provides personal
identifying information about an individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  ltem 4 Coord: C00471969
Date of Document:  February 14, 1973
Document Type: Intelligence Report
Classification: ~Confidential
From/To: = CIA/Others

Sighting of U.S. POW in North

Subject: Vietnam

Document Pages: 4

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information @ Partial F
1 (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[ (b)(5) deliberative process

] (b)(5) presidential communication

] (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA 1o other intelligence consumers about
the sighting of a dead U.S. pilot in Hoa Binh Province, North Vietnam. This document reveals identifying
information about a human source, identifies the location of CIA facilities overseas, reveals internal CIA
control markings, dissemination control information and other CIA numbers all of which have been
properly withheld. The substantive portion of this document has been released. It is currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3). '

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:

Date of Document:

item 4 Coord: C00471953
February 9, 1973

Document Type: Intelligence Report
Classification: ~Confidential
From/To: CIA/Others
Subject:

North Vietnam

Document Pages: 5

FOIA Exemptions:

X (b)(1) properly classified information
[ (b)(1) foreign government information

Sighting of Downed U.S. Jetin

(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods
X (b)(1) intelligence sources
(] (b)(2) internal rules and practices

(including confidential sources)

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency
(b)(3) Section 6, Central Intelligence Agency
(b)(3) Section 6, Central Intelligence Agency
[] (b)(3) Section 6, Central Intelligence Agency
[ (b)(3) Section 6, Central Intelligence Agency
(] (b)(5) attorney-client privilege

[ ] (b)(5) attorney work product

[] (b)(5) deliberative process

L (b)(5) presidential communication

(b)(6) personal privacy

Justification Category 1Ds:

Document Description:

Act of 1949, as amended (sources and methods)

Act of 1949, as amended (organizational information)
Act of 1949, as amended (functions)

Act of 1949, as amended (names)

Act of 1949, as amended (official titles)

This document is a 5-page intelligence report from the CIA to other intelligence consumers about
the sighting of a downed U.S. jetin Nam Ha Province, North Vietnam in which pilots were reportedly
killed. This document reveals identifying information about a human source, identifies the location of CIA
facilities overseas, reveals internal CIA control markings, dissemination control information and other CIA
numbers, and the names of individuals all of which have been properly withheld. The substantive portion
of this document has been released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ rartial |
O Release
O Referret
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: ~ F-2003-00449
Document Number: ltem 4 Coord: C00471910
Date of Document: January 31, 1973
Document Type: Intelligence Report
Classification: Confidential
From/To: CIA/Others
Subject:  Sighting of Two U.S. Pilots

Document Pages: = 3

FOIA Exemptions: . Dispositior

O Denied
X (b)(1) properly classified information @ Partial F
(] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the us O Referre:

X (b)(1) intelligence activities (including special activities)
- X (b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
[ (b)(2) internal rules and practices
X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process
(
(

X X

X

~— e S

b)(5) presidential communication
b)(6) personal privacy

X
X
L
L]
0
[
L]
]
X

P s

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the sighting of two U.S. pilots in An Thuy District, Haiphong Municipality. This document reveals
identifying information about a human source, identifies the location of CIA facilities overseas, reveals
internal CIA control markings, dissemination control information and other CIA numbers, and the names of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic

declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b}(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3). : :

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b){6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00492386
Date of Document:  June 11, 1992
Document Type: Letter
Classification:  Unclassified
From/To: ClA/Select Committee on POW/MIA Affairs
Subject: Response to Search Request

Document Pages: 1

FOIA Exemptions: Dispositior

O Denied
(] (b)(1) properly classified information ® Partial F
] (b)(1) foreign government information O Release
L1 (b)(1) foreign relations or foreign activities of the US O Referre

] (b)(1) intelligence activities (including special activities)

] (b)(1) intelligence methods

[ ] (b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XxOODOODOXXOD

Justification Category IDs:

Document Description:

This document is a 1-page letter from the CIA to the Chief Counsel of the Select Committee on
POW/MIA Affairs in response to a search request made to the CIA by the Select Committee. Internal CIA
organization notations such as CIA numbers, markings and a signature have been withheld, as well as
information about an individual. The substantive portion of this document has been released. This
document is UNCLASSIFIED but the redacted (b)(3) information remains statutorily exempted from
release under the FOIA.

This document is withheld in part on the basis of FOIA Exemptions (b)(3) and (b)(6).



Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational information, personnel information and functions of the ClA that
is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus
is protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  ltem 4 Coord: €00492383
Date of Document: ~ April 7, 1992
Document Type: . Letter
Classification: Unclassified
From/To: ClA/Select Committee on POW/MIA Affairs
Subject: Response to Request

Document Pages: 1

FOIA Exemptions:

] (b)(1) properly classified information

(] (b)(1) foreign government information

] (b)(1) foreign relations or foreign activities of the US

[ (b)(1) intelligence activities (including special activities)

[ (b)(1) intelligence methods

[] (b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

[ ] (b)(3) Section 102A()(1), National Security Act of 1947, as amended (sources and methods)
[] (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

7 (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[ (b)(5) deliberative process

] (b)(5) presidential communication

[] (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 1-page letter from the CIA to the Chairman of the Select Committee on
POW/MIA Affairs about the CIA's response to a letter from the Committee requesting copies of all CIA
intelligence reports on American prisoners or detainees after March 29, 1973. Internal CIA organization
notations such as CIA numbers, markings and a signature have been withheld. The substantive portion of
this document has been released. This document is UNCLASSIFIED but the redacted information
remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA Exemption (b)(3).

Dispositior

O Denied
® Partial f
O Release
O Referre
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is withheld in part on the basis of FOIA exemption (b)(3). This

document contains internal organizational information, personnel information and functions of the CIA that
is specifically exempted from disclosure pursuant to the Central intelligence Agency Act of 1949, and thus

is protected from disclosure by exemption (b)(3).

Exemption (b)(3): This document

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA (s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00492314
Date of Document: = January 22, 1992
Document Type: Letter
Classification: Secret
From/To: ClA/Select Committee on POW/MIA Affairs

Response to Letter Addressing

v Subject: Soviet Involvement with POWs

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

[] (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

)(5) attorney-client privilege

)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

OOD00000OXXXRKOKK

(
(
(
(
(
(

Justification Category IDs:

Document Description:

This document is a 2-page letter from the CIA to the Vice Chairman of the Select Committee on
POW/MIA Affairs about the CIA's response to the Committee's inquiry regarding Soviet involvement with
American POWs. The document reveals information about sources, reveals internal CIA dissemination
control markings, numbers and a signature all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositior

O Denied
@ Partial F
O Release
O Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (bY(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (0)(3). This
document also contains CIA internal organizational data, personnel information and functions that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Iltem 4 Coord: C00492268
Date of Document:  January 21,1992
Document Type: Letter
Classification: Secret
From/To: ClA/Select Committee on POW/MIA Affairs

Response to Letter Addressing

qujeCt Soviet Involvement with POWs

Document Pages: 2

FOIA Exemptions:

b)(1) properly classified information

b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

(1) intelligence methods

(1) intelligence sources (including confidential sources)

(2) internal rules and practices

(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential-communication

b)(6) personal privacy

ODDD0D0D0OXXRROXKKKOK

Justification Category IDs:

Document Description:

This document is a 2-page letter from the CIA to the Chairman of the Select Committee on
POW/MIA Affairs about the CIA's response to the Committee's inquiry regarding Soviet involvement with
American POWs. The document reveals information about sources, reveals internal CIA dissemination
control markings, numbers and a signature all of which have been properly withheld. The substantive
portion of this document has been released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)}(3).

Dispositior

O Denied
® Partial
O Release
O Referret
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, personnel information and functions that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number;  Item 4 Coord: C00482986
Date of Document:  UNDATED
Document Type: MAemo/Report
Classification: = Secret
From/To: =~ CIA/Others

Sightings of Alleged Former U.S. Military

Subject: Technician Being Held Prisoners

Document Pages: 3

FOIA Exemptions:

X (b)(1) properly classified information

[ (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

DODDDO000OXKKXXOXKXK

Justification Category |Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers
containing information about the sighting of an alleged former U.S. military communications technician
being held prisoner in the Bein Hoa area. The document reveals identifying information about human
sources, reveals internal CIA numbers and dissemination control markings all of which have been
properly withheld. The substantive portion of this document has been released. ltis currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositior

O Denied
@ Partial F
O Release
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming itis older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1)is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3)-

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  item 4 Coord: C00473354
Date of Document: UNDATED
Document Type: Intelligence Report
Classification:  Confidential
From/To; CIlA/Others
Subject: American Remaining in Saigon

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)
(1) intelligence methods

1) intelligence sources (including confidential sources)
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)
(2) internal rules and practices

(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(
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3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
5) attorney-client privilege

b
b
(5) attorney work product
(5) deliberative process
(
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b)(5) presidential communication

6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
Americans remaining in Saigon in 1975. The document reveals identifying information about a human
source, reveals CIA internal control markings, dissemination information, and information about
individuals, all of which have been properly withheld. The substantive portion of this document has been
released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

Dispositior

O Denied
@ Partial F
O Release
O Referrex
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause damage to the national security. Additionally, even though the
document is UNDATED, and assuming it is older than 25 years, the information withheld pursuant to
exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order 12958, as
amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is also
exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(8) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, religious affiliation and medical information about individuals. Because this withheld
information provides personal identifying information about particular individuals, it is protectable under
exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: C00473352
Date of Document: . UNDATED
Document Type: Memo
Classification:  Secret
From/To:

Release of Study on Viethamese

Subject: o iy on POWS

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

1 (b)(1) foreign government information

X1 (b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices .
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(5) attorney-client privilege

(5) attorney work product

(5) deliberative process

(5) presidential communication

(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 3-page memorandum about the release of a 1975 counterintelligence study to
cleared congressional personnel, entitled "North Viet-Nam: The Responsibilities of the Democratic
Republic of Vietnam Intelligence and Security Services in the Exploitation of American Prisoners of War."
The document reveals identifying information about human sources, reveals internal CIA numbers and
dissemination control markings all of which have been properly withheld. The substantive portion of this
document has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)

Dispositior

O Denied
@ Partial F
O Release
O Referret



Case 1:04-cv-00814-RCL Document 177-5 Filed 05/15/12 Page 21 of 55

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: C00492384
Date of Document:  April 8, 1992
Document Type: Memo/Report
Classification: = Secret
From/To:

Intelligence Briefing for Senate

Subject:  gejact Committee on POW/MIAS

Document Pages: 17

FOIA Exemptions:

X (b)(1) properly classified information

] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege
(
(
(
(

O O

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication
b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 17-page report prepared for an intelligence briefing for the Senate Select
Committee on Prisoners of War and the Missing in Action. The document reveals identifying information
about sources, reveals CIA internal notations and information about individuals, all of which have been
properly withheld. The substantive portion of this document has been released. ltis currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: €00482999
Date of Document: UNDATED
Document Type: Intelligence Report
Classification: Unclassified
From/To: CIA/Others

Information on U.S. POWSs Being Held

Subject: | savannakhet Province

Document Pages: 1

FOIA Exemptions: Dispositior
O Denied
(1 (b)(1) properly classified information @ Partial |

] (b)(1) foreign government information O Release
[} (b)(1) foreign relations or foreign activities of the us O Referre:
[ (b)(1) intelligence activities (including special activities)

[ (b)(1) intelligence methods

[ ] (b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

[ (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

[} (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

[] (b)(5) deliberative process

[} (b)(5) presidential communication

(b)(6) personal privacy

X

X
]
L
[
L]

Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers
containing information about U.S. prisoners of war being held in Savannakhet Province, Laos and Svay
Rieng Province, Kampuchea. internal CIA organizational notations have been withheld, in addition to
information about an individual. The substantive portion of this document has been released. This
document is UNCLASSIFIED, but the redacted information remains statutorily exempted from release
under the FOIA.

This document is withheld in part on the basis of FOIA exemptions (b)(3) and (b)(6).
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Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational data and functions by the CIA that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about an individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, etal. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  Item 4 Coord: C00480354
Date of Document: ~ December 23, 1986
Document Type: Cable
Classification:  Secret
From/To: CIA/Others

Status of Alleged Live MIA American

Subject: Living in Laos

Document Pages: 2

FOIA Exemptions: Dispositior

O Denied
DX (b)(1) properly classified information @ prartial F
[ (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

1 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[} (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(] (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[ (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page cable from the CIA to other government entities about the status of an
alleged live missing-in-action American in Khammouan Province, Laos. The document reveals identifying
information about human sources and reveals CIA internal control markings, humbers, dissemination
information, and information about an individual, all of which have been properly withheld. The
substantive portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from

disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including name, social security number and religious affiliation of an individual. Because this withheld
information provides personal identifying information about a particular individual, it is protectable under
exemption (b)(6). ‘

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number: ltem 4 Coord: C00473381
Date of Document: - November 10, 1976
Document Type: . Letter
Classification:  Unclassified
From/To: CIlA/Defense Intelligence Agency

Reply to Defense Intelligence Agency

Subject: re: Request

Document Pages: 1

FOIA Exemptions: Dispositior
O Denied

(b)(1) properly classified information © Partial F
(b)(1) foreign government information (O Release
(b)(1) foreign relations or foreign activities of the US O Referre:
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

O

3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication

6) personal privacy
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Justification Category IDs:

Document Description:

This is a 1-page letter from the CIA's Information and Privacy Coordinator to the Chief of the
PW/MIA Branch at the Defense Intelligence Agency. The document reveals internal CIA organizational
data, specifically a CIA reference number and internal notation. The substantive portion of this document
has been released. Itis UNCLASSIFIED but remains statutorily exempt from release under the FOIA.

This document is withheld in part on the basis of FOIA exemption (b)(3). This document also
contains internal organizational data and functions by the CIA that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
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by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
" Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  Item 4 Coord: C00473351
Date of Document: December 23, 1975
Document Type: Memo
Classification: Secret
From/To:

Americans Allegedly Held as

Subject: POWSs in Cambodia

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

4 (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the us

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

1 (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
B4 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

X

X

(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy

U
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Justification Category IDs:

Document Description:

This document is a 1-page memorandum about Americans who were allegedly being held as
POWSs in Cambodia. This document identifies the location of CIA facilities overseas, reveals foreign
liaison information, internal CIA control markings, numbers, a signature and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. ltis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to foreign government information, intelligence activities, sources
and methods, foreign relations or foreign activities of the United States, including a confidential human
source that is properly classified pursuant to sections 1.4 (b), 1.4(c) and 1.4(d) of Executive Order 12958,
as amended. Disclosure of the information withheld pursuant to exemption (b)(1) reasonably could be
expected to cause serious damage to the national security. Additionally, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12058, as amended. The CIA has determined that the information withheld pursuant to exemption (b)}(1)is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, personnel information and functions of the ClA that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00493328
Date of Document: = June 12, 1987
Document Type: Intelligence Report
Classification: Secret
From/To: CIA/Others

Alleged Photographs and Letter

Subject: 45y American POW in Laos

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

(] (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[l (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
™ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

["] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

1 (b)(5) attorney work product

['] (b)(5) deliberative process

] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category |Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
an alleged photograph and letter of a live American POW in Savannakhet Province, Laos, received in May
1987. This document reveals identifying information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the name of an individual all of
which have been properly withheld. The substantive portion of this document has been released. ltis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial
O Release
O Referret



Case 1:04-cv-00814-RCL Document 177-5 Filed 05/15/12 Page 33 of 55

Exemption (b)(1): This- document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00493223
Date of Document:  May 1, 1987
Document Type: = Cable
Classification: Secret
From/To: CIA/Others

Sighting of an American in

Subject: Northern Vietnam

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

7 (b)(1) foreign government information

[ (b)(1) foreign relations or foreign activities of the US

[ (b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

—

OoOoUoOdEoXX

—~ e~

Justification Category 1Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the sighting of an American near a reeducation camp in Hoang Lien Son Province, North Vietnam during
1976-77. This document reveals information about a human source, internal CIA control markings,
dissemination control information and other CIA numbers all of which have been properly withheld. The
substantive portion of this document has been released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)

Dispositior

O Denied
@ Partial F
O Release
O Referret
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the -
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00493153
Date of Document:  April 8, 1987
Document Type: Intelligence Report
Classification: Secret
From/To: CIA/Others
Subject:  Alleged American POW in Laos

Document Pages: 1

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information ® Partial F
("] (b)(1) foreign government information O Release
X (b)(1) foreign relations or foreign activities of the US O Referre:

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

[} (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[T (b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

L
L]
[
<

Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the ClA to other intelligence consumers about
an alleged American POW/MIA being cared for in the Saleo Village, Savannakhet Province, Laos. This
document reveals identifying information about a human source, internal C1A control markings,
dissemination control information and other CIA numbers, and the names of individuals all of which have
been properly withheld. The substantive portion of this document has been released. ltis currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)}(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b}X3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: C00497782
Date of Document:  October 12, 1990
Document Type: Intelligence Report
Classification: Secret
From/To: CIA/Others

Remains, Dog Tags and Live

Subject: Sightings in Laos

Document Pages: 2

FOIA Exemptions: Dispositior
' : O Denied

(b)(1) properly classified information @ Partial F
(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US QO Referre:

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

IKOXKXXKOX

< X

XOOOOOOXE

—

—~ S

Justification Category 1Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
information obtained in mid-summer 1990 about the remains, dog tags and live sighting of POW/MIAs in
Laos. This document reveals sources, internal CIA control markings, dissemination control information
and other CIA numbers, and the names of individuals all of which have been properly withheld. The
substantive portion of this document has been released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)}(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the name, social security number, blood type and/or religious affiliation of individuals. Because
this withheld information provides personal identifying information about particular individuals, itis
protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00448
Document Number:  Item 4 Coord: C00474260
Date of Document: -~ December 18, 1979
Document Type: Cable
Classification: Secret
From/To: CIA/Others
Subject: Possible U.S. POWSs in Laos

Document Pages: 1

FOIA Exemptions: Dispositior

O Denied
X (b)(1) properly classified information @ Partial F
[ (b)(1) foreign government information O Release
X (b)(1) foreign relations or foreign activities of the US O Referret

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[ (b)(5) deliberative process

[] (b)(5) presidential communication

] (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 1-page cable from the CIA to other intelligence consumers about possible U.S.
POWSs in Laos. This document reveals clandestine operations, identifies the location of a CIA facility
overseas, internal CIA notations, dissemination control information and other CIA numbers all of which
have been properly withheld. The substantive portion of this document has been released. Itis currently
and propetly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, personnel information and functions of the CIA that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00474148
Date of Document: = UNDATED
Document Type:  Intelligence Report
Classification: Secret
From/To: CIA/Others

Americans Remaining in Saigon, POWs
Subject:  Held in Vietnam; and Two Americans Living
in Red Cross Compound in Saigon

Document Pages: 8

FOIA Exemptions: Dispositior
' O Denied
(b)(1) properly classified information @ Partial F
(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices
X

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege '
(
(

o~

b)(5) attorney work product

b)(5) deliberative process

] (b)(5) presidential communication
X (b)(6) personal privacy

OODOD00OXRRRKOKXKXOX

Justification Category |Ds:

Document Description:

This document is 8-pages and includes two intelligence reports from the ClA to other intelligence
consumers. The first report, which is 3-pages, is about American remaining in Saigon, the reported
capture of two Americans near Vung Tau, and American POWs, included war wounded, allegedly still
being held in Vietnam. The second report, which is 5-pages, is about two male Americans living with the
International Red Cross in Saigon as of mid-May 1976. This document reveals identifying information
about a human source, reveals internal CIA notations, dissemination control information and other CIA
numbers, and the names of individuals all of which have been properly withheld. The substantive portion
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of this document has been released. It is currently and properly classified SECRET.
This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b}(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, even though the document is UNDATED, and assuming it is older
than 25 years, the information withheld pursuant to exemption (b)(1) is exempt from automatic
declassification at 25 years under Executive Order 12958, as amended. The CIA has determined that the
information withheld pursuant to exemption (b)(1) is also exempt from automatic declassification at 25
years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is

releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, etal. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  tem 4 Coord: C00480268
Date of Document:  October 24, 1986
Document Type: Intelligence Report
Classification:  Secret
From/To: CIA/Others

Alleged Location of Live American

Subject: POWSs in Laos

Document Pages: 5

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information @ Partial F
[ ] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the us O Referret

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

1 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

] (b)(5) attorney work product

[ (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(8) personal privacy

Justification Category IDs:

Document Description:

This document is 5-page intelligence report from the CIA to other intelligence consumers about
the alleged location of live American POWs in Luang Prapang Province, Laos. This document reveals
identifying information about a human source, reveals internal CIA notations, dissemination control
information and other CIA numbers, and the name of an individual all of which have been properly
withheld. The substantive portion of this document has been released. Itis currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is

releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Case 1:04-cv-00814-RCL Document 177-5 Filed 05/15/12 Page 46 of 55

Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00480121
Date of Document: UNDATED
Document Type: Intelligence Report
Classification: Secret
From/To: CIA/Others
Subject:  Crash Site in Vietnam

Document Pages: 2

FOIA Exemptions:

X (b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
K (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

L1 (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

Justification Category |Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
a crash site in Binh Tri Thien or Quang Nam-Da Nang Province, in Vietnam. The document reveals
identifying information about a human source and internal CIA numbers, dissemination control markings,
as well as information about an individual, all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (0)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

Dispositior

O Denied
® Partial F
O Release
O Referre:
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name and religious affiliation of an individual. Because this withheld information provides
personal identifying information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00492478
Date of Document: =~ October 2, 1992
Document Type: Letter
Classification:  Secret
From/To: CIA/Select Committee on POW/MIA Affairs

Information Re: Laos Refugee and

Subject: Sightings in Laos

Document Pages: 1

FOIA Exemptions: Dispositior

O Denied
X (b)(1) properly classified information @ Partial F
(1 (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre

{4 (b)(1) intelligence activities (including special activities)

B (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ ] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

L] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[] (b)(5) deliberative process

[ (b)(5) presidential communication

[] (b)(8) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 1-page letter from the CIA to the Chief Counsel of the Select Committee on
POW/MIA Affairs about the CIA's response to the Committee's inquiry regarding a Lao refugee and
reported sightings in Maung Ngoy, Laos. The document reveals information about human sources,
internal CIA control markings, numbers and a signature all of which have been properly withheld. The
substantive portion of this document has been released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (bY(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, personnel information and functions that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00495577
Date of Document: May 1, 1989
Document Type: Memo/Report
Classification:  Secret
From/To:

Perestroyka, Lao Style: Implications

Subject: for Vietnam and the United States

Document Pages: 28

FOIA Exemptions:

X (b)(1) properly classified information

4 (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(7] (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[] (b)(5) deliberative process

] (b)(5) presidential communication

] (b)(6) personal privacy

Justification Category |Ds:

Document Description:

This document is a 28-page report titied Perestroyka, Lao Style: Implications for Vietnam and the
United States. The document reveals identifying information about numerous sources, including foreign
liasison, reveals internal CIA dissemination control markings, numbers, notations and identifies CIA officers
all of which have been properly withheld. The substantive portion of this document has been released. It
is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).
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@ Partial f
O Release
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to foreign government information, intelligence activities, sources
and methods, foreign relations or foreign activities of the United States that is properly classified pursuant
to sections 1.4(b), 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the information
withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage to the
national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, personnel information and functions that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  ltem 4 Coord: C00495564
Date of Document: - April 27, 1989
Document Type: Cable
Classification: Secret
From/To: CIiA/Others

Misc. Information on POW/MIA

Subject: Live Sightings, Dog Tags & Remains

Document Pages: 2

FOIA Exemptions:

b)(1) properly classified information

b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege

b)(5) attorney work product

(b)(5) deliberative process

[T] (b)(5) presidential communication

(b)(B) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page cable from the CIA to other government entities about miscellaneous
information about POW/MIA live sightings, dog tags and remains. The document reveals identifying
information about numerous human sources, identifies the location of CIA facilities overseas, CIA internal
control and dissemination markings and information about individuals, all of which have been properly
withheld. The substantive portion of this document has been released. Itis currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, blood type and/or religious affiliation of individuals. Because this withheld
information provides personal identifying information about particular individuals, it is protectable under
exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.;
Document Number:
Date of Document:
Document Type:

Classification:

From/To: .

Subject:

Document Pages:

F-2003-00449

Item 4 Coord: C00495583
June 6, 1989

Cable

Secret

CIA/Others

POW Camps Near Kontum
2

FOIA Exemptions:

(b)(1) properly classified information

[] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

)(1) intelligence activities (including special activities)

)(1) intelligence methods

1) intelligence sources (including confidential sources)

2) internal rules and practices

3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication

6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page cable from the CIA to other government entities about POW camps

near Kontum. The document reveals identifying information about a human source, CIA internal
dissemination markings, numbers and notations and information about individuals, all of which have been
properly withheld. The substantive portion of this document has been released. Itis currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

Dispositior
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O Release
O Referre:
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, social security number, date of birth, place of birth and religious affiliation of
individuals. Because this withheld information provides personal identifying information about particular
individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA (s
releasing all information that was segregable and not otherwise exempt. -

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



