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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00495609
Date of Document; ~ February 9, 1990
Document Type: Cable
Classification:  Secret
From/To: CIA/Others

Claimed Sighting of American in

Subject: 115 chi Minh City

Document Pages: 1

FOIA Exemptions:

X (b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the Uus

™ (b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[] (b)(5) attorney-client privilege

[ (b)(5) attorney work product

(] (b)(5) deliberative process

[ (b)(5) presidential communication

[] (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 1-page cable from the CIA to other intelligence consumers about a claimed
sighting of an American in Ho Chi Minh City. The document reveals identifying information about a human
source, CIA internal notations, dissemination markings and numbers all of which have been properly
withheld. The substantive portion of this document has been released. Itis currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositior

O Denied
@ Partial F
O Release
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00495612
Date of Document:  March 15, 1990
Document Type: Cable
Classification: Secret
From/To: CIA/Others

Vietnamese Refugee in Thailand

Subject: i POW/MIA Information

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

XXX OXKKXOX

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(B) personal privacy

Ooooobo

Justification Category |Ds:

Document Description:

This document is a 1-page cable from the CIA to other intelligence consumers about a
Vietnamese refugee in Thailand who allegedly had POW/MIA information. The document reveals
identifying information about a human source, CIA internal notations, dissemination markings and
numbers all of which have been properly withheld. The substantive portion of this document has been
released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

Dispositior

O Denied
@ Partial F
O Release
O Referret
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
. Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  Item 4 Coord: 00495483
Date of Document: March 12, 1988
Document Type: Intelligence Report
Classification:  Secret
From/To: CIA/Others

Lao MIA/POW Reporting Linked With
Subject: Private Recovery Efforts and Hostile Lao
Security Service

Document Pages: 3

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information @ Partial
] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

[} (b)(5) presidential communication

X (b)(6) personal privacy

XXX

=
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Justification Category |Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
Lao MIA/POW reporting information linked with private recovery efforts and a hostile Lao security service.
This document reveals identifying information about numerous human sources and sub-sources, internal
CIA control markings, dissemination control information and other CIA numbers, and the names of’
individuals all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified SECRET.
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, social security number, blood type and/or religious affiliations of individuals.
Because this withheld information provides personal identifying information about particular individuals, it
is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: . Item 4 Coord: C00567550
Date of Document: UNDATED
Document Type: - Cable
Classification: Top Secret
From/To: CIlA/Others

- Information from Human Source

Subject: oyt U.S. POWSs

Document Pages: 2

FOIA Exemptions:

1) properly classified information
. <l (b)(1) foreign government information
X (b)(1) foreign relations or foreign activities of the US
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices

b)
)3
}(3)

)(3)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(b) attorney-client privilege ‘

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personatl privacy

DDDDDDD@E@@DEE%E

Justification Category |Ds:

Document Description:

This document is a 2-page cable from the CIA to other intelligence consumers about .

(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

This

document reveals identifying information about a human source and foreign liaison, identifies the

locations of CIA facilities, internal CIA control markings, dissemination control information and other CIA
numbers all of which have been properly withheld. The substantive portion of this document has been

released. Itis currently and properly classified TOP SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositior

O Denied
@ Partial F
O Release
O Referret
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to foreign government information, intelligence activities, sources
and methods, foreign relations or foreign activities of the United States, including a confidential human
source that is properly classified pursuant to sections 1.4(b), 1.4(c) and 1.4(d) of Executive Order 12958,
as amended. Disclosure of the information withheld pursuant to exemption (b)(1) reasonably could be
expected to cause exceptionally grave damage to the national security. Additionally, even though the
document is UNDATED, and assuming it is older than 25 years, the information withheld pursuant to
exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order 12958, as
amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is also
exempt from automatic declassification at 25 years under Executive Order 13526.

~ Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)}(3). This
* document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00495500
Date of Document: = May 2, 1988
Document Type: Intelligence Report
Classification: Secret
From/To: CIA/Others
.. Source Information About Live Sightings
Subject: ¢+ pow/MIAs
Document Pages: 2
FOIA Exemptions: Dispositior
O Denied
(b)(1) properly classified information @ Partial F
L1 (b)(1) foreign government information O Release
D (b)(1) foreign relations or foreign activities of the US O Referre
™ (b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

'] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

(] (b)(5) attorney work product
[ (b)(5) deliberative process

[} (b)(5) presidential communication

X (b)(6) personal privacy
Justification Category |Ds:

Document Description:

This document is a 2-page intelligence report from the ClA to other intelligence consumers about
certain Vietnamese sources who provided various information about live sightings of POW/MIAs, dog
- tags, remains and other information between November 1986 and April 1987. This document reveals
identifying information about numerous human sources and sub-sources, internal CIA control markings,
dissemination control information and other CIA numbers, and the names of individuals all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and

properly classified SECRET.
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. :

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence '
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, social security numbers and/or religious affiliations of individuals. Because this
withheld information provides personal identifying information about particular individuals, it is protectable
under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

- Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: - F-2003-00449
Document Number: Item 4 Coord: C00495789
Date of Document: October 15, 1991
Document Type: - Memo
Classification: Secret
From/To:

Information about Source who

Subject:  provided Info about POW/MIAS

Document Pages: 2

FOIA Exemptions: Dispositior

O Denied
X (b)(1) properly classified information © Partial F
L] (b)(1) foreign government information . ‘ O Release
B (b)(1) foreign relations or foreign activities of the US O Referre:

(b)}(1) intelligence activities (including special activities)
(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(B) deliberative process
(b)(B) presidential communication
(b

}(6) personal privacy

DDDDDDDH@%%DX

Justification Category IDs:

Document Description:

This document is a 2-page memorandum about a human source who provided information to the
United States government about U.S. POWSs. This document reveals identifying information about a
human source, intelligence methods, internal CIA control markings, dissemination control information and
other CIA numbers all of which have been properly withheld. The substantive portion of this document
has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Case 1:04-cv-00814-RCL Document 177-6 Filed 05/15/12 Page 13 of 55

Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: C00495517
Date of Document: . August 16, 1988
Document Type: Intelligence Report
Classification:  Secret
From/To: CIA/Others
Subject: Dog Tag from Laos

Document Pages: 1

FOIA Exemptions:

b)
b

1) properly classified information
1) foreign government information
1) foreign relations or foreign activities of the US
1) intelligence activities (including special activities)
1) intelligence methods
1) intelligence sources (including confidential sources)
2) internal rules and practices
3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

O T T
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b
b

o T O

T

3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (official tities)
5) attorney-client privilege
5) attorney work product
5) deliberative process
5) presidential communication
6) personal privacy

O T O
RSN i i B B el e s N e i e

b

O
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b

Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers about

a dog tag from Laos, informations of which was derived from a human source. This document reveals
identifying information about a human source, identifies the location of a CIA facility overseas, reveals

internal CIA control markings, dissemination control information and other CIA humbers, and the name of
an individual all of which have been properly withheld. The substantive portion of this document has been

released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

Dispositior

O Denied
@ Partial F
O Release
O Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name and religious affiliation of an individual. Because this withheld information provides
personal identifying information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: C00495520
Date of Document:  September 3, 1988
Document Type: Intelligence Report
Classification:  Secret
From/To: CIA/Others

Misc. Information on POW/MIA Sightings,

Subject: Dog Tags and Remains

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

(] (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege
(b)(5) attorney work product
(
(
(

P Tt B e
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b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy

XROOOOODOXKXXXOX

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
miscellaneous information about POW/MIA live sightings, dog tags and remains. This document reveals
identifying information about numerous human sources, internal CIA control markings, dissemination
control information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. Itis currently and propetly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b}(3) and (b){(6).

Dispositior

O Denied
@ Partial F
O Release
O Referret
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, social security number and/or religious affiliations of individuals. Because this
withheld information provides personal identifying information about particular individuals, it is protectable
under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.; . F-2003-00449
Document Number:  Item 4 Coord: C00495579
Date of Document: May 10, 1989
Document Type: Intelligence Report
Classification: Secret
From/To:. CIA/Others
Subject: - Sightings of Alleged Americans in Vietnam

Document Pages: 1

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information © Partial F
L] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre

<] (b)(1) intelligence activities (including special activities)

)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

X (b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers about
sightings of American in Vietnam. The document reveals identifying information about human sources,
reveals CIA internal dissemination control markings, numbers, and information about individuals all of
which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b}(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b}(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and/or religious affiliation of individuals. Because this withheld information provides
personal identifying information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: C00495581
Date of Document; - May 24, 1989
Document Type: Intelligence Report
Classification; Secret
From/To: CIA/Others

Information on POWSs in

Subject: South Vietnam

Document Pages: 1

FOIA Exemptions: Dispositior
O Denied

b)(1) properly classified information @ Partial F
b)(1) foreign government information O Release

X (b)(1) foreign relations or foreign activities of the US O Referre:

(
b)(1) intelligence activities (including special activities)
1) intelligence methods
1) intelligence sources (including confidential sources)
2) internal rules and practices
(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
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b)(

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process

b)(5) presidential communication
b)(6) personal privacy
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Justification Category [Ds:

Document Description:

This document is a 1-page intelligence report from the CIA to other government entities about
information on a POW in South Vietnam. This document reveals identifying information about human
source, internal CIA control markings, dissemination control information and other CIA numbers, and the
names of individuals all of which have been properly withheld. The substantive portion of this document
has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b}(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, date of birth and/or place of birth of individuals. Because this withheld information
provides personal identifying information about particular individuals, it is protectable under exemption

(b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: C00495584
Date of Document:  June 8, 1989
Document Type: - Memo
Classification: . Secret
From/To:
Subject: F-105 Pilot Captured

Document Pages: 1

FOIA Exemptions: Dispositior
O Denied

<X (b)(1) properly classified information @ rartial F
L1 (b)(1) foreign government information O Release
X (b)(1) foreign relations or foreign activities of the US O Referre:
X (b)(1) intelligence activities (including special activities)
X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

)
)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
)(5) attorney-client privilege

)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy

b
b
b
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

an F-105 pilot captured in Hai Hung Province. This document reveals information about a source, internal
CIA control markings and other CIA numbers, and the name of an individual all of which have been
properly withheld. The substantive portion of this document has been released. ltis currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00495585
Date of Document: = April 27, 1989
Document Type: Intelligence Report
Classification: Secret
From/To: CIA/Others

Misc. Information on POW/MIA

Subject: Live Sightings, Dog Tags & Remains

Document Pages: 2

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information ® Partial f
(] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret

X (b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

[} (b)(2) internal rules and practices

Xl (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

X (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
4 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

] (b)(5) attorney-client privilege
Ll
]
L]

X

X X

X

(b)(5) attorney work product
(b)(5) deliberative process

(b)(5) presidential communication
(b)(6) personal privacy

D

Justification Category 1Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other government entities about
miscellaneous information about POW/MIA live sightings, dog tags and remains. This document reveals
identifying information about human sources, identifies the location of CIA facilities overseas, reveals
internal CIA control markings, dissemination control information and other CIA numbers, and the names of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from

disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, social security number, blood type and/or religious affiliations of individuals.
Because this withheld information provides personal identifying information about particular individuals, it
is protectable under exemption (0)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number;: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: = ltem 4 Coord: C00495777
Date of Document: September 4, 1991
Document Type: Intelligence Report
Classification: = Secret
From/To: - CIA/Others

Debriefing of Source on

Subject:  boyMIA Issue

Document Pages: 2

FOIA Exemptions:

X (b)(1) properly classified information
L] (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
b)(1) intelligence activities (including special activities)
)(1) intelligence methods
(1) intelligence sources (including confidential sources)
(2) internal rules and practices
(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
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5) attorney-client privilege
5) attorney work product

) deliberative process

) presidential communication
6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

the debriefing of a source on the POW/MIA issue. This document reveals identifying information about
human source, internal CIA control markings, dissemination control information and other CIA numbers,
and the names of individuals all of which have been properly withheld. The substantive portion of this
document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referret
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: - F-2003-00449
Document Number: ° Item 4 Coord: C00495779
Date of Document: -~ September 4, 1991
Document Type: Intelligence Report
Classification;: Secret
From/To: CIlA/Others

Debriefing of Source on

Subject: 56w Photo Incident

Document Pages: 3

FOIA Exemptions:

1) properly classified information
1) foreign government information
(1) foreign relations or foreign activities of the US
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b
b
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)(2) internal rules and practices
)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
)

b)(6) personal privacy
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Justification Category IDs:

Document Description:

-This document is a 2-page intelligence report from the CIA to other intelligence consumers about

the debriefing of a source regarding a POW photo. This document reveals identifying information human
sources, internal CIA control markings, dissemination control information and other CIA numbers, and the
names of individuals all of which have been properly withheld. The substantive portion of this document
has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. :

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, blood type, social security number and/or religious affiliation of individuals. Because
this withheld information provides personal identifying information about particular individuals, it is
protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
' Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00495783
Date of Document: - October 1, 1991
Document Type: Intelligence Report
Classification: Secret
From/To: CIA/Others

Additional Information About

Subject: a Prison Camp

Document Pages: 2

FOIA Exemptions:
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} properly classified information

) foreign government information

) foreign relations or foreign activities of the US

) intelligence activities (including special activities)

) intelligence methods

) intelligence sources (including confidential sources)

2) internal rules and practices

3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication

6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
additional information concerning a prison camp. This document reveals identifying information about a
human source, internal CIA control markings, dissemination control information and other CIA numbers all
of which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositior

O Denied
@ Partial F
O Release
O Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. :

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: C00472069
Date of Document: February 4, 1974
Document Type: Intelligence Report
Classification:  Confidential
From/To: CIA/Others

Sighting of Dead U.S. Pilot

Subject: in North Vietnam

Document Pages: 7

FOIA Exemptions:

X (b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
)(5) attorney-client privilege
}(5) attorney work product
)
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b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 7-page intelligence report from the CIA to other intelligence consumers about

the sighting of a dead U.S. pilot in Quang Yen District, Quang Ninh Province, North Vietnam. This
document identifies and provides information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. It is
currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b}1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00472069
Date of Document: . May 23, 1973
Document Type:  Intelligence Report
Ciassification: Confidential
From/To: CIA/Others

Death of U.S. Pilot in

Subject: North Vietnam

Document Pages: 4

FO!A Exemptions: _ Dispositior

O Denied
b)(1) properly classified information @ Partial F
b)(1) foreign government information O Release
b)(1) foreign relations or foreign activities of the US O Referre!
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information),
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process
(
(

—

(
(
(
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b)(5) presidential communication
b)(6) personal privacy

XOOOOUOOXKX

Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the death of a U.S. pilot in Haiphong Province, North Vietnam. This document identifies and provides
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526. :

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00472058
Date of Document:  UNDATED
Document Type; Intelligence Report
Classification: Confidential
From/To: CIA/Others

Sighting of Downing of U.S.
Subject:  Aircraft in North Vietnam and Death of U.S.
Pilot in Early May 1972

Document Pages: 5

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)
< (b)(1) intelligence methods

< (b)(1) intelligence sources (including confidential sources)
O]

X (b
X
=

b)(2) internal rules and practices
)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

X

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

(
(
(
(b
(
(
Xl (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(
(
(
(b
(
(
(

X

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege

)(5) attorney work product
b)(5) deliberative process
)(5) presidential communication
}(6) personal privacy

U
]
L]
L) (b
[]
L]
X

o O

Justification Category IDs:

Document Description:

This document is a 5-page intelligence report from the CIA to other intelligence consumers about
the sighting of a downed U.S. aircraft in North Vietnam and the dead of a U.S. pilot in early May 1972.
This document identifies and provides information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified CONFIDENTIAL.

Dispositior

O Denied
@ Partial F
O Release
O Referre
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number; : Item 4 Coord: C00472059
Date of Document: UNDATED
Document Type: . Intelligence Report
Classification: Confidential
From/To: CIA/Others

Sighting of Downing of U.S.
Subject:  Aircraft in North Vietnam and Death of U.S.
Pilotin Early May 1972

Document Pages: 5

FOIA Exemptions: Dispositior
O Denied
b)(1) properly classified information @ Partial F
b)(1) foreignh government information O Release
b)(1) foreign relations or foreign activities of the US O Referre:
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(
(

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

XOOOOOOXKX XX UXKKX XXX

(b)
(b)
(b)
(b)
(b)
(b)
(b)
(b)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)
(b)
(b)
(b)
(b)
(b)
(b)
(
(

Justification Category IDs:

Document Description:

This document is a 5-page intelligence report from the CIA to other intelligence consumers about
the sighting of a downed U.S. aircraft in North Vietnam and the death of a U.S. pilot in early May 1972.
This document identifies and provides information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified CONFIDENTIAL.
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b}(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00472066
Date of Document: March 1, 1974
Document Type: Intelligence Report
Classification: ~ Confidential
From/To: CIA/Others

Two U.S. Journalists Executed

Subject: y |nsurgents in Cambodia

Document Pages: 2

FOIA Exemptions: Dispositior
O Denied

(b)(1) properly classified information ® Partial
b)(1) foreign government information O Release
b)(1) foreign relations or foreign activities of the US O Referret

b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices -

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(] (b)(5) deliberative process

[] (b)(5) presidential communication

(b)(6) personal privacy

(
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(
(

(
(
(
(

OD0DOIRRRKOXKKXOKX

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
the execution of two U.S. journalists by Khmer insurgents in Kompong Cham Province, Cambodia. The
journalists were allegedly captured by the insurgents in April 1970. This document identifies and provides
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified CONFIDENTIAL.
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b}(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the ClA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: : F-2003-00449
Document Number: = ltem 4 Coord: C00472474
Date of Document; = January 8, 1975
Document Type: . Intelligence Report
Classification:  Confidential
From/To:  CIA/Others

U.S. Air Crash Fatality

Subject: in North Vietnam

Document Pages: = 3

FOIA Exemptions:

(b)(1) properly classified information

L1 (b)(1) foreign government information

< (b)(1) foreign relations or foreign activities of the US

& (b)(1) intelligence activities (including special activities)

Xl (b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

(b){2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)}{5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)}{5) presidential communication

(b)(6) personal privacy

XOOOOOOXKXXXOX

Justification Category 1Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about

a U.S. air crash wherein a F-105 aircraft went down in the village of Thanh Thuy, Thanh Qai District, Ha
Tay Province, North Vietnam. This document identifies and provides information about a human source,
reveals internal CIA control markings, dissemination control information and other CIA numbers, and the
name of an individual all of which have been properly withheld. The substantive portion of this document
has been released. ltis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referrer
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00472471
Date of Document:  March 24, 1975
Document Type: . Letter
Ciassification: - Unclassified
From/To: ClA/Defense Intelligence Agency
Subject: . Reply to DrlA Memo

Document Pages: . 1

FOIA Exemptions:

] (b)(1) properly classified information

L] (b)(1) foreign government information

(] (b)(1) foreign relations or foreign activities of the US

(] (b)(1) intelligence activities (including special activities)

(] (b)(1) intelligence methods

[] (b)(1) intelligence sources (including confidential sources)

[} (b)(2) internal rules and practices

1 (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[ (b)(5) deliberative process

[ (b)(5) presidential communication

[] (b)(6) personal privacy

Justification Category |Ds:

Document Description:

This document is a 1-page letter from the CIA to the Chief of the PW/MIA Section at the Defense

Intelligence Agency in reply to a 5 March 1975 memorandum requesting classification review ofa
document. The document contains an internal CIA number which has been withheld. The substantive
portion of this document has been released. This document is UNCLASSIFIED, but the redacted
information remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA exemption (b)(3).

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This

Dispositior

O Denied
® Partial
O Release
O Referre:
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document contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: = Item 4 Coord: C00472466
Date of Document: November 20, 1974
Document Type: - Intelligence Report
Classification: - Secret
From/To; CIA/Others

Detention of Two U.S. POWs

Subject: . Communists in Cambodia

Document Pages: . 2

FOIA Exemptions:

(b)(1) properly classified information

(] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods :

X (b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(1 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[J (b)(5) attorney-client privilege

[ (b)(5) attorney work product

] (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 2-page intelligence report from the ClA to other intelligence consumers about
the detention of two U.S. POWSs by communists in the Khmer communist area of Kratie Province,
Cambodia. This document identifies and provides information about a human source, identifies the
location of CIA facilities overseas, reveals internal CIA control markings, dissemination control information
and other CIA numbers, and the names of individuals all of which have been properly withheld. The
substantive portion of this document has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00472103
Date of Document: ~June 12,1974
Document Type: Intelligence Report
Classification:  Confidential
From/To: - ClA/Others

Downing of Two U.S. Crewmen

Subject: and Jet Aircraft

Document Pages: : 5

FOIA Exemptions: Dispositior

O Denied
X (b)(1) properly classified information @ Partial F
[ (b)(1) foreign government information O Releas¢
X (b)(1) foreign relations or foreign activities of the US O Referret

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[} (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

(7] (b)(5) attorney work product

[ (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 5-page intelligence report from the CIA to other intelligence consumers about
the downing of two U.S. crewmen and jet aircraft on 28 January 1973 over Trieu Phuoc Village, Trieu
Phong District, Quang Tri Province, South Vietnam. This document identifies and provides information
about a human source, reveals internal CIA control markings, dissemination control information and other
CIA numbers, and the names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. ltis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b}3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: C00472089
Date of Document: UNDATED
Document Type: Intelligence Report
Classification: Unclassified
From/To: CIA/Others

Sighting of American POW at

Subject: Sampan Loeu

Document Pages: 3

FOIA Exemptions: Dispositior

O Denied
[] (b)(1) properly classified information ® Partial F
L] (b)(1) foreign government information O Release
L] (b)(1) foreign relations or foreign activities of the US O Referre

(] (b)(1) intelligence activities (including special activities)

[] (b)(1) intelligence methods

[] (b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

[} (b)(5) deliberative process

[] (b)(5) presidential communication

(b)(6) personal privacy

ODoOoOoxxOOU

Justification Category 1Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the sighting of an American prisoner at Sampan Loeu, southeast of Phnom Penh City. This document
reveals internal CIA control markings, dissemination control information and other CIA numbers, and the
names of individuals all of which have been properly withheld. The substantive portion of this document
has been released. It is UNCLASSIFIED but remains statutorily exempt from release under the FOIA.

This document is withheld in part on the basis of FOIA Exemptions (b)(3) and (b}{6).
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Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational data and functions of the CIA that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00472445
Date of Document: ~ August 13, 1974
Document Type: Intelligence Report
Classification: = Confidential
From/To: ClA/Others

Sighting of Captured U.S.

Subject: Pilot in Hanoi

Document Pages: 4

FOIA Exemptions: Dispositior

O Denied
X (b)(1) properly classified information ® Partial F
(7] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices "

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[] (b)(5) attorney-client privilege

() (b)(5) attorney work product

[} (b)(5) deliberative process

[J (b)(5) presidential communication

B4 (b)(6) personal privacy

o~ ——

o~

Justification Category |Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the sighting of a captured U.S. F-4 jet pilot in Hanoi which went down in mid-August 1972. This document
identifies and provides information about a human source, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the name of an individual all of which have
been properly withheld. The substantive portion of this document has been released. ltis currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic

declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the ClA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00495029
Date of Document:  October 16, 1987
Document Type: Cable
Classification:  Secret
From/To: CIA/Others

Preliminary Debriefing of

Subject: individual

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information
[ (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
X (b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
)(6)

OD0000OXKXXKOXK
o1 U1

b)(6) personal privacy

(
(
(
(
(

Justification Category IDs:

Document Description:

This document is a 1-page cable from the CIA to other intelligence consumers about the
preliminary debriefing of an individual who had allegedly served with the U.S. Army before 1975. This
document provides information about a human source, reveals internal CIA control markings,
dissemination control information and other CIA numbers all of which have been properly withheld. The
substantive portion of this document has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b){1) and (b)(3).

Dispositior

O Denied
@ Partial F
O Release
O Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

. document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00495593
Date of Document:  October 12, 1989
Document Type: Intelligence Report
Classification: Secret
From/To: ClA/Others

Dog Tag and Live Sighting

Subject: in Laos

Document Pages: 1

FOIA Exemptions: Dispositior

O Denied
X (b)(1) properly classified information @ Partial F
(] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre

X (b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1} intelligence sources (inCIuding confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[] (b)(5) attorney-client privilege

("] (b)(5) attorney work product

[ (b)(5) deliberative process

[ (b)(5) presidential communication

X (b)(6) personal privacy

i
™
X
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Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers about
information that had been passed to the United States government about a dog tag and live sighting of
American POWs in Laos. This document provides information about a source, identifies the location of
CIA facilities overseas, reveals internal CIA control markings, dissemination control information and other
CIA numbers, and the name of an individual all of which have been properly withheld. The substantive
portion of this document has been released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



