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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00474196
Date of Document:  February 9, 1978
Document Type: Memo
Classification: Unclassified
From/To: CIA/DIA
Subject:  Privacy/FOIA Request

Document Pages: 1

FOIA Exemptions: ' Dispositic

O Denied
[] (b)(1) properly classified information @ Partial
[ (b)(1) foreign government information O Releas
[ (b)(1) foreign relations or foreign activities of the US O Referre

L1 (b)(1) intelligence activities (including special activities)

(1 (b)(1) intelligence methods

(] (b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices

] (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
("] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(

(

(

X

b)(5) attorney-client privilege
b)(5) attorney work product

b)(5) deliberative process

[} (b)(5) presidential communication
X (b)(6) personal privacy

[
]
o
O

Justification Category IDs:

Document Description:

This document is a 1-page memorandum from the CIA to the Chief of the PW/MIA Branch at the

Defense Intelligence Agency about a Privacy Act/FOIA request concerning an individual who was
designated "MIA." Internal CIA organizational notations such as CIA numbers, names of CIA personnel
and a signature have been withheld, in addition to information about individuals. The substantive portion
of this document has been released. This document is UNCLASSIFIED, but the redacted information
remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA exemptions (b)(3) and (b)(6).
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Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational data, personnel information and functions by the CIA that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: - F-2003-00449
Document Number: ltem 4 Coord: C00472469
Date of Document: - UNDATED
Document Type: Intelligence Report
Classification: Secret
From/To: CIA/Others

Capture, Containment & Execution

Subject: of Two American Journalists in Cambodia

Document Pages: 8

FOIA Exemptions: Dispositio

O Denied
X (b)(1) properly classified information © Partial
[] (b)(1) foreign government information ‘ O Releas
X (b)(1) foreign relations or foreign activities of the US O Referre

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

(b)(6) personal privacy

(
(
(
(
(
(
(
(
(

XOOOOOOXXXXO

Justification Category 1Ds:

Document Description:

This document is a 8-page intelligence report dated circa early 1970s, from the CIA to other
intelligence consumers about the capture, containment and execution of two American journalists by
Khmer Communists in Kompong Cham Province in Southeastern Cambodia. This document provides
information about human sources, identifies the location of CIA facilities overseas, reveals internal CIA
control markings, dissemination control information and other CIA numbers, and the names of individuals
all of which have been properly withheld. The substantive portion of this document has been released. It
is currently and properly classified SECRET.
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources, that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt
from automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from.disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00472441
Date of Document: September 18, 1974
Document Type: Intelligence Report
Classification: = Confidential
From/To: CIA/Others

Sighting of Downed U.S. Crewman

Subject: in South Vietnam

Document Pages: 4

FOIA Exemptions: Dispositic

O Denied
Xl (b)(1) properly classified information @ Partial
] (b)(1) foreign government information O Releas
(b)(1) foreign relations or foreign activities of the us O Referre

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b){6) personal privacy

XOOODOODOOXKXXXO

Justification Category |Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about

the sighting of a downed U.S. crewman in Gio Linh District, Quang Tri Province, South Vietnam. This
document provides information about a human source, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the name of an individual all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Case 1:04-cv-00814-RCL Document 177-8 Filed 05/15/12 Page 6 of 55

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including a confidential human source, that is properly
classified pursuant to section 1.4{(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00472443
Date of Document:  October 16, 1974
Document Type:  Intelligence Report
Classification: Confidential
From/To:  CIA/Others

American Casualties and

Subject: 106 Sites in Cambodia

Document Pages: 5

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

] (b)(5) deliberative process

(] (b)(5) presidential communication

X (b)(6) personal privacy

ONDDOXRKKOXKKMOX

Justification Category 1Ds:

Document Description:

This document is a 5-page intelligence report from the CIA to other intelligence consumers about

American casualties and grave sites in Kratie Province, Cambodia. This document provides information
about a human source, reveals internal CIA control markings, dissemination control information and other
CIA numbers, and the names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. Itis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (0)(1), (b)(3) and (b)(6).

Dispositic

O Denied
® Partial
O Releas
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including a confidential human source, that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, hon-exempt portions of the document could be released. As a result, the CIA s
releasing all information that was segregable and not otherwise exempt. -

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Iltem 4 Coord: C00472465
Date of Document:  September 6, 1974
Document Type: Intelligence Report
Classification:  Confidential
From/To:. CIA/Others

Sightings and Reported Casualties

Subject: ;5 POWs

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[} (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[] (b)(5) attorney work product

[1 (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

Justification Category 1Ds:

Document Description:
This document is a 4-page intelligence report from the CIA to other intelligence consumers about

sightings and reported casualties of U.S. POWs in Bien Hoe and Binh Duong Provinces in South Vietnam.

This document provides information about a human source, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the names of individuals all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositio

O Denied
@ Prartial
O Releas
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including a confidential human source, that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information refating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00495485
Date of Document:  March 29, 1988
Document Type: Intelligence Report
Classification:  Secret
From/To: CIA/Others
Subject:  Source Reporting on MIA/POWS

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices _

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

] (b)(5) attorney-client privilege

[] (b)(5) attorney work product

1 (b)(5) deliberative process

L] (b)(5) presidential communication

X (b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
Vietnamese human sources who provided various types of information concerning live sightings, dog
tag/remain information of American POW/MIAs between May 1987 and March 1988.

This document provides information about human sources, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the names of an individual all of which
have been properly withheld. The substantive portion of this document has been released. ltis currently
and properly classified SECRET.

Dispositio
O Denied
® Partial

O Releas
O Referre
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources, that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, blood type, social security number and/or refigious affiliation of individuals. Because
this withheld information provides personal identifying information about particular individuals, itis
protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00472498
Date of Document:  September 16, 1975
Document Type: = Memo
Classification:  Secret
From/To: ClA/Defense Intelligence Agency

Results of DIA's Request for
Subject: CIA Assistance re: Photograph
Comparison Tests, Etc.

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

(] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X

X

X

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) pres‘idential communication

(b)(6) personal privacy

X

L]
0
U
U
]
[

X

Justification Category 1Ds:

Document Description:

This document is a 2-page memorandum from the CIA to the Chief of the PW/MIA Branch at DIA
Headquarters about the results of the DIA's request for CIA assistance regarding photograph comparison
tests and a search of North Vietnamese publications held by the CIA. This document provides information
about a human source, identification methods, reveals internal CIA control markings, dissemination
control information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. Itis currently and properly
classified SECRET.

Dispositio
O Denied
@ Partial

O Releas
O Referre
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (0)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Disclosure of the information withheld pursuant to exemption (b)(1) reasonably
could be expected to cause damage 1o the national security. Additionally, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (L)Y(1)is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, personnel information and functions of the ClA thatis
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt. :

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00466352
Date of Document:  June 21, 1972
Document Type: Intelligence Report
Classification:  Confidential
From/To: CIA/Others

Capture of Two U.S.

Subject: Military Advisors

Document Pages: 2

FOIA Exemptions:

. X (b)(1) properly classified information
[ (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
X (b)(1) intelligence methods '
X (b)(1) intelligence sources (including confidential sources)
1 (b)(2) internal rules and practices
X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (organizational information)
™ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
[} (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
] (b)(5) attorney-client privilege
(] (b)(5) attorney work product
L] (b)(5) deliberative process
[ ] (b)(5) presidential communication
X (b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
the capture of two U.S. military advisors by a North Vietnamese Army unit in Kontum Province.
This document identifies and provides information about human sources, identifies the location of CIA
facilities overseas, reveals internal CIA control markings, dissemination control information and other CIA
numbers, and the names of individuals all of which have been properly withheld. The substantive portion
of this document has been released. Itis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(B).

Dispositio
O Denied
@ Partial

O Releas
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt. :

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00471895
Date of Document:  January 5, 1973
Document Type: Memo
Classification:  Confidential
From/To:

Sightings of Three American

Subject:  payys in South Vietnam

Document Pages: 3

FOIA Exemptions:

X (b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

& (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

X (b)(6) personal privacy

N

L]
[
[
L
0

Justification Category 1Ds:

Document Description:

This document is a 3-page CIA memorandum about the sightings of three American POWs in Tan
Uyen District, Bien Hoa Province, South Vietnam. This document identifies and provides information
about a human source, reveals internal CIA control markings, dissemination control information and other
CIA numbers, and the names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (0)(3) and (b)(6).

Dispositio
O Denied
@ Prartial

O Releas
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage 10 the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the ClA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00472065
Date of Document.  February 19, 1974
Document Type: Intelligence Report
Classification:  Confidential
From/To: CIA/Others

Death of U.S. Pilot

Subject: ;. "North Vietnam

Document Pages: 5

FOIA Exemptions: Dispositic

: _ O Denied
X (b)(1) properly classified information ® Partial
) (b)(1) foreign government information O Releas
(b)(1) foreign relations or foreign activities of the US _ O Referre

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

1 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege '

[ (b)(5) attorney work product

[ (b)(5) deliberative process

] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 5-page intelligence report from the CIA to other intelligence consumers about
the death of U.S. F-105 jet aircraft pilot in Bac Thai Province, North Vietnam. This document identifies
and provides information about a human source, reveals internal CIA control markings, dissemination
control information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. lItis currently and properly
classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b}(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00466384
Date of Document:  September 2, 1972
Document Type: Memo/Report
Classification:  Unclassified
From/To:

Statement on Release

Subject: ¢ \) 5. Pilots

Document Pages: 2

FOIA Exemptions:

[ (b)(1) properly classified information ’

[ (b)(1) foreign government information

[] (b)(1) foreign relations or foreign activities of the us

L1 (b)(1) intelligence activities (including special activities)

[ (b)(1) intelligence methods

L] (b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

[ ] (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
[] (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (organizational information)
] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

(1 (b)(5) attorney work product

[ (b)(5) deliberative process

[] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 2-page report about U.S. pilots that were captured in North Vietnam who were
allegedly found guilty of crimes against the Vietnamese people. This document reveals the names, dates
of birth and/or places of residence in the United States of individuals which have been properly withheld.
The substantive portion of this document has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA

Dispositio
O Denied
@ Partial

O Releas
O Referre
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exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, dates of birth and/or places of residence in the United States of individuals.

Because this withheld information provides personal identifying information about particular individuals, it
is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00466345
Date of Document:  June 13, 1972
Document Type: Memo
Classification:  Secret
From/To:

Sighting of U.S. POW

Subject: ; "North Vietnam

Document Pages: 3

FOIA Exemptions:

(1) properly classified information

(1) foreign government information

(1) foreign relations or foreign activities of the US
(M

(M

(1

—~

b)
b)
b)
b)
)
)

IKOK

X
—

—

intelligence activities (including special activities)
intelligence methods
intelligence sources (including confidential sources)
2) internal rules and practices
) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
)
)

X

XODODOOOXXXKOX D

b

o~~~ S
o T O

3
3
3

—_

X
X
X
)

—~

—
(=)}

(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process

(5) presidential communication
(6) personal privacy

P
o O
~ =~

Justification Category 1Ds:

Document Description:

This document is a 3-page CIA memorandum about the sighting of a U.S. POW in Quang Binh
Province, North Vietnam, by four women on 10 April 1972. This document identifies and provides
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. ltis currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositio
O Denied
@ prartial

O Releas
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and/or social security number of individuals. Because this withheld information
provides personal identifying information about particular individuals, it is protectable under exemption

(b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA (s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00473347
Date of Document: ~ December 21, 1975
Document Type: Memo/Report
Classification: Unclassified
From/To:  CIA/Others

Halt to Handover of POW

Subject: Remains by North Vietnam

Document Pages: 3

FOIA Exemptions:

[ (b)(1) properly classified information

[ (b)(1) foreign government information

[ (b)(1) foreign relations or foreign activities of the US

(] (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process
(
(

b)(5) presidential communication
b)(6) personal privacy

XOODOOOXRKRXOOUD

Justification Category 1Ds:

Document Description:

This document is a 3-page report about North Vietnamese officials who called a haltto a
ceremonial handover to four U.S. Congressmen of the remains of three American pilots killed in Vietnam.
This document identifies and provides information that reveals the location of CIA facilities overseas,
internal organizational CIA information and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. This document is
UNCLASSIFIED, but the redacted information remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA Exemptions (b)(3) and (b)(6).

Dispositio
O Denied
@ Partial

O Releas
O Referre
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Exemption (b)(3): This document contains internal organizational data and functions of the CIA
that is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and
thus is protected from disclosure by exemption (b)}{3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, itis protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00466350
Date of Document:  June 21, 1972
Document Type: Intelligence Report
Classification:  Confidential
From/To: CIA/Others

. Capture of Two U.S.
Subject:  Military Advisors by North
Vietnamese Army

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

B (b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (names)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

'] (b)(5) attorney work product

] (b)(5) deliberative process

[] (b)(5) presidential communication

X (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the capture of two U.S. military advisors in the vicinity of Ngoc Dinh Due near Hill 935 in Kontum Province
by a North Vietnamese Army unit. This document identifies and provides information about a human
source, reveals internal CIA control markings, dissemination control information and other CIA numbers,
and the names of individuals all of which have been properly withheld. The substantive portion of this
document has been released. It is currently and properly classified CONFIDENTIAL.

Dispositic
O Denied
@® Partial

O Releas
O Referre
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No..  F-2003-00449
Document Number:  Item 4 Coord: C00471891
Date of Document;  January 5, 1973
Document Type: Memo
Classification:  Unclassified
From/To: ClA/Director of Defense intelligence Agency

Observation of Three U.S. POWs

Subject: in South Vietnam

Document Pages: 1

FO!A Exemptions:

L1 (b)(1) properly classified information

[ (b)(1) foreign government information

[ (b)(1) foreign relations or foreign activities of the US

(1 (b)(1) intelligence activities (including special activities)

] (b)(1) intelligence methods

[ ] (b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

[} (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(7] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[] (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

<] (b)(6) personal privacy

ol
L
L
0
L

Justification Category |Ds:

Dispositio

O Denied
@ Partial
O Releas
O Referre

Document Description:

This document is a 1-page memorandum, which is a cover page to a report, from the ClA to Vice
Admiral V.P. de Poix, the Director of the Defense Intelligence Agency about the observation of three U.S.
POWs in South Vietnam. Internal CIA organizational notations such as dissemination control markings
and CIA numbers, as well as CIA personnel information, a signature, and names of individuals have been
properly withheld. The substantive portion of this document has been released. This document is
UNCLASSIFIED but the redacted information remains statutorily exempted from release under the FOlA.

This document is withheld in part on the basis of FOIA exemptions (b)(3) and (b)(6).
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Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal CIA organizational data, CIA personnel information and information pertaining
to functions of the CIA that are specifically exempted from disclosure pursuant to the Central Intelligence
Agency Act of 1949, and thus is protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00472045
Date of Document: ~ August 1, 1973
Document Type: Intelligence Report
Classification:  Confidential
From/To: CIA/Others

Sighting of Three U.S. Military

Subject:  pows in Cambodia

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(1 (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

] (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (names)

(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

] (b)(5) attorney-client privilege

[ (b)(5) attorney work product

(7] (b)(5) deliberative process

[ (b)(5) presidential communication

X (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the ClIA to other intelligence consumers about
the sighting of three U.S. military POWSs in Prey Veng Province, Cambodia on July 8, 1973. This
document identifies and provides information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. ltis
currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositio
O Denied
@ Partial

O Releas
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including a confidential human source, that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b){(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00466378
Date of Document: December 20, 1972
Document Type: Memo/Report
Classification: Unclassified
From/To:

Alleged Christmas Messages

Subject: from POWSs Captured in South Vietnam

Document Pages: 8

FOIA Exemptions:

1 (b)(1) properly classified information

[ (b)(1) foreign government information

(] (b)(1) foreign relations or foreign activities of the US

(1 (b)(1) intelligence activities (including special activities)

(] (b)(1) intelligence methods

L] (b)(1) intelligence sources (including confidential sources)

[ ] (b)(2) internal rules and practices

[ (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
1 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(1 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

(] (b)(5) attorney work product

[ (b)(5) deliberative process

[] (b)(5) presidential communication

X (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is an 8-page report about alleged Christmas messages and interviews with
American POWSs captured in South Vietnam released by the Liberation Radio. The document reveals the
names of individuals, social security numbers and/or places of residence and addresses in the United
States, all of which have been properly withheld. The substantive portion of this document has been
released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Dispositio
O Denied
@ Partial

O Releas
O Referre



i
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Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, social security numbers and/or places of residence in the United States of
individuals. Because this withheld information provides personal identifying information about particular
individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Case 1:04-cv-00814-RCL Document 177-8 Filed 05/15/12 Page 35 of 55

Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  Item 4 Coord: C00465758
Date of Document:  April 2, 1971
Document Type: Memo/Report
Classification: Unclassified
From/To:

Kontum Liberation Troops
Subject: Launch Attack Against Enemy
Troops

Document Pages: 2

FOIA Exemptions:

[ (b)(1) properly classified information

(] (b)(1) foreign government information

[ (b)(1) foreign relations or foreign activities of the US

(] (b)(1) intelligence activities (including special activities)

[ (b)(1) intelligence methods

[ ] (b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

1 (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

L] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

L[] (b)(5) attorney-client privilege

(7] (b)(5) attorney work product

[ 1 (b)(5) deliberative process

(] (b)(5) presidential communication

X (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page report about Kontum liberation troops who launched an attack against
all enemy troops northwest of the Kontum capital on or about March 31, 1971. The document reveals the
names of individuals all of which have been properly withheld. The substantive portion of this document
has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Dispositio
O Denied
® Partial

O Releas
O Referre
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Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Case 1:04-cv-00814-RCL Document 177-8 Filed 05/15/12 Page 37 of 55

Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: = F-2003-00449
Document Number:  Item 4 Coord: C00465761
Date of Document: September 10, 1971
Document Type: Memo/Report
Classification:  Unclassified
" From/To:

South Vietnamese Recapture

Subject: Firebase Near Laos

Document Pages: 1

FOIA Exemptions: Dispositio

O Denied
(1 (b)(1) properly classified information @ Partial
[] (b)(1) foreign government information O Releas
[ (b)(1) foreign relations or foreign activities of the us O Referre

[1 (b)(1) intelligence activities (including special activities)

[ (b)(1) intelligence methods

L] (b)(1) intelligence sources (including confidential sources)

[J'(b)(2) internal rules and practices

(1 (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

(
(

[
L
L
O
[
0
[
0
LI
D4 (

Justification Category 1Ds:

Document Description:

This document is a 1-page news article about the South Vietnamese capture of a firebase near
Laos. The new article includes CIA notations the CIA inserted onto the document in relation to the news
article. The document reveals the names of individuals all of which have been properly withheld. The’
substantive portion of this document has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
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exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, itis protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Case 1:04-cv-00814-RCL

Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00465763
Date of Document:  July 27, 1971
Document Type: Memo/Report
Classification:  Unclassified
From/To:

Report About the Killing or

Subject: - hture of Americans in March 1971

Document Pages: 1

FOIA Exemptions: Dispositio

O Denied
(b)(1) properly classified information @ rartial
(b)(1) foreign government information O Releas
(b)(1) foreign relations or foreign activities of the US O Referre
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy

[
0
L]
L
[
L]
[]
L)
L
L
[l
L]
[
]
L
L
[
X

Justification Category |Ds:

Document Description:

This document is a 1-page report about a radio broadcast about the capture or killing of
Americans since the end of March 1971. The document reveals the names of individuals all of which
have been properly withheld. The substantive portion of this document has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
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invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt. ‘

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00465778
Date of Document:  April 15, 1971
Document Type: Intelligence Report
Classification:  Confidential
From/To: CIA/Others

Detention of Six American

Subject: POWSs in Cambodia

Document Pages: 4

FOIA Exemptions:

b
b
b
b

—
~—

(1) properly classified information

1) foreign government information

1) foreign relations or foreign activities of the US

1) intelligence activities (including special activities)

1) intelligence methods

1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product
(
(

—
N

PR
o T

_— D =

_ ==X XX

o~

b)(5) deliberative process
b)(5) presidential communication
(b)(6) personal privacy

COO00DOXNXKORKXXOKX

Justification Category 1Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the detention of six American POWs at the Krong R'Buk Detention Camp, Chbar District, Monolkiri
Province, Cambodia. This document provides information about human sources, identifies the location of
CIA facilities overseas, reveals internal CIA control markings, dissemination contro! information and other
CIA numbers, and the names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. Itis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositio
O Denied
@ Partial

O Releas
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b}(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b}(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00466154
Date of Document: December 17, 1971
Document Type: Memo
Classification: = Secret
From/To: CIA/Others

Sightings of American Pilots

Subject: ;1 Wid-1970 and Early 1969

Document Pages: 6

FOIA Exemptions:

X (b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

L]
L]
[
[
L]

Justification Category IDs:

Document Description:

This document is a 6-page CIA memorandum about a mid-1970 sighting of four captured
American pilots in a North Vietnamese commo-liaison station and an early 1969 sighting of two captured
American pilots. This document identifies and provides information about human sources, reveals internal
CIA control markings, dissemination control information and other CIA numbers, and the names of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositic

O Denied
@ Partial
O Releas
O Referre



* Case 1:04-cv-00814-RCL Document 177-8 Filed 05/15/12 Page 440155

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et ’aI. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00466229
Date of Document: = April 28, 1972
Document Type: Memo
Classification:  Secret
From/To:

Photos of U.S. Officers
Subject: Introduced at Press Conference
in Hanoi

Document Pages: . 2

FOIA Exemptions:

(b)(1) properly classified information

(] (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

D4 (b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

(7] (b)(5) attorney work product

(] (b)(5) deliberative process

[ (b)(5) presidential communication

X (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page CIA memorandum about photographs of five captured U.S. officers
introduced at a press conference in Hanoi, North Vietnam, on February 19, 1972. This document
identifies and provides information about a human source, reveals internal CIA organizational notations
such as dissemination control markings and CIA numbers, as well as CIA personnel information, a
signature and names of individuals all of which have been properly withheld. The substantive portion of
this document has been released. ltis currently and properly classified SECRET.

Dispositio
O Denied
® Partial

O Releas
O Referre
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including a confidential human source that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526. :

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal CIA organizational data, CIA personnel information and information pertaining
to functions of the CIA that are specifically exempted from disclosure pursuant to the Central Intelligence
Agency Act of 1949, and thus is protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: C00492476
Date of Document:  September 28, 1992
Document Type: Letter
Classification:  Secret
From/To: CIA/Select Committee on POW/MIA Affairs

PDB Chronology of

Subject:  boyy/MIA References

Document Pages: 3

FO!A Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

™ (b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
B4 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

L] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[] (b)(5) attorney-client privilege

(] (b)(5) attorney work product

[ (b)(5) deliberative process

] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category |Ds:

Document Description:

This document is a 3-page letter from the ClA to the the Chairman of the Select Committee on
POW/MIA Affairs about the PDM Chronology of POW/MIA references and provides additional information
as follow up to some of the Committee's questions. The document reveals information about clandestine
operations, internal CIA control markings, dissemination control information, a signature in addition to
names of individuals all of which have been properly withheld. The substantive portion of this document
has been released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b}(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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FOIA/PA Request No.: F-2003-00449
Document Number:  ltem 4 Coord: C00474245
Date of Document: UNDATED
Document Type: Letter
Classification: Unclassified
From/To: Individual/Director of CIA
Subject: Missing POW

Document Pages: 1

FOIA Exemptions:

(1 (b)(1) properly classified information

[ ] (b)(1) foreign government information

[} (b)(1) foreign relations or foreign activities of the us

L1 (b)(1) intelligence activities (including special activities)

7 (b)(1) intelligence methods

[) (b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices

[ ] (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[ (b)(5) deliberative process

(] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 1-page letter to the Director of the CIA from a father of a POW who has been
missing since September 22, 1965. The document reveals the names of individuals all of which have
been properly withheld. The substantive portion of this document has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).
Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA

exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information

Dispositic
O Denied
@ Prartial

O Releas
O Referre



Case 1:04-cv-00814-RCL Document 177-8 Filed 05/15/12 Page 50 of 55

including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, itis protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

'FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord: C00466169
Date of Document: .= September 21, 1972
Document Type: Memo
Classification: ~ Confidential
From/To:

Sightings of Captured POWs

Subject: in South Vietnam

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the Us

X (b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

('] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ ] (b)(5) attorney work product

(] (b)(5) deliberative process

[ (b)(5) presidential communication

X (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 4-page CIA memorandum about the sighting of two captured U.S. POWs in
South Vietnam, one of whom may have died in captivity and the possible suicide of a third POW. The
document reveals information about a human source, internal CIA control markings, dissemination control
information in addition to names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. Itis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositio
O Denied
@ Partial

O Releas
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause damage to the national security. Additionally, the information
withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under
Executive Order 12958, as amended. The CIA has determined that the information withheld pursuant to
exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and/or social security numbers of individuals. Because this withheld information
provides personal identifying information about particular individuals, it is protectable under exemption

(b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  ltem 4 Coord: €00466242
Date of Document:  October 4, 1972
Document Type: = Memo
Classification:  Secret
From/To:

Alleged Reactions of the U.S.
Subject:  Participants in POW Release
Activities in North Vietnam

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

[ ] (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

D4 (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[] (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege '

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

X (b)(6) personal privacy

[
L]
L
U
L]

Justification Category IDs:

Document Description:

This document is a 3-page CIA memorandum about the alleged reaction of the U.S. participants
in the 17-25 September POW release activities in North Vietnam. The document reveals information
about a human source, names of CIA personnel, internal CIA control markings, dissemination contro!
information in addition to names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. tis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(B).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526. ‘

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b}(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:
Document Number:

Date of Document:

0814-RCL Document 177-8 Filed 05/15/12 Page 55 of 55

F-2003-00449
ltem 4 Coord: C00466138
November 29, 1971

Document Type: Intelligence Report
Classification: ~ Secret
From/To: CIA/Others
Subject:  Sighting of American POW
Document Pages: 2

FOIA Exemptions: Dispositia

O Denied
(b)(1) properly classified information @ pPartial
L] (b)(1) foreign government information O Releas
(b)(1) foreign relations or foreign activities of the US O Referre

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

D (b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

1 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[] (b)(5) deliberative process

L] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
the sighting of American POWSs in Phouc Long Province. The document reveals information about a
human source, internal CIA control markings, dissemination control information in addition to names of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This




