Case 1:04-cv-00814-RCL Document 177-9 Filed 05/15/12 Page 1 of 37

document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and/or date of birth of individuals. Because this withheld information provides
personal identifying information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  ltem 5 Coord: C00497592
Date of Document: UNDATED
Document Type: Memo/Report
Classification:  Secret
From/To:

Various Reports/Memos
Subject: about POW/MIAs from
Numerous Sources

Document Pages: 45

FOIA Exemptions: Dispositio

O Denied
(b)(1) properly classified information @ Partial
1 (b)(1) foreign government information O Releas
D4 (b)(1) foreign relations of foreign activities of the US O Referre

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ ] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1049, as amended (names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(

U
[l
U
Ul
] (b)(6) personal privacy

Justification Categbry IDs:

Document Description:

This is a 45-page document, dated circa 1988, which consists of numerous letters, memos and
intelligence reports concerning various source information about POW/MIAs. Also included in this
document is a letter, dated circa 1992, from the Office of the Assistant Secretary of Defense which is a
response pertaining to the Laos and POW/MIA issue. This document reveals clandestine operations,
sources, methods (including imagery analysis), identifies the location of CIA facilities, reveals internal CIA
organizational information, including CIA personnel information, all of which have been properly withheld.
The substantive portion of this document has been released. It is currently and properly classified
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SECRET.
This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result; the ClA (s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  ltem 5 Coord: C00006041
Date of Document:  October 29, 1971
Document Type: Memo
Classificatioh: Secret
From/To: ClA/Kissinger

info about Vietnamese

Subject:  pisoner Exchange Overture

Document Pages: ©

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ 1 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official tities)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[] (b)(5) deliberative process

] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 6-page CIA memorandum to Henry A. Kissinger, Assistant to the President
for National Security Affairs, regarding background information possibly relevant to the current
Vietnamese Communist prisoner exchange overture. The document reveals information about human
sources, identifies the location of CIA facilities, reveals internal CIA control markings, numbers,
dissemination control information and a signature and names of individuals all of which have been
properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

Dispositic
O Denied
@ Partial

O Releas
O Referre
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant 1o section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 5 Coord: C01464904
Date of Document:  October 29, 1971
Document Type: Memo
Classification: Secret
From/To: ClA/Kissinger

Info about Viethamese

Subject:  pisoner Exchange Overture

Document Pages: 6

FOIA Exemptions: Dispositic

O Denied
(b)(1) properly classified information @ Partial
L] (b)(1) foreign government information O Releas
(b)(1) foreign relations or foreign activities of the US O Referre

(b)(1) intelligence activities (including special activities)

™ (b)(1) intelligence methods -

X (b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices .

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XODOOOOXKXK

Justification Category 1Ds:

Document Description:

This document is a 6-page CIA memorandum to Henry A. Kissinger, Assistant to the President
for National Security Affairs, regarding background information possibly relevant to the current
Vietnamese Communist prisoner exchange overture. The document reveals information about human
sources, identifies the location of CIA facilities, reveals internal CIA control markings, numbers,
dissemination contro! information and names of individuals all of which have been properly withheld. The
substantive portion of this document has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6)-
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ~ Item 5 Coord: C00005972
Date of Document:  October 29, 1971
Document Type: Memo
Classification:  Secret
From/To: ClA/Kissinger

Info about Viethamese

Subject:  pisoner Exchange Overture

Document‘Pages: 6

FOIA Exemptions:

X (b)(1) properly classified information

[ (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

B (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
& (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (names)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

1 (b)(5) attorney work product

[ (b)(5) deliberative process

('] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Dispositia

O Denied
@ Partial
O Releas
O Referre

Document Description:

This document is a 6-page CIA memorandum to Henry A. Kissinger, Assistant to the President for
National Security Affairs, regarding background information possibly relevant to the current Vietnamese
Communist prisoner exchange overture. The document reveals information about human sources,
identifies the location of CIA facilities, reveals internal CIA control markings, numbers, dissemination
control information and a signature and names of individuals all of which have been properly withheld.
The substantive portion of this document has been released. It is currently and properly classified
SECRET.
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (bX(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CiA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document t0 determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. Asa result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Actioh 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 5 Coord: C05012196
Date of Document:  October 29, 1971
Document Type: Memo
Classification:  Secret
From/To: ClA/Kissinger

Info about Viethamese

Subject:  pyisoner Exchange Overture

Document Pages: 6

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

D

X

X

L
L]
[
[
]
O

Justification Category |Ds:

Document Description:

This document is a 6-page CIA memorandum to Henry A. Kissinger, Assistant to the President for
National Security Affairs, regarding background information possibly relevant to the current Vietnamese
Communist prisoner exchange overture. The document reveals information about human sources,
identifies the location of CIA facilities, reveals internal CIA control markings, numbers, dissemination
control information and names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositio
O Denied
@ Partial

O Releas
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




5/12 Page 12 of 37

 Case 1:04-cv-00814-RCL Document 177-0 Filed 05/1

Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  ltem 5 Coord: C03375985
Date of Document:  October 29, 1971
Document Type: Memo
Classification:  Secret
From/To: CIA/Kissinger

Info about Vietnamese

Subject:  pisoner Exchange Overture

Document Pages: 29

FOIA Exemptions:

(Xl (b)(1) properly classified information

] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

K (b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices ‘

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

] (b)(5) attorney work product

[ (b)(5) deliberative process

1 (b)(5) presidential communication

Xl (b)(6) personal privacy

Justification Category IDs:

Dispositio
O Denied
@ Partial

O Releas
O Referre

Document Description:

This document is 29 pages total and consists of a series of memorandums, one of which is
responsive to ltem 5. The responsive portion of this document is a 6-page CIA memorandum to Henry A.
Kissinger, Assistant to the President for National Security Affairs, regarding background information
possibly relevant to the current Vietnamese Communist prisoner exchange overture. The document
reveals information about human sources, identifies the location of CIA facilities, reveals internal CIA
control markings, numbers, dissemination control information and names of individuals all of which have
been properly withheld. The substantive portion of this document has been released. Itis currently and
properly classified SECRET.



Case 1:04-cv-00814-RCL Document 177-9 Filed 05/15/12 Page 13 of 37

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1:4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document o determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CiAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Actidn 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 5 Coord: C00495762
Date of Document:  August 1, 1991
Document Type: Memo
Classification:  Secret
From/To: CIA/DIA

POW-MIA Handwriting

Subject: Analysis

Document Pages: 2

FOIA Exemptions:

[X (b)(1) properly classified information

[ (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

& (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ ] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[] (b)(5) attorney work product

[] (b)(5) deliberative process

("] (b)(5) presidential communication

("] (b)(6) personal privacy

Justification Category |Ds:

Document Description:

This document was responsive to ltem 4 and was denied in full when it was originally released to
Plaintiffs. However, upon re-review of the document, the CIA is now releasing this document to Plaintiffs'
in part as additional information was deemed to be segregable; also, additional information is also being
released in this document pursuant to ltem 5. This document is a 2-page memorandum summarizing
analysis that was conducted on POW-MIA handwriting. The document reveals information about
clandestine operations, information about CIA facilities in addition to CIA numbers and dissemination
control markings all of which have been properly withheld. The substantive portion of this document has
been released. It is currently and properly classified SECRET. .

Dispositic
O Denied
@ Partial

O Releas
O Referre
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This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  item 5 Coord: C03336699
Date of Document:  October 29, 1971
Document Type: Memo
Classification:  Secret
From/To: ClA/Kissinger

Info about Vietnamese

Subject:  pigoner Exchange Overture

Document Pages: 51

FOIA Exemptions:

X (b)(1) properly classified information

[ (b)(1) foreign government information

(X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
B4 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

(] (b)(5) attorney work product

] (b)(5) deliberative process

[ (b)(5) presidential communication

X (b)(6) personal privacy

Justification Category IDs:

Dispositio
O Denied
@ Partial

O Releas
O Referre

Document Description:

This document is 51 pages total and consists of a series of separate and distinct memorandums,
one of which is responsive to ltem 5. The responsive portion of this document is a 6-page CIA
memorandum from the CIA to Dr. Henry A. Kissinger about a Vietnamese Communist prisoner exchange
overture. The document reveals information about human sources, internal CIA control markings,
numbers, dissemination control information in addition to names of individuals all of which have been
properly withheld. The substantive portion of this document has been released. ltis currently and
properly classified SECRET.
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b))
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526. ‘

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt. :

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  ltem 5 Coord: 00005798
Date of Document:  March 28, 1990
Document Type: Intelligence Report
Classification:  Secret
From/To: CIA/DIA

MIA Remains

Subject: in Laos

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XXX

OO00D00O0XRRKKKOXXED
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Justification Category IDs:
Document Description:

This document is a 1-page intelligence report from the CIA to the DIA about MIA remains in Xieng
Khouang Province, Laos. This document reveals information about human sources, names of CIA
personnel, internal CIA control markings, dissemination control information and other CIA numbers all of
which have been properly withheld. The substantive portion of this document has been released. ltis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)

Dispositio
O Denied
@ Prartial

O Releas
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intefligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the ClIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 5 Coord: C05123606
Date of Document:  October 11, 1979
Document Type: Letter
Classification:  Unclassified
From/To.

FOIA/PA Request
Subject:  from Individual Concerning
a POW

Document Pages: 3

FOIA Exemptions:

[ (b)(1) properly classified information

[ (b)(1) foreign government information

[} (b)(1) foreign relations or foreign activities of the US

[ (b)(1) intelligence activities (including special activities)

[ (b)(1) intelligence methods

[] (b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

] (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
] (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (sources and methods)
[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
[} (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

"] (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[_] (b)(5) attorney-client privilege

(] (b)(5) attorney work product

[ (b)(5) deliberative process

[] (b)(5) presidential communication

X (b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is 3-pages and consists of a letter from the NSA which was sent in response toa

FOIA/PA request for information about a POW. The CIA's redactions consist of the name of an individual
and other identifying information which has been properly withheld. The substantive portion of this
document has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Dispositio
O Denied
@ rartial

O Releas
O Referre
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Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The ClA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 5 Coord: C00311210
Date of Document:  April 1, 1998
Document Type: Memo/Report
Classification:  Secret
From/To: CIA/Others

Viethnamese Intentions,
Subject: Capabilities and Performance
Concerning the POW/MIA Issue

Document Pages: 41

FO!A Exemptions: Dispositio
‘ O Denied

(b)(1) properly classified information @ rartial
(b)(1) foreign government information O Releas
(b)(1) foreign relations or foreign activities of the US O Referre
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication

6) personal privacy
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Justification Category IDs:

Document Description:

This is a 41-page CIA report about Vietnamese intentions, capabilities, and performance
concerning the POW/MIA issue. The document reveals sources, methods, identifies the names of CIA
personnel, internal CIA control markings, numbers, dissemination control information all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)}(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)}(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b}(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligencé Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 5 Coord: C00005545
Date of Document:  April 27, 1989
Document Type: Cable
Classification:  Secret
. From/To: CIA/Others

Misc. Information on POW/MIA

Subject: |y sightings, Dog Tags & Remains

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information
(] (b)(1) foreign government information
X (b)(1) foreign relations or foreign activities of the US
X (b)(1) intelligence activities (including special activities)
X (b)(1) intelligence methods
(1) intelligence sources (including confidential sources)
(2) internal rules and practices
(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
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3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
Section 6, Central Intelligence Agency Act of 1949, as amended (names)
Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
attorney-client privilege

attorney work product

deliberative process

presidential communication

personal privacy
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3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

Justification Category |Ds:

Document Description:

This document is a 2-page cable from the ClA to other government entities about miscellaneous
information about POW/MIA live sightings, dog tags and remains. The document reveals identifying
information about numerous human sources, identifies the location of CIA facilities overseas, ClA internal
control and dissemination markings and information about individuals, all of which have been properly

withheld. The substantive portion of this document has been released.
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

It is currently and properly

Dispositio
O Denied
® Partial

O Releas
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, blood type and/or religious affiliation of individuals. Because this withheld
information provides personal identifying information about particular individuals, it is protectable under
exemption (b}(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 5 Coord: C05139236
Date of Document: UNDATED
Document Type: Memo
Classification:  Unclassified
From/To:
Subject: Q&A on Laos

Document Pages: 16

FOIA Exemptions:

(] (b)(1) properly classified information

1 (b)(1) foreign government information

[ (b)(1) foreign relations or foreign activities of the US

L] (b)(1) intelligence activities (including special activities)

1 (b)(1) intelligence methods

{1 (b)(1) intelligence sources (including confidential sources)

("] (b)(2) internal rules and practices

(] (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

L] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

X

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege

b)(5) attorney work product

(b)(5) deliberative process

[ (b)(5) presidential communication

("] (b)(6) personal privacy

(
DI (
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LI
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Justification Category IDs:

Document Description:

This is a 16-page document about a question and answer on Laos. The document reveals the
name and identity of a CIA employee which has been properly withheld. The substantive portion of his
document has been released. This document is UNCLASSIFIED, but the redacted information remains
statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA Exemption (b)(3).

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b){3). This
document contains CIA internal organizational data, functions, and personnel information that is

Dispositic
O Denied
@ Prartial

O Releas
O Referre
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specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 5 Coord: C02985239
Date of Document: . July 26, 1966
Document Type: Memo/Report
Classification: Top Secret
From/To: CIA/Others

The Situation in

Subject: Vietnam

Document Pages: 19

FOIA Exemptions:

b)(1) properly classified information

(1) foreign government information

(1) foreign relations or foreign activities of the US

)(1) intelligence activities (including special activities)

b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

(5) attorney work product

(5) deliberative process
(
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5) presidential communication
6) personal privacy
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Justification Category 1Ds:

Document Description:

This is a 19-page CIA memorandum about the situation in Vietnam. The memorandum reveals

human sources, methods, internal CIA control markings, CIA numbers and dissemination control
information all of which have been properly withheld. The substantive portion of this document has been
released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

Dispositio
O Denied
@ Partial

O Releas
O Referre
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1}) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive

Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 5 Coord: C00005799
Date of Document:  April 17, 1990
Document Type: Intelligence Report
Classification:  Secret
From/T o:. CIA/Others

Follow Up on

Subject: MIA Information

Document Pages: 1

FOIA Exemptions:

X (b)(1) properly classified information

] (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods '

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

< (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

(
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Dispositio
O Denied
@ Prartial

O Releas
O Referre

Justification Category |Ds:

Document Description:

This is a 1-page intelligence report from the CIA to other intelligence consumers about a follow
up on certain MIA information of Frank A. Gould. This document reveals the names of CIA employees, a
signature, internal CIA control markings, CIA numbers and dissemination control information all of which
have been properly withheld. The substantive portion of this document has been released. ltis currently
and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is

protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 5 Coord: C02189996
Date of Document: December 19, 1965
Document Type: Memo/Report
Classification: Top Secret
From/To: ClA/Others

Vietnam Checklist for

Subject: 0 pCIA

Document Pages: 25

FOIA Exemptions: Dispositic

1 O Denied
X (b)(1) properly classified information @ Partial
] (b)(1) foreigh government information O Releas
(b)(1) foreign relations or foreign activities of the US O Referre

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
4 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[ ] (b)(5) deliberative process

[] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This is a 25-page CIA memorandum about a Vietnam checklist for the Director of Central
Intelligence. The memorandum reveals clandestine operations utilizing sources, methods; it also reveals
internal CIA control markings, CIA numbers, dissemination control information and identifying information
about individuals all of which have been properly withheld. The substantive portion of this document has
been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is

protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b}(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 5 Coord: C05081415
Date of Document: =~ October 29, 1971
Document Type: Memo
Classification: ~ Secret
From/To: ClA/Kissinger

Info about Vietnamese

Subject: oo oner Exchange Overture

Document Pages: 6

FOIA Exemptions:'
(b)(1) properly classified information
(b)(1) foreign government information
b

(
X
)(1) foreign relations or foreign activities of the US
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 6-page CIA memorandum from the CIA to Dr. Henry A. Kissinger about a
Vietnamese Communist prisoner exchange overture. The document reveals information about human
sources, internal CIA control markings, numbers, dissemination control information, a signature in addition
to names of individuals all of which have been properly withheld. The substantive portion of this
document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositio
O Denied
@ Partial

O Releas
O Referre
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is

protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 5 Coord: C03357576
Date of Document:  January 25, 1969
Document Type: Intelligence Report
Classification: Secret
From/To: CIA/Others
Subject:

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

[] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

("] (b)(6) personal privacy

ODO0o0DUOxX

Dispositio

O Denied
@® Partial
O Releas
O Referre

Document Description:

This is a 1-page intelligence report from the CIA to other intelligence consumers about a list of

twenty names and information about an exchange. This document reveals clandestine operations,
internal CIA control markings, CIA numbers and dissemination control information all of which have been
properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.-

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




