Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: item 4 Cdord: C00466393
Date of Document:  September 15, 1972 o
Document Type:  Intelligence Réport
Classification: Secret |
From/To: CIA/Others
| Subject: Downi‘ng‘of U‘.S. Aircraﬁ,béofnﬁihg, ’Air Alerts& Trafftc |

Document Pages: 4

FOIA Exemptions:

o~

b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

)(1) intelligence methods

)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
- (b)(

(b)(3
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions) '

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the downing of a U.S. aircraft and MIG fighter plane, the bombing of a bridge, air alerts in Hanoi, and air,
rail and road traffic. This document identifies and provides information about a human source, identifies
the location of CIA facilities overseas, reveals internal CIA control markings, dissemination control
information and other CIA numbers, all of which have been properly withheld. The substantive portion of
this document has been released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)

Dispositior
O Denied
@ Partial |

O Release
O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities (including special activities), intelligence
sources and methods, foreign relations or foreign activities of the United States, including confidential
human sources that is properly classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958,
as amended. Disclosure of the information withheld pursuant to exemption (b)(1) reasonably could be
expected to cause serious damage to the national security. Additionally, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, functions, and personnel information by the CIA that
is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus
is protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003~OO449
Document Number: Item 4 Coord: 000466388 |
Date of Document: | Septémber 7,1972 .
Document Type: Form |
Classification: Séérét
From/To:
Subject:  Routing Sheet

Document Pages: 1

FOIA Exemptions:

b)(1) properly classified information

b)(1) foreign government information

)(1) foreign relations or foreign activities of the US '

)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category IDs:
Document Description: .

This document is a 1-page routing sheet that is used to track personnel who have handled a
classified document. In this case, the form pertains to a report which discusses the North Vietnamese
announcement concerning the release of three American POWs and includes information about a foreign
government liaison which is the source of the report. The document identifies the foreign government
liaison. The document also contains internal CIA control markings, dissemination control information and
other CIA numbers, in addition to a signature, all of which have been properly withheld. The substantive
portion of this document has been released. Itis currently and properly classified SECRET.

Dispositior

O Denied
® Partial F
O Release
O Referre:



This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to foreign government information, intelligence acitivities,
intelligence sources and methods, foreign relations or foreign activities of the United States, including
confidential sources that is properly classified pursuant to section 1.4(b), 1.4(c), 1.4(d) of Executive Order
12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1) reasonably
could be expected to cause serious damage to the national security. Additionally, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, functions, and personnel information by the CIA that
is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus
is protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: item 4 Coord: COO466296
Date of Document. = May 4; 1972
Document Tybe: Memo
Classification: Secret
From/To:
Subject: Cover Sheet for Mem’o”re: TWo Americé‘n. Ai‘rmén‘ |

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information
L] (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
)
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(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
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(b)(5) attorney-client privilege
(b)(5) attorney work product

(b)(5) deliberative process
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)(5) presidential communication
b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page cover sheet which summarizes and refers to a memorandum
concerning the fate of two American airman shot down over North Vietnam. The document reveals a CIA
source, internal CIA control markings, dissemination control information, a signature and names of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

Dispositior

O Denied
@ Partial F
O Release
O Referre:



document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The ClA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information thatis
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of two individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)}(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003-00449
Document Number: Item 4 Coord: C00466284
Date of Document: ‘October 25, 1‘972‘ -
Document Type: | Form |
Classification: Secret |
From/To: |
Subject: Routing. Shee{

Document Pages: 1

FOIA Exemptions:

X (b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy ‘

OD0O00000XKX XU

Justification Category IDs:

Document Description:

This document is a 1-page routing sheet that is used to track personnel who have handled a

classified document. In this case, the form pertains to a memorandum about the National Front for the
Liberation of South Vietnam (NFLSV) and its plans to release two U.S. POWs to the American Peace
Movement in an effort to achieve international recognition. The document contains information about CIA
sources, internal CIA control markings, dissemination control information and other CIA numbers, in
addition to a signature, all of which have been properly withheld. The substantive portion of this document
has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)

‘Dispositior

O Denied
@ Partial F
O Release
O Referre:




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This .
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b){3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, functions, and personnel information by the CIA that
is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus
is protected from disclosure by exemption (b)(3). ’

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-200300449 |
Document Number:  ltem 4 Coord: COO466280
Date of Document: Octobef 12, 1972 -
Document Type: Intelligence Report |
Classification: Conﬂdentia-l |
From/To: CIA/'Otvhe‘rs
Subject:  Sighting of a U.S. POWS in Huu Quén

Document Pages: 3

FOIA Exemptions: - - . Dispositior

O Denied
(b)(1) properly classified information ‘ ® Partial F
(] (b)(1) foreign government information O Release

(b)(1) foreign relations or foreign activities of the US : O Referre
(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official tities)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b){6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about

the sighting of a U.S. Prisoner of War in Huu Quan. This document identifies and provides information
about a human source, identifies the location of CIA facilities overseas, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the name of an individual all of
which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).v



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to.the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuantto the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003-00449
Document Number: ltem 4 vCoord: 00466213
Date of Document: Februéry‘14, 1972 o
Document Type: Memb |
Classification: Sééret
‘FromIT o | |
Subject: Interrogati‘on df a Captured US Prisdner |

Document Pages: 2

FOIA Exemptions: Dispositior

| O Denied
(b)(1) properly classified information ® Partial f
[J (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)}(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(] (b)(5) attorney-client privilege

[J (b)(5) attorney work product

[ (b)(5) deliberative process

] (b)(5) presidential communication

(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page memorandum about the forwarding of information to Hanoi about the
interrogation of a captured U.S. prisoner through the North Vietnamese Embassy in Phnom Penh. This
document identifies and provides information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the name of an individual all of
which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure. of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amerided. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic

declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3). :

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  item 4 Coord: C00466208 |
Date of Document: UNDATED -
Document Type: Memo |
Classification: Seéret
From/To:
Subject:  Guidelines for Anticipated Call with é Sbﬂrce -

Document Pages: 7

FOIA Exemptions:

(b)(1) properly classified information

] (b)(1) foreign government information

[J (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

] (b)(2) internal rules and practices .

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege :

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

] (b)(6) personal privacy
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Justification Category IDs:
Document Description:

This document is a 7-page memorandum discussing the guidelines for an anticipated call to a
CIA officer from a human source. The document reveals source identifying information and internal CIA
organizational information, dissemination and control markings all of which have been properly withheld.
The substantive portion of this document has been released. Itis currently and properly classified
SECRET.

This document is withheld in part on the basis of FOIA exemptions (b)(1) and (b)(3).

Dispositior

O Denied
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence sources, methods and activities including
confidential sources that are properly classified pursuant to section 1.4(c) and 1.4(d) of Executive Order
12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1) reasonably
could be expected to cause serious damage to the national security. Additionally, the information
withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under
Executive Order 12958, as amended. The CIA has determined that the information withheld pursuant to

exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, functions by the CIA, and personnel information that
is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus
is protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449 |
Document N.umber: ltem 4 Coord: C00466206 |
Date of Document: UNDATED -
Document Type: Irllteiklige’ncyze Réport o
Classification: Coﬁfidehﬁél -
From/To: ClA/Others’
‘Subject: Sighﬁng of Americén by Sovurceu

Document Pages: 3

FOIA Exemptions: ' Dispositior

O Denied
(b)(1) properly classified information @ Partial F
] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods v

(b)(1) intelligence sources (including confidential sources)

] (b)(2) internal rules and practices :

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions) ‘
(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

] (b)(5) attorney-client privilege '

] (b)(5) attorney work product

[ (b)(5) deliberative process

] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

, This document is a 3-page intelligence report, dated circa July 1972, about the sighting ofan
American by a source. The report then describes the physical characteristics of the American as seen by
the source. This document identifies and provides information about a human source, reveals internal
CIA control markings, dissemination control information and other CIA numbers, and the name of an
individual all of which have been properly withheld. The substantive portion of this document has been
released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage 1o the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b}(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)}(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3). -

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOlA/PA Request No.: F-2003—00449
Document Number: tem 4 Coord: C00466202 S
Date of Document: December 23,19.71“ - |
Document Type: ” klntelligér-nce Rébbrﬁ
Classification: Sécret o
| From/To: ClA/Otheré
Subject:  Sighting of American PO‘W in Cémbodié

Document Pages: 4

FOIA Exemptions: | Dispositior
O Denied
(b)(1) properly classified information ® Partial F
(b)(1) foreign government information ' O Release
(b)(1) foreign relations or foreign activities of the US O Referre:

(

b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(] (b)(5) attorney work product

[J (b)(5) deliberative process

[J (b)(5) presidential communication

(b)(6) personal privacy

ODORRRROXKKXOX

Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the sighting of an American POW in Kompong Cham Province, Cambodia by a source. This document
identifies and provides information about a human source, identifies the location of CIA facilities
overseas, reveals internal CIA control markings, dissemination control information and other CIA
numbers, and the names individuals all of which have been properly withheld. The substantive portion of
this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 1 2958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information certain individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-OO449
Document Number: Itenﬁ 4 Cdord: C00466168 |
Date of Document: September 21, 1972 -
Document Type: Letfer ' “
Classification: Un-classified
| From/To: ClA/Direcior 6f Defénse inteliigence Age‘n>c‘y
Subject:  Sighting of TWb Cabtured US Army personnel |

Document Pages: 1

FOIA Exemptions:: Dispositior

O Denied
[ (b)(1) properly classified information @ Partial
[ (b)(1) foreign government information O Release
[ (b)(1) foreign relations or foreign activities of the US O Referre:

[ (b)(1) intelligence activities (including special activities)

[ (b)(1) intelligence methods

1 (b)(1) intelligence sources (including confidential sources)

] (b)(2) internal rules and practices :

[J (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
] (b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[J (b)(5) deliberative process

] (b)(5) presidential communication

[J (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 1-page letter from the ClA to Vice Admiral V.P. de Poix, the Director of the
Defense Intelligence Agency, about the sighting of two captured U.S. personnel in South Vietnam.
Internal CIA organizational notations such as document control identifiers and dissemination control
markings have been withheld, as well as CIA personnel information (e.g. a signature). The substantive
portion of this document has been released. This document is UNCLASSIFIED but the redacted
information remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA exemption (b)(3).



Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal CIA organizational data, CIA personnel information and information pertaining
to functions of the CIA that are specifically exempted from disclosure pursuant to the Central Intelligence
Agency Act of 1949, and thus is protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449 |

Document Number:  Item 4 Coord: C00466134
Date of Document: = November 27,‘ 197ﬁ

Document Type: Memo - i

Classification: Secret
From/To:
Subject: Text of Correspondence between CIA Offscer & éoerce |
Document Pages: 14 | | - -

FOIA Exemptions:

(b)(1) properly classified information

1 (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency- Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

(
(
(

ROOOODOXKXXKX

Justification Category IDs:

Document Description:

This document is a 14-page memorandum documenting the text of a communication between a
CIA officer and source. The document reveals source identifying information and internal CIA
organizational information, dissemination and control markings all of which have been properly withheld,
including information about individuals. The substantive portion of this document has been released. Itis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

Dispossitior

O Denied
@ Partial F
O Release
O Referre:



document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic

declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003-00449
Document Number: ltem 4 Cobrd: COO466088 -
Date of Document: -~ November 16 1971 H |
Document Type: ihtelligénce' Répbrt |
Cléssification: | ‘C-c‘J‘nfide‘ntié‘l
From/To: C!A/Othérs
Subject: American POWs in Viet. Congvln”ter-Rvegion

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official tities)

[ (b)(5) attorney-client privilege

[J (b)(5) attorney work product

[ (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
American POWs in the Viet. Cong Inter-Region area. This document provides information about a human
source, identifies the location of CIA facilities overseas, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the names individuals all of which have
been properly withheld. The substantive portion of this document has been released. Itis currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information certain individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003~OO449
Document Number: ltem4 &5 Coord: COO466067
Date of Document:  October 29, 1971‘ B
Document Type: Mémo
CIasSificétion: Secret
From/To: CIA/Kissinger

Info about Vietnamese

Subject:  pisoner Exchange Overture

Document Pages: 6

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[} (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

7 (b)(5) attorney-client privilege

[J (b)(5) attorney work product

[J (b)(5) deliberative process

[J (b)(5) presidential communication

(b)(B) personal privacy

Justification Category IDs:

Document Description:

This document is a 6-page CIA memorandum to Henry A. Kissinger, Assistant to the President
for National Security Affairs, regarding background information possibly relevant to the current
Vietnamese Communist prisoner exchange overture. The document reveals information about human
sources, identifies the location of CIA facilities, reveals internal CIA control markings, numbers,
dissemination control information and a signature and names of individuals all of which have been
properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET. NOTE: In addition to being responsive to ltem 4, this document was also

responsive to ltem 5. As a result, additional information was released in this document pursuant to ltem 5.

Dispdsitior
O Denied
@ Partial F

O Release
O Referre:



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(B).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. 'As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003—0044Q
Documeht Number: Item’4 Coord: C00466643
Date of Document: Octvober 7, 197b1‘ o
Documeht Type: Intelligénée Rebﬁrt -
Classification: Sécfet |
From/T 6: ClA/OfHérs
Subject: Downing‘of ‘Amer"i‘can Plané ov-er‘Long Toan D‘i.st‘rict

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

(] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege '

(b)(5) attorney work product

(b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

XXX

X

OOoo0oOXe

(
(

XU

Justification Category |Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to intelligence consumers about the
downing of an American plane over Long Toan District, Vieh Binh Province in 1969. This document
provides information about sources, identifies the location of CIA facilities overseas, reveals internal CIA
control markings, dissemination control information and other CIA numbers, and the names individuals all
of which have been properly withheld. The substantive portion of this document has been released. ltis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Digpositior

O Denied
@ Partial
O Release
O Referre:



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational information and functions of the ClA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information certain individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-OO449 |
Document Number:  ltem 4 Coord: C00465735
Date of Document: UNDAfED o
Document Type: Mémo |
Classification: Unclaésifiedh
Frdmﬂ' o: CIA/Dépa‘rtme‘nt‘o.f Navy :
Subject:  Photographic Cdmpérisoh of an lndi‘vidual |

Document Pages: 1

FOIA Exemptions: _ Dispositior

O Denied
[J (b)(1) properly classified information ' @ Partial F
[ (b)(1) foreign government information O Release
[J (b)(1) foreign relations or foreign activities of the US O Referret

] (b)(1) intelligence activities (including special activities)

] (b)(1) intelligence methods

[ (b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

[ (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

] (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[J (b)(5) deliberative process

[ (b)(5) presidential communication

(] (b)(6) personal privacy

Justification Category IDs:
Document Description:

This document is a 1-page memorandum, dated circa October 1970, from the CIA to the
Commander of Naval Intelligence Command, Department of Navy about the photographic comparison of
an individual. Internal CIA organization notations such as CIA numbers and markings have been
withheld, as well as information about an individual. The substantive portion of this document has been
released. This document is UNCLASSIFIED but the redacted information remains statutorily exempted
from release under the FOIA.

This document is withheld in part on the basis of FOIA Exemptions (b)(3) and (b)(6).



Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about an individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CiAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Givil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

| FOIA/PA Request No.:  F-2003-00449
Dbcument Number: item 4 Coord: 000465732
Date of Document: Sebtefnber 21, 1"970 -
Document Type: lntelligeﬁcé Report -
Clasvsilfication: Confidéntial .
From/To: ClA/Others |
Subject: U.S. Civilian POW in Bbinl"l Thﬁan Province

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

] (b)(1) foreign government information '

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices ‘

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(
(

(
(
(
(

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

ODDD000XKXKXOXKX

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
a U.S. civilian POW in Binh Thuan Province who was reportedly en route to Hanoi. This document
provides information about a human source, identifies the location of CIA facilities overseas, reveals
internal CIA control markings, dissemination control information and other CIA numbers, and the names
individuals all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial
O Release
O Referre:



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information certain individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
' Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003-00449
Document Number: Item 4‘Coord: 000465726
Date of Document: March 31, 197‘0 |
Document Type: lntelligénée Réport -
Classification»:‘ Cohﬁ&éhtiél |
| Frdm/T o:‘ | CINOthers
Subject: Po‘ssible Id'entificéfién o% Cébtured Ub.S.”Seprviic‘:emen |

Document Pages: 3

FOIA Exemptions: Dispositior

' O Denied
(b)(1) properly classified information ® Partial
] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre

- X (b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
[ (b)(2) internal rules and practices
X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
[ (b)(5) attorney-client privilege
[ (b)(5) attorney work product
[J (b)(5) deliberative process
(] (b)(5) presidential communication
(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the possible identification of captured U.S. servicemen by a CIA human source. This document provides
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names individuals all of which have been properly withheld.
The substantive portion of this document has been released. Itis currently and properly classified
CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(B).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational information and functions of the ClA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

| FOIA/PA Request No.: F-2003-00449
Document Number:  ltem 4 Coord: 000465356 |
Date of Doéument: ‘ Décembér 5, 1967 -
| Docuh’:entType: l-nteiligence Répdrt’
Classification: -Cduh-fidéh-tiélm -
Frorth 6: | ClA/Othéfé

Location of Prison for American Pilots;

Subject: Downing of American Pilot

Document Pages: 3

FOIA Exemptions: ' | 'Disbositior

O Denied
[ (b)(1) properly classified information ® Partial F
[ (b)(1) foreign government information O Release
X (b)(1) foreign relations or foreign activities of the US O Referret

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege :

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XOOOODOOOXXXX

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the location of a prison for American pilots as well as information about an American pilot downed over,
North Vietnam. This document provides information about a human source, the location of CIA facilities
overseas, reveals internal CIA control markings, dissemination control information and other CIA
numbers, and the names individuals all of which have been properly withheld. The substantive portion of
this document has been released. Itis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage t0 the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information certain individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. Asa result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOlAIPA Request No.: | F-2003-00449
Document Number:  Item 4 Coord: COO466‘3‘54
Date of Document: UNDATED o
Document Type: lntéiligence Report
Claséification: Conﬁdéntial
From/T o: ClA/Othefs
Subject:  Sighting of U‘.S. POWS”

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[ (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

ZaN

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about

three separate sightings of U.S. POWs as reported by a CIA source. This document provides information
about a human source, identifies the location of CIA facilities overseas, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the names individuals all of
which have been properly withheld. The substantive portion of this document has been released. itis
currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referrex



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CiA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational information and functions of the CIA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information certain individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003;00449
Document Number: ltem 4 Coo‘rd: 000466308
Date of Document: June 7, 1972 o
Document Type: Memd‘ -
Classification: | Secret
From/To: |

Subiect: Activities of Individuals Offering to Exchange Themselves
I€CL with U.S. POWs in North Vietnam

Document Pages: 4

A Exemptions:

(1) properly classified information
) foreign government information
) foreign relations or foreign activities of the US

b)(1

(1

(1) intelligence activities (including special activities)
(1

(1

b

) intelligence methods
b)(1) intelligence sources (including confidential sources)
b

b

)
)
)
)
)
)
)(2) internal rules and practices
)3
)

b)(
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(

(

)
)
b)
b)

o

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
5) attorney-client privilege

(B) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

Justification Category IDs:

Document Description'

This document is a 4-page memorandum about the activities of individuals who offered to
exchange themselves with U.S. POWSs in North Vietnam. The document reveals CIA sources, internal
CIA control markings, dissemination control information, the name of a CIA officer, a signature, in addition
to names of individuals all of which have been properly withheld. The substantive portion of this

document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

' Dispoéitior

O Denied
® Partial F
O Release
O Referre:




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)}(1)
reasonably could be expected to cause serious damage to the national security. Additionaily, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of two individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption {b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F- 2003 00449
| Document Number: Item 4 Coord COO466228
Date of Document: Apl’ll 28 1972
Document Type: Memo
Claséification: Unc!assmed
From/To: CIA/Defense Intelhgence Agency
Subjecf: North Vietnamese Press Conference

Document Pages: ~ 2

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy

EDDDDDDBHDDDDDDDDD

Justification Category [Ds:

Document Description:

This document is a 2-page memorandum from the CIA to the Director of the Defense Intelligence
Agency about a North Vietnamese press conference at which five recently captured American pilots were
displayed. Internal CIA organization notations such as CIA numbers, markings and a signature have been
withheld, as well as information about two individuals. The substantive portion of this document has been
released. This document is UNCLASSIFIED but the redacted information remains statutorily exempted
from release under the FOIA.

This document is withheld in part on the basis of FOIA Exemptions (b)(3) and (b)(6).

Dispositior
O Denied
@ Partial

O Release
O Referre:



Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational information and functions of the ClA that is specifically
exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected
from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of two individuals. Specifically, this document contains personal information
including the names of two individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003-0044>9
Document Number: ltem 4 Cdord: C00466180 N
Date of Document: September 22 1972
Document Type: Memo - |
Clas‘sification: Secret |
From/To: ClA/Henry‘A.- Kissiﬁgér -
Subject: Proposed Pfisoner Exchange

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the us

: (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[J (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page CIA memorandum to Henry A. Kissinger, Assistant to the President for

National Security Affairs, about a proposed prisoner exchange and a telephone call with a CIA source in
reference to the proposed prisoner exchange. The document reveals a CIA source, internal CIA control
markings, dissemination control information, a signature and names of individuals all of which have been
properly withheld. The substantive portion of this document has been released. Itis currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referre:




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source, that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3). '

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CiAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Requeét No.: F—2003-00449
Document Number: Item 4 Coord: C00466176 |
Date of Document:  September 22, 1972 |
| Document Type: ‘Mem.o |
Classification: Seéret
From/To: CiA/Défénse lntemgencé Agency ”
Subject: Phbtographs of U;S. POWs o

Document Pages: 2

FOIA Exemptions: : . Dispositior

O Denied
(b)(1) properly classified information ® Partial F
[ (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices '

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege

[ (b)(5) attorney work product

[] (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

OO00OXXK

Justification Category IDs:

Document Description:

This document is a 2-page CIA memorandum to Vice Admiral V.P. de Poix, Director of the
Defense Intelligence Agency, about photographs of U.S. POWs introduced at a 29 June 1972 press
conference in Hanoi. The document reveals information about a source, internal CIA control markings,

" dissemination control information, a signature and information about individuals all of which have been
properly withheld. The substantive portion of this document has been released. ltis currently and
properly classified SECRET. :

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption {b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption {b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003-00449 :
Document Number: Itein 4’Coord: C00466173
Date of Document: September 22, 1.‘972 -
Document‘Type: Memo -
Classification: Secrei |
From/To: |
Subject: Photo‘g‘ra‘phsbobf u.s POWs

Document Pages: 15

FOIA Exemptions: ' : Dispositior
O Denied
X (b)(1) properly classified information ‘ @ Partial F

(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre
(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege '

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XOOOODOX XXX XK XKL

Justification Category IDs:

Document Description:

This document is a 15-page CIA memorandum about photographs of U.S. POWs introduced at a

29 June 1972 press conference in Hanoi which includes attachments with photographic and additional
information about U.S. personnel provided by a human source. The document reveals information about a
human source, internal CIA control markings, dissemination control information in addition to photographs
and names of individuals all of which have been properly withheld. The substantive portion of this
document has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)}(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and photographs of individuals. Because this withheld information provides personal
identifying information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449 |
Document Number: " ltem4 Coord: C00466‘1>5f.
Date of Document: | UNDATED o
Document Type: Membﬁ |
Classification: Sec‘retq
From/To: | |

President Thieu and Ambassador Bunker Meeting

Subject: to discuss Prisoner Exchange

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(1 (b)(5) attorney-client privilege

[J (b)(5) attorney work product

[J (b)(5) deliberative process

] (b)(5) presidential communication

(b)(6) personal privacy

O0RKXXOXKXXKLX

Justification Category IDs:

Document Description:

This document is a 2-page CIA memorandum, dated circa early 1970s, about a meeting between
President Thieu and Ambassador Bunker summarizing their discussion about the prisoner exchange of
individuals. The document reveals sources, the location of CIA facilities overseas, internal CIA control
markings, dissemination control information, CIA personnel information in addition to names of individuals
all of which have been properly withheld. The substantive portion of this document has been released.
The document is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referre!




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b){3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: COO466155
Date of Documént; Decémber 22, 1‘97’1
Ddcument Type: AMerbno - |
Classification: Secret
From/To: | |

Information provided to Ambassador Bunker in

Subject: Preparation for Meeting with President Thieu

Document Pages: 8

FOIA Exemptions:

(b)(1) properly classified information

L1 (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods :

(b)(1) intelligence sources (including confidential sources)

L] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[J (b)(5) attorney-client privilege :

] (b)(5) attorney work product

[ (b)(5) deliberative process

[J (b)(5) presidential communication

(b)(8) personal privacy

Justification Category IDs:

Document Description:

This document is an 8-page CIA memorandum about a meeting between President Thieu and
Ambassador Bunker about the prisoner exchange of individuals. The also includes information from a CIA
officer about certain individuals. The document reveals information about intelligence sources and
communication methods, identifies the location of CIA facilities overseas, reveals internal CIA control
markings, dissemination control information, personnel information, in addition to names of individuals all
of which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified SECRET.

Dispositior

O Denied
@ Partial F
O Release
O Referre



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the CIA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F;2003-00449
Document Number: | ltem 4 Co.ord’:- C00466153 .
Date of Document: Déce’mbe’r 17, 197f -
Do-cument‘Typve: Memo -
Classification: Unclassified :
From/To: | CiA/Defense ‘Intell‘i-émebn‘c‘é Agency H

Sightings in South Laos of Four Captured

Subject: American Pilots

Document Pages: 1

FOIA Exemptions:

L1 (b)(1) properly classified information

[] (b)(1) foreign government information

[J (b)(1) foreign relations or foreign activities of the US

[ (b)(1) intelligence activities (including special activities)

[J (b)(1) intelligence methods '

(] (b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

[ (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[J (b)(5) deliberative process

] (b)(5) presidential communication

[ (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 1-page CIA memorandum to the Director of the Defense Intelligence Agency,
Lt. General Donald v. Bennett, concerning the possible sightings in South Laos of four captured American
pilots in Mid-1970 and two captured American pilots in early 1969. Internal CIA organizational notations
such as dissemination control markings and CIA numbers have been withheld. The substantive portion of
" this document has been released. This document is UNCLASSIFIED, but the redacted information
remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA exemption (b)(3).

Dispdsitior
O Denied
@ Partial F

O Release
O Referret



Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational data and functions by the CIA that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b}(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003-OO44’9 ”
Document Number: Item 4 Cbord: ‘COO46615(‘)
Date of Documént: | Decembér>4, 1 971 H
Document Type: Intelligence Report
Classification: Confid.ential -
FromIT o: CIA/Others

Sightings of Two U.S. Pilots Captured in

Subject: Pathet Lao Forces in Sam Neua Province

Document Pages: 3

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information ® Partial F
L] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre:

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(B) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

O
0
0
OJ
0

X

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the sighting of two U.S. pilots captured by Pathet Lao forces in Sam Neua Province, which was provided
to the CIA by a human source. This document reveals information about a human source, identifies the
location of CIA facilities overseas, reveals internal CIA control markings, dissemination control information
and other CIA numbers, and the name of an individual all of which have been properly withheld. The
substantive portion of this document has been released. It is currently and properly classified
CONFIDENTIAL.




This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This-
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526. :

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b}(B).

"The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

' FOIA/PA Request No.:
Document Number:
Date of Document:
Document Type:
Classification:
From/To:

Subject:

Document Pages:

FOIA Exemptions:

F-2003-00449

ftem 4 Coord: CO0466087
November 11, 1971 o
Memo o

Secret

Guidance and Instructions for U.S. Mission

4

(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)
(] (b)(2) internal rules and practices

b)(5) attorney work product
b)(5) deliberative process

XOOOODOXKXXKX

b)(6) personal privacy
Justification Category |Ds:

Document Description:

This document is a 4-page CIA memorandum about guidance and instructions for a U.S. Mission.
This document reveals information about a human source, communication methods, identifies the location
of CIA facilities overseas, reveals internal CIA control markings, dissemination control information and the
names of individuals all of which have been properly withheld. The substantive portion of this document

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege

(
(
(b)(5) presidential communication
(

has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and {b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

~ Dispositior

O Denied
@ Partial F
O Release
O Referrer




document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the name of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449 .‘
Document Num’ber: ‘Iter’n 4 Coc}rd: 000466081 a
Date of Documenf: Novémbér 5, 1971‘ .
Document Type: Merﬁd o -
| Classification: Secfet
From/To: |

. .. Report of U.S. POW at Viet Cong
Subject: Prison Camp in Dam Doi District
Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

(] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official tities)

(b)(b) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XOOOOOORKKXXOXMK

Justification Category 1Ds:

Document Description:

This document is a 2-page CIA memorandum about a report of a U.S. POW at Viet Cong prison

camp in Dam Doi District, an Xuyen Province, information of which was provided by a human source. The
document reveals information about the human source, internal CIA control markings, numbers,
dissemination control information in addition to names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and propetly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispbsitior
O Denied
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526. :

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b}(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003—00449
Document Number: Item 4 Coord: 000466050
Date of Document: October 15, 1971
Doctiment Type: lntelligke-hce- Répdrt
Classification: . Secret |
From/To: CIA/Others

Sighting of a Deceased American

Subject: 4 Observation of His Burial

| Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices ‘

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XODOOOOXRRXXOXKX XX

Justification Category 1Ds:

Document Description:

This document is a 1-page intelligence report from the CIA to intelligence consumers about the

sighting of a dead American and observation of his burial which was provided to the CIA by human
sources. This document reveals information about human sources, reveals internal CIA control markings,
numbers, dissemination control information and the name of an individual all of which have been properly
withheld. The substantive portion of this document has been released. Itis currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referret




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003- 00449
Document Number: ltem 4 Coord: C00465398
Date of Document: | September 19 1968
- Document Type: Letter
Classifisation: Conﬁdenttal
From/To: ClA/Amencan Embassy Vletnam :

Letter to American Embassy

Subject: in Vietnam

Document Pages: 2

FOIA Exemptions:

X

X (b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(

(

(

(

(b

<EED

X X

DDDDDDE@E@D»

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege

)(5) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
X (b)(6) personal privacy -

Justification Category IDs:
Document Description:

This document is a 2-page letter addressed to the American Embassy in Vietnam, dated 19
September 1968, from a source who provided information about missing American POWs. This
document reveals information about sources, methods, and the name of an individual all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause damage to the national security. Additionally, the information
withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under
Executive Order 12958, as amended. The CIA has determined that the information withheld pursuant to
exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelllgence Agency

FOlA/PA Request No.: F- 2003 00449
Document Number: Item 4 Coord: C00465393 |
Daté of Document: .May 21 1968
Document Type: | !ntelhgence Report
Classification: Secret
From/To: CIA/Others

Propaganda Dlsplay of Four

Subject: American Pilots

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

. (b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(5) attorney-client privilege '

(5) attorney work product

(
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(
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X

EDDDDDDEE»

b
5) deliberative process

5) presidential communication
6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

a propaganda display of four American pilots in Houa Phan Province. This document reveals information
about a human source, identifies CIA facilities overseas, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the names of individuals all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior
O Denied
® Partial F

O Release
O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all-information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00465388
Date of Document: March 12, 1-968’ -
Document Type: v!ntellirgéhéeyheport“ -
Classification: Sécrét |
From/To: CIA/thers

Death of Two U.S. Air Force Pilots

Subject: Shot Down

Document Pages: 2

'FOIA Exemptions: Dispositior
O Denied

(b)(1) properly classified information @ Partial F
(] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre
(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

L] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

L] (b)(5) attorney-client privilege

L] (b)(5) attorney work product

(] (b)(5) deliberative process

L (b)(5) presidential communication

Xl (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
the death of two U.S. Air Force pilots shot down near Ban Na Kay in Houa Phan Province.
This document reveals information about a human source, identifies CIA facilities overseas, reveals
internal CIA control markings, dissemination control information and other CIA numbers, and the names of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption {b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4>Coord: C00465N71v8” -
Daté of Document: Novémbér 18, 1969
Document Type: HMemo/Re;’oobrtv -
Classification: ”Uncléssif»iéd |
From/To:
Subject: News Report

Document Pages: 2

FOIA Exemptions:

L] (b)(1) properly classified information

L] (b)(1) foreign government information

[] (b)(1) foreign relations or foreign activities of the US

L] (b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

(2) internal rules and practices

(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication

6) personal privacy

XOOOOOooooodoog

Justification Category IDs:

Document Description:

This document is a 2-page report, dated November 18, 1969, containing information from the
clandestine Liberation Radio in Vietnamese to South Vietnam. The report is about a letter written by three
U.8. POWs concerning their release by the NFLSV Committee. The names of three individuals have
been withheld. The substantive portion of this document has been released.

This document is withheld in part on the basis of FOIA exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted

Dispositior

O Denied
@ Partial F
O Release
O Referrer



invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



'Roger Hall, et al. v. Central Intelligence Agency

‘FOIAIPA Request No.: F- 2003 00449
Document Number: Item4Coord C00465266 “
Date of Documént: ’August31 1966
Documénf Type: - .Memo/Report
Classification:’ ‘Unclassmed
From/To:

Document Pages: 5

FOIA Exemptions: ' | Dispositior

O Denied
Y(1) properly classified information , @ Partial F
(1) foreign government information ‘ O Release
)(1) foreign relations or foreign activities of the US O Referre
(1) intelligence activities (including special activities)
(1) intelligence methods
(1) intelligence sources (including confidential sources)
(2) internal rules and practices
(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
(5) deliberative process
(5) presidential communication
(6) personal privacy

b
b
b
b
b
b
b
b
b)(3
b
b
b
b
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(
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Justification Category 1Ds:

Document Description:

This document is a 5-page report, dated August 31, 1966, which includes information from a
special correspondent from the Soviet Union concerning the U.S. military and its alleged participation in
military operations in Laos. The names of individuals have been withheld. The substantive portion of this
document has been released.

This document is withheld in part on the basis of FOIA exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA



exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligénce Agency

FOIA/PA Request No.: F-2003-00449
Document Number: Iltem 4 Coord: COO479988
Date of Document: January 26, 1986
Document Type: Memo/Reporf a
Classificétidh: Se‘ér’etw -
From/To:

Status Report on Lao National Who Claimed

Subject: to Have Remains of an American Pilot

- Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

[J (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

[ (0)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[J (b)(5) attorney work product

1 (b)(5) deliberative process

L] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 1-page status report about a Lao national who claimed to have the remains of
an alleged American pilot and other information about live POWs. This document reveals information
about a human source, reveals internal CIA dissemination control information, markings and the name of
an individual all of which have been properly withheld. The substantive portion of this document has been
released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referret




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

document contains information relating to intelligence sources and methods, foreign relations or foreign
. activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of Executive

Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, personnel information and functions of the CIA that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document.pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about an individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003- 00449
Document Number: Item 4 Coord COO499049
Date of Document;’ UNDATED |
Document Type: lntelligence Réport
Classification: Uhdlassiﬁed
From/To: ClA/Others

Sighting of Deceased U S

Subject: Airman in Hanoi

Document Pages: 3

FOIA Exemptions:

[ (b)(1) properly classified information
[ (b)(1) foreign government information
[ (b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions) -
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(5) attorney-client privilege
(5) attorney work product
(5) deliberative process
(
(

(=)} oo O
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5) presidential communication
6) personal privacy

XOOOooooouooooo
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Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to intelligence consumers about the

sighting of a deceased U.S. airman who was removed from the wreckage of a B-52 aircraft that crashed in
"the Hanoi some time in December 1972. This document reveals the name of an individual which has
been properly withheld. The substantive portion of this document has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant o FOIA

Dispositior

O Denied
® Partial F
O Release
O Referre:



exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: 000492460 -
Date of Docurﬁent: UNDATED -
Document Type: !nt’velligehc-e‘ Réboﬁ |
Classification: Uﬁclaséified | |
From/To: ClA/Others |

U.S. POWSs in North Vietnam; Information

Subject: about Release

Document Pages: 4

FOIA Exemptions:

1) properly classified information

1) foreign government information

1) foreign relations or foreign activities of the US

1) intelligence activities (including special activities)

1) intelligence methods

1) intelligence sources (including confidential sources)

2) internal rules and practices )

3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication

6) personal privacy

XODOOOUOXXOOOoOOoogd

Justification Category IDs:

Document Description:

This document is a 4-page intelligence report, dated circa 1992, about U.S. POWs in North
Vietnam information concerning their release which was made by Hanoi Radio on North Vietham's
National Day. Internal CIA organizational notations such as dissemination control markings have been
withheld, in addition to the names of individuals. The substantive portion of this document has been
released. This document is UNCLASSIFIED, but the (b)(3) information remains statutorily exempted from
release under the FOIA.

This document is withheld in part on the basis of FOIA exemptions (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referre



Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational data and functions by the CIA that is specifically exempted from
disclosure pursuant to the Central intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Nurﬁber: ltem 4 Coord: 0004841 10
Date of Document: March 15, 1983 |
Document Type: Memo/Réport
Class‘ification: Secre‘t‘
From/To: o

Sightings of 30 Caucasian

Subject  bSws in Hanoi

Document Pages: 4

FOIA Exemptions:

(1) properly classified information
(1) foreign government information
(1) foreign relations or foreign activities of the US
(1) intelligence activities (including special activities)
(1) intelligence methods
(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
(3
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(
(
(
(
(
(
(
(

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
5) attorney-client privilege

5) attorney work product

(

3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(
(

) deliberative process
b)(5) presidential communication
) personal privacy

DO000000XKXKKOXXOOOX

Justification Category IDs:

Document Description:

This document is a 4-page intelligénce report, of which the first two pages are fax cover sheets

each dated March 15, 1983, from the CIA to other intelligence consumers. The report contains
information about the sighting of about 30 Caucasian prisoners in a Hanoi jail. This document information
about a source, reveals internal CIA dissemination control information, markings, a signature and
information about a CIA facility all of which have been properly withheld. The substantive portion of this
document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b}(1) and (b)(3).

Dispositior

O Denied
@ Partial F
O Release
O Referre:



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence sources and methods that is properly classified
pursuant to section 1.4(b), 1.4(c), 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, functions and personnel information by the CIA that
is specifically exempted from disclosure pursuant to the Central intelligence Agency Act of 1949, and thus
is protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document {o determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item”4u Coord: | C00579940
Date of Document; UNDATED -
Document Type: Intelligence Report
Classification: Seéret o

From/To: CIA/Others

Report of Meeting with American

Subject: oyt POW

Document Pages: 1

FOIA Exemptions: - Dispositior

O Denied
(b)(1) properly classified information @ Partial F
[ (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referret

(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles).
(b)(5) attorney-client privilege
(b)(5) attorney work product

(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy

XUOOODOOXKKXOXKXX

Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers about
a report provided by a source of a méeting with an American POW pilot. This document reveals
information about a source, foreign liaison, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the name of individuals all which have been properly withheld.
The substantive portion of this document has been released. It is currently and properly classified
SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This’
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No F 2003 00449

Document Number: ltem 4 Coord 000579941
Date of Docurﬁent: UNDATED :
- Document Type: Intelligence Report
Classification: Secfei |
From/To: ClA/Others

lnforma'uon about Two Amencan POWs

Subject: Missing in Laos

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
< (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
two American POW pilots missing in Laos. This document reveals information about a source, identifies
the location of CIA facilities overseas, reveals internal CIA control markings, dissemination control
information and the name of individuals all which have been properly withheld. The substantive portion of
this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior
O Denied
@ Partial F

O Release
O Referre




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F- 2003 00449
Document Number: Item 4 Coord C00480319 |
Date of Document: November 22, 1985 N
Document Type: Cable o
Cblassification: Secret
From/To: CIA/Others

Alleged Remains of Three Servicemen

Subject: in Savannakhet Province, Laos

" Document Pages: 1

FOIA Exemptions: ' Dispositior

- O Denied

b)(1) properly classified information @ Partial F

b)(1) foreign government information O Release

b)(1) foreign relations or foreign activities of the US O Referre:
b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(5) attorney-client privilege

(5) attorney work product

(5) deliberative process

(5) presidential communication

(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page cable from the CIA to other government entities about the alleged
remains of three POW/MIAs in Savannakhet Province, Laos. The document reveals identifying
information about a human source who provided the information about the alleged remains, identifies the
location of CIA facilities overseas, and reveals CIA internal control markings, dissemination information,
and information about three individuals, all of which have been properly withheld. The substantive portion
of this document has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains.ClA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of three individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: item 4 Coord COO478981
Date of Document: UNDATED -
Document Type: Memo/Report
Cléssification: Secret |
From/T 6: ‘CIA/Others
Subject: Dlscovery of U S Servtceman ] Dog Tag

Document Pages: 1

FOIA Exemptions: Dispositior

' : . O Denied
{b)(1) properly classified information ‘ : @ Partial F
L] (b)(1) foreign government information ' O Release

(b)(1) foreign relations or foreign activities of the US O Referret
b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(5) attorney-client privilege

(5) attorney work product

(5) deliberative process

(5) presidential communication

(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers

containing information about the discovery of two dogs tags discovered in 19810f a U.S. serviceman on
Bach Ma Mountain, Binh Tri Thien Province. The document reveals identifying information about a
human source and internal CIA numbers and dissemination control markings, as well as information about
an individual, all of which have been properly withheld. The substantive portion of this document has
been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)}{(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption {b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the name and religious affiliation of an individual. Because this withheld information provides
personal identifying information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIAIPA Request No.: F-2003-00449 |
'Documenf Number: item 4 Coéfd: 000478831 |
Date of Document: U’NbATED‘ | B N
Documen{ Type: Mehwo/Repbrt |
Classification:  Unclassified
From/To: ClA/Others
Subjoc DOVIngofa US, Aot in ot Gl

Document Pages: 2

FOIA Exemptions:

1) properly classified information

1) foreign government information

1) foreign relations or foreign activities of the US

1) intelligence activities (including special activities)
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b)(1) intelligence methods
) intelligence sources (including confidential sources)

2) internal rules and practices
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)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege A

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page report from the CIA to other intelligence consumers containing
information about the downing of a U.S. aircraft in North Central Vietnam in 1972 as well as information
about the location of a POW camp. Internal CIA organizational notations such as dissemination control
markings and CIA numbers have been withheld, in addition to information about an individual. The
substantive portion of this document has been released. This document is UNCLASSIFIED, but the
redacted information remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA exemptions (b)(3) and (b)(6).

(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

Dispositior

O Denied
® Partial F
O Release
O Referre:



Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational data and functions by the CIA that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b){6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b}{6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about an individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelhgence Agency

FOIA/PA Request No.:  F-2003- 00449
Document Number: ltem 4 Coord: C00478804
Date of Document: UNDATED
Document Type: Memo/Report |
Classification: Secret
From/To: CIA/Others

Downing of Two U.S. Alrcraft in

Subject: Quang Ninh Province in Mid-1964

Document Pages: 2

FOIA Exemptions:

(b)}(1) properly classified information
[J (b)(1) foreign government information
(1) foreign relations or foreign activities of the US
1) intelligence activities (including special activities)
1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
) attorney-client privilege '

5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers
containing information about the downing of two U.S. aircraft in Quang Ninh Province in mid-1964, the
information of which was provided by a human source. The document reveals identifying information
about a human source, identifies the location of a CIA facility overseas, reveals internal CIA numbers and
dissemination control markings, as well as information about an individual, all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified SECRET.

Dispositior

O Denied
@ Partial F
O Release
O Referre



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number: ltem 4 Coord COO478680 |
Date of Document: UNDATED -
Document Type: -Memo/Report
Classification:  Secret
FrmeT o | CIA/Others

Report of Wreckage and Bodles of u. S

Subject: MIA Personnel in Southern Vietnam

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)}(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

{b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)

(b)

(b)
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b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers
containing information about wreckage and bodies of U.S. MIA personnel allegedly found in Ben Cat,
Southern Vietnam in mid-November 1983. The document reveals identifying information about a human
source, reveals internal CIA numbers and dissemination control markings, as well as information about an
individual, all of which have been properly withheld. The substantive portion of this document has been
released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions {b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release

O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name and religious affiliation of an individual. Because this withheld information provides
personal identifying information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelhgence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: | Item 4 Coord COO478654 o
Date of Document: UNDATED o
Document Type: Mem-b “ “
Classification: Secrét
Frdmfl' o: CIlA/Department of Défenée |

Translation of Letter from the SRV

Subject: Containing Information about U.S. Graves

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices

&< (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (sources and methods)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
[ (b)(5) attorney-client privilege :
[ (b)(5) attorney work product
L] (b)(5) deliberative process
L] (b)(5) presidential communication
b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 1-page memorandum from the CIA to the Department of Defense about the
translation of a letter from the SRV containing information about the alleged discovery of six graves. The
document reveals information about human sources, internal CIA control markings, dissemination control
information, in addition to names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior
O Denied
® Partial F

O Release
O Referre:



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b){1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is 4
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption {b){6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and religious affiliation of individuals. Because this withheld information provides
personal identifying information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOINPA Request No.: F 2003 00449
Document Number: Item 4 Coord C00474164
Date of Document: | January 3, 1973
Document Type: HMemo
Classmcatlon: Confldentlal
Fromfl' o:

Subiect: S‘ighting of a Captured U.S. Officer and
Ject Hearsay Info on Death of Another Officer
Document Pages: 2

FOIA Exemptions:

X (b)(1) properly classified information

] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

L7 (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

{(b)(5) attorney-client privilege

(b)(b) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XDDDDDDK{XHX

Justification Category |Ds:

Document Description:

This document is a 2-page memorandum about the sighting of a captured U.S. officer in Quynh
Luu District, Nghe An Province in North Vietnam, and hearsay information about the death of another
officer. The document reveals identifying information about a human source, internal CIA control
markings, dissemination control information, in addition to names of individuals all of which have been
properly withheld. The substantive portion of this document has been released. It is currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of -
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause damage to the national security. Additionally, the information
withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under
Executive Order 12958, as amended. The CIA has determined that the information withheld pursuant to
exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F- 2003 00449
Document Number: ltem 4 Coord COO474129
Date of Document: UNDATED
Document Type: Intelligence Rebort |
Classification: Confidenﬁal o
o From/To: CIA/Others

Slghtmgs ofa Downed U S Plane in

Subject: North Vietnam

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information
(b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
)(1) intelligence sources (including confidential sources)
)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process
(
(

(
(b
(b
(
(
(
(
(
(
(

b)}(5) presidential communication
b)(6) personal privacy

EDDDDDDE%EEDEEK{EDE

Justification Category {Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the sightings of a downed U.S. plane in Nghe An Province in North Vietnam. This document reveals
information about a human source, reveals internal CIA control markings and dissemination control .
information, and the name of two individuals all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior
O Denied
® Partial F

O Release
O Referre:



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, even though the document is UNDATED, and assuming it is older than 25
years, the information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at
25 years under Executive Order 12958, as amended. The CIA has determined that the information
withheld pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under
Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1948, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of two individuals. Specifically, this document contains personal information
including the name of the two individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central lntelllgence Agency

FOIA/PA Request No.:  F- 2003 00449
Document Number: jtem 4 Coord 000493226
Date of Document: May 15 1987
Document Type: Ca ble
Classification: Secret
From/To: ClA/Others

Alleged Remams of a U S Alrman

Subject: - \ected in 1984

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information
] (b)(1) foreign government information
b){(1) foreign relations or foreign activities of the US
b)(1) intelligence activities (including special activities)
)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods) -
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege ‘
b)(5) attorney work product
{(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 1-page cable from the CIA to other government entities about the alleged
remains of a U.S. airman collected in 1984 on Phuong Hoang mountain in the highlands of South Vietnam
as of early 1986. The document reveals identifying information about human sources and reveals CIA
internal control markings, dissemination information, and information about an individual, all of which have
been properly withheld. The substantive portion of this document has been released. Itis currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including information for an individual's dog tag. Because this withheld information provides personal
identifying information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: item 4 Coord: C00480291
Date of Document: November 6, 1986

Document Type: Cable

Classification: Secret
From/To: CIA/Others

Dog Tag lnformatlon about Possnble

Subject: MIA

Document Pages: 1

FOIA Exemptions:

{(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A( )(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(b) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy

VADDDDDDEE%HD%E

Justification Category IDs:

Document Description:

This document is a 1-page cable from the CIA to other government entities about information
provided by a source concerning dog tag information about U.S. military personnel who were MIA during
the Vietnam war. The document reveals identifying information about a source, and reveals CIA internal
control markings, numbers and dissemination information, and information about individuals, all of which
have been properly withheld. The substantive portion of this document has been released. It is currently
and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the name, religious affiliation, blood type and social security number of individuals. Because
this withheld information provides personal identifying information about particular individuals, it is
protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CiAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4’Coord: COO471§81
Date of Document:  April 18, 1973
Document Type: . Intelligence Rébor’t
Classification: Confidential‘ |
From/To: | CIA/O‘;Hefs

Subject: Sightings of Dead U.S. Pilot in

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

LI

(

X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ ] (b)(5) attorney-client privilege

] (b)(5) attorney work product

[ (b)(5) deliberative process

L] (b)(5) presidential communication

Xl (b)(6) personal privacy

Justification Category |1Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the sighting of a dead U.S. pilot in Hoa Binh Province, North Vietnam. This document reveals identifying
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referre:



Exemption {b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about individuals, it is protectable under exemption {b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CiAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request’ No.: F-2003-00449
- Document Number:  Item 4 Coord: COO4719?7 | -
Date of Document: | February 1"6,‘ 1973 -
Document Type: | lnfelfigencé Report :
Classification: Covnf.identiél‘ |
From/To: CIA/Others

Sighting of U.S. Pilot in

Subject: North Vietnam

Document Pages: -4

FOIA Exemptions:

(b)(1) properly classified information

[1 (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (hames)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

¥(5) attorney work product

(5) deliberative process

5) presidential communication

6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the sighting of a U.S. pilot in Gia Lam District, Hanoi, North Vietnam. This document reveals identifying
information about a human source, identifies the location of CIA facilities overseas, reveals internal CIA
control markings, dissemination control information and other CIA numbers, and the name of an individual
all of which have been properly withheld. The substantive portion of this document has been released. It
is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)}(6). .

Dispositior

O Denied
® Partial F
O Release
O Referre:



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b){1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

, Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b}(3). '

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about an individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
. releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Centrél Intelligence Agency

FOIA/PA Request No.: F?2003-00449
Document Number: Item 4 ‘Coord: COO471 972‘
Date of Document: February 14 1973 o
Document Type: Inten’igenc‘e Report |
Classificatfon: Confidenﬁal |
FrbmlT o | ClA/thefs
Subject: ) Sighting of U.S. POW inquovrth Viet’né-m»
Document Pages: 5 o

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information @ Partial F
(b)(1) foreign goverﬁment information O Release
(b)(1) foreign relations or foreign activities of the US O Referre
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b
(
(
(
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XX OK
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)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product

(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy

Justification Category |Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the sighting of a U.S. POW in Nam Ha Province, North Vietnam. This document reveals identifying
information about a human source, identifies the location of CIA facilities overseas, reveals internal CIA
control markings, dissemination control information and other CIA numbers, and the name of an individual
all of which have been properly withheld. The substantive portion of this document has been released. It
is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name and date of birth of an individual. Because this withheld information provides personal
identifying information about an individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge’'s Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA.Request No.: F-2003-00449
Document Number: Item4Co§rd: COO4’71969
Date of Document: FebruaryM, 1973 | |
Document Type: | Infelligence Report “ |
Classifiéation: Confiaéntial -
From/To: ‘CIA/Othéfs N

Sighting of U.S. POW in North

Subject: Vietnam

Document Pages: 4

FOIA Exemptions:

{b)}(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
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b
b
b)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process

(b)(5) presidential communication
(b)(6) personal privacy
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Justification Category I1Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the sighting of a dead U.S. pilot in Hoa Binh Province, North Vietnam. This document reveals identifying
information about a human source, identifies the location of CIA facilities overseas, reveals internal CIA
control markings, dissemination control information and other CIA numbers all of which have been
properly withheld. The substantive portion of this document has been released. ltis currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositior

O Denied
® Partial F
O Release
O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3). '

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CiAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request Nb.: F-2003;00449 .
Document Numb‘er: ltem 4 Codrd: COO‘471953‘
Date of Document: February.Q, 1973 |
| Document‘T:ype: iritéllige‘rice Report
Classification: Confi‘dentiél -
From/To: CIA/Others |

.. Sighting of Downed U.S. Jetin
Subject:  \orth Vietnam
Document Pages: 5

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods '

(b)(1) intelligence sources (including confidential sources)

L] (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[J (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 5-page intelligence report from the CIA to other intelligence consumers about
the sighting of a downed U.S. jet in Nam Ha Province, North Vietnam in which pilots were reportedly
killed. This document reveals identifying information about a human source, identifies the location of CiA
facilities overseas, reveals internal CIA control markings, dissemination control information and other CIA
numbers, and the names of individuals all of which have been properly withheld. The substantive portion
of this document has been released. ltis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referrex



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: COO471910
Date of Document: January 31, 1973- -
Document Type: | Intelligence Reporﬁ
Classification: Confidential
From/To: CIA/Others
Subject:  Sighting of Two U.S. Pilots

Document Pages: - 3

FOIA Exemptions:

b)(1) properly classified information

b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b

(
(

(
(
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about

the sighting of two U.S. pilots in An Thuy District, Haiphong Municipality. This document reveals
identifying information about a human source, identifies the location of CIA facilities overseas, reveals
internal CIA control markings, dissemination control information and other CIA numbers, and the names of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3). :

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449 |
Document Number:  item 4 Coord: COO492386
Date of Document:  June 11, 1992 -
Docurﬁeni Type: Letter |
Classification: FUnclassified
From/To:  CIA/Select Committee on POW/MIA Affairs
Subject: Reéponse to Seafch‘R‘eq‘ue‘st‘ - |

Document Pages: 1
FOIA Exemptions:

L] (b)(1) properly classified information

1 (b)(1) foreign government information

L] (b)(1) foreign relations or foreign activities of the US

L] (b)(1) intelligence activities (including special activities)

(I (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b}{2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b}{(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page letter from the CIA to the Chief Counsel of the Select Committee on
POW/MIA Affairs in response to a search request made to the CIA by the Select Committee. Internal CIA
organization notations such as CIA numbers, markings and a signature have been withheld, as well as
information about an individual. The substantive portion of this document has been released. This
document is UNCLASSIFIED but the redacted (b)(3) information remains statutorily exempted from
release under the FOIA.

This document is withheld in part on the basis of FOIA Exemptions (b)(3) and (b)(6).

Dispdsitior
O Denied
® Partial F

O Release
O Referre:



Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)}(3). This
document contains internal organizational information, personnel information and functions of the CIA that
is specifically exempted from disclosure pursuant to the Central intelligence Agency Act of 1949, and thus ~
is protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003- 00449
Document Number: ltem 4 Coord COO492383
Date of Document: | April 7, 1992
Document Type: Lettér | -
Classification:  Unclassified
Ffom/T o CIA/Seléct Commit-teencgn POW/MIA Affairsb
Subject: Response to Réqﬁest | |

Document Pages: 1

FOIA Exemptions: ‘ Dispositior
O Denied

b)(1) properly classified information @ Partial F
b)(1) foreign government information O Release
b)(1) foreign relations or foreign activities of the US O Referret
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
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(b}(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources .and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b}{(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

{(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

{b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product
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)
5) deliberative process
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5) presidential communication
6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page letter from the CIA to the Chairman of the Select Committee on
POWI/MIA Affairs about the CIA's response to a letter from the Committee requesting copies of all CIA
intelligence reports on American prisoners or detainees after March 29, 1973. Internal CIA organization
notations such as CIA numbers, markings and a signature have been withheld. The substantive portion of
this document has been released. This document is UNCLASSIFIED but the redacted information
remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA Exemption (b)(3).



Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational information, personnel information and functions of the CIA that

is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus
is protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number: ltem 4 Coord: C00492314
Date of Document: January 22, 1992 :
Document Type: Lettef |
Classification: ‘Secret
From/’f"o: CIA/Sélect Comkmkittéeﬂ on POW/MIA Affairé

Response to Letter Addressing

. Subject: Soviet Involvement with POWs

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

L1 (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
{b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(
(
(
(

b
b
b
b)(5) attorney work product
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)
)
b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page letter from the CIA to the Vice Chairman of the Select Committee on

POWI/MIA Affairs about the CIA's response to the Committee's inquiry regarding Soviet involvement with
American POWSs. The document reveals information about sources, reveals internal CIA dissemination
control markings, numbers and a signature all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositior

O Denied
® Partial F
O Release
O Referre



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage 1o the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by éxemption (b)(3). This
document also contains CIA internal organizational data, personnel information and functions that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number: - Item 4 Coo‘rd: C00492268 |
Date of Documen\t: Jahﬁary 21, 1992W -
Document Type: Letter o
Classification: Seéfet
FromIT 0: ClA/Select Corhrhitteé .oh POW/MIA Affa-irs

Response to Letter Addressing

qujeCt - Soviet Involvement with POWSs

Document Pages: 2

FOIA Exemptions: : Dispositior

O Denied

(b)(1) properly classified information ® Partial F

(b)(1) foreign government information O Release

(b)(1) foreign relations or foreign activities of the US O Referret
(b)(1) intelligence activities (including special activities)

——

b)(1) intelligence methods

)(1) intelligence sources (including confidential sources)

)(2) internal rules and practices '

)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product

(5) deliberative process

)(5) presidential-communication

b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page letter from the CIA to the Chairman of the Select Committee on
POWI/MIA Affairs about the CIA's response to the Committee's inquiry regarding Soviet involvement with
American POWSs. The document reveals information about sources, reveals internal CIA dissemination
control markings, numbers and a signature all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, personnel information and functions that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003- 00449
Document Nurﬁber: ltem 4 Coord COO482986 .
Date of Document: UNDATED -
Document Type: Memo/Report
Classification: Secret
Frohﬂ o: CIA/Others

Subject: Slghtmgs of Alleged Former U. S Mmtary

Technician Being Held Prisoners

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

{b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (functions)

}(3) Section 6, Central Intelligence Agency Act of 1949, as amended (hames)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

}(B) attorney-client privilege

}(5) attorney work product

}(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers
containing information about the sighting of an alleged former U.S. military communications technician
being held prisoner in the Bein Hoa area. The document reveals identifying information about human
sources, reveals internal CIA numbers and dissemination control markings all of which have been .
properily withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositior

O Denied
@ Partial F
O Release
O Referre



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Reduest No.: F-2003-‘O‘O449k
Document Number: Item 4 Coord: C00473354 .
Date of Document; UNDATED |
Document Tybe: Inte”!-ligvence Repéﬁ :
Classification:  Confidential
From/To: | ClA/Others
Subject: Americaﬁ Remaining ih Saiédh

Document Pages: 3

FOIA Exemptions:

1) properly classified information

1) foreign government information

1) foreign relations or foreign activities of the US

1) intelligence activities (including special activities)

1) intelligence methods

1) intelligence sources (including confidential sources)

P ==

) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)(3) Section 6, Central intelligence Agency Act of 1949, as amended (functions)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

)(5) attorney-client privilege

)(5) attorney work product

}(5) deliberative process
X
X
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5) presidential communication
b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
Americans remaining in Saigon in 1975. The document reveals identifying information about a human
source, reveals CIA internal control markings, dissemination information, and information about
individuals, all of which have been properly withheld. The substantive portion of this document has been
released. ltis currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
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O Release
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document contains information relating to intelligence activities, sources and methods, foreign relations or
- foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause damage to the national security. Additionally, even though the
document is UNDATED, and assuming it is older than 25 years, the information withheld pursuant to
exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order 12958, as
amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is also
exempt from automatic declassification at 25 years under Executive Order 13526,

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, religious affiliation and medical information about individuals. Because this withheld
information provides personal identifying information about particular individuals, it is protectable under
exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelllgence Agency

FOIA/PA Request No.. F- 2003 00449
Document Number: Item 4 Coord COO473352
Date of Document: UNDATED
Document Type: Memo
Classification: Secret
From/To:

Release of Study on Vietnamese

Subject: Policy on POWs

Document Pages: 3

FOIA Exemptions:

b)(1) properly classified information

b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

(1) intelligence methods

(1) intelligence sources (including confidential sources)

(2) internal rules and practices

(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
{3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
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3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

b
b
b
b
b
b
b
b

o O

(b)
(b)
(b)
(b)
(b)
(b)
(b)
(b)
(b)
(b)
(b)
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Justification Category IDs:

Document Description:

This document is a 3-page memorandum about the release of a 1975 counterintelligence study to

cleared congressional personnel, entitled "North Viet-Nam: The Responsibilities of the Democratic
Republic of Vietnam Intelligence and Security Services in the Exploitation of American Prisoners of War."

"~ The document reveals identifying information about human sources, reveals internal CIA numbers and
dissemination control markings all of which have been properly withheld. The substantive portion of this
document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)}(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b}(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelhgence Agency

FOIA/PA Request No.: F 2003 00449
Document Number: Item 4 Coord: C(Y)O’492v384 a
Date of Document: = April 8, 1992 o
| Documént Type: Mérﬁo/Repbrt
C!assificétion: S”écret
From/To:

Intelligence Briefing for Senate

Subject:  gjoct Committee on POW/MIAS

Document Pages: 17

FOIA Exemptions:

)(1) properly classified information

(1) foreign government information

)(1) foreign relations or foreign activities of the US
(1) intelligence activities (including special activities)
)

)

)

)

o T o

o

b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
(2) internal rules and practices
(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy
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Justification Category IDs:

Document Description:;

This document is a 17-page report prepared for an intelligence briefing for the Senate Select
Committee on Prisoners of War and the Missing in Action. The document reveals identifying information
about sources, reveals CIA internal notations and information about individuals, all of which have been
properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b){6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b){6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelhgence Agency

FO!AIPA Request No.: F 2003 00449
Document Number: Item 4 Coord COO482999
Date of Document: UNDATED
Document Typeﬁ ’ Intellugence Report
Classification: Unclassified
From/To: CIA/Others

Informatlon on U S. POWs Bemg Held

Subject: ' aavannakhet Province

Document Pages: 1

FOIA Exemptions: Dispositior
O Denied

b)(1) properly classified information ® Partial F
b)(1) foreign government information O Release
b)(1) foreign relations or foreign activities of the US O Referre
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

o

)
)
)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
)
)
)
)
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5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication
6

o

=AR=R"]
P e e s e R e T N s s s s s s s s s s

XOOOOOOXXOOOOooooo

ersonal privacy

Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers
containing information about U.S. prisoners of war being held in Savannakhet Province, Laos and Svay
Rieng Province, Kampuchea. Internal CIA organizational notations have been withheld, in addition to
information about an individual. The substantive portion of this document has been released. This
document is UNCLASSIFIED, but the redacted information remains statutorily exempted from release
under the FOIA.

This document is withheld in part on the basis of FOIA exemptions (b)(3) and (b)(6).



Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational data and functions by the CIA that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about an individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClA s
réleasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelllgence Agency

FOIA/PA Request No.:  F-2003- 00449
Document Number: ltem 4 Coord C00480354
Date of Document: December 23 1986
Document Type: Cable
Classification:  Secret
From/To: CIA/Others

Status of Alleged Live MIA American

Subject: Living in Laos

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(b) attorney-client privilege
{b)(5) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 2-page cable from the CIA to other government entities about the status of an
alleged live missing-in-action American in Khammouan Province, Laos. The document reveals identifying
information about human sources and reveals CIA internal control markings, numbers, dissemination
information, and information about an individual, all of which have been properly withheld. The
substantive portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including name, social security number and religious affiliation of an individual. Because this withheld
information provides personal identifying information about a particular individual, it is protectable under
exemption (b)(6). '

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F- 2003 00449
Document Numbef: Item 4 Coord COO473381
Date of Document: November 10 1976
Document Type: Letter
Classmcatlon: U‘nclassi’fied-
From/To: C’IA/Defen’se Intel!ibger’lce} Agency

Reply to Defense Intelligence Agency

Subject: re: Request

Document Pages: 1

FOIA Exemptions:

] (b)(1) properly classified information
[J (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
b (1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 8, Central Intelligence Agency Act of 1949, as amended (functions)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(
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5) attorney work product
5) deliberative process
b)(5) presidential communication

b)(6) personal privacy

)
)
)
b)(5) attorney-client privilege
)
)
)
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Justification Category IDs:

Document Description:

This is a 1-page letter from the CIA's Information and Privacy Coordinator to the Chief of the
PW/MIA Branch at the Defense Intelligence Agency. The document reveals internal CIA organizational
data, specifically a CIA reference number and internal notation. The substantive portion of this document
has been released. It is UNCLASSIFIED but remains statutorily exempt from release under the FOIA.

This document is withheld in part on the basis of FOIA exemption (b)(3). This document also
contains internal organizational data and functions by the CIA that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
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by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
) Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F- 2003 00449
Document Number: ltem 4 Coord COO473351
Date of Document: December 23 1975
Document Type: Memo
Classificetion: Secret
From/To:

Americans Allegedly Held as

Subject:  55\vs in Cambodia

Document Pages: 1

5) deliberative process
5) presidential communication
6) personal privacy

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

O (b)(2) internal rules and practices

(b)}(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (functions)

L] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

L] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

CJ (b)(5) attorney-client privilege

L] (b)(5) attorney work product
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Justification Category IDs:

Document Description:

This document is a 1-page memorandum about Americans who were allegedly being held as

POWs in Cambodia. This document identifies the location of CIA facilities overseas, reveals foreign
liaison information, internal CIA control markings, numbers, a signature and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. It is
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to foreign government information, intelligence activities, sources
and methods, foreign relations or foreign activities of the United States, including a confidential human
source that is properly classified pursuant to sections 1.4 (b), 1.4(c) and 1.4(d) of Executive Order 12958,
as amended. Disclosure of the information withheld pursuant to exemption (b)(1) reasonably could be
expected to cause serious damage to the national security. Additionally, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, personnel information and functions of the CIA that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b){6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIAIPA Request No.: F-2003-00449
Documeni Number: ltem -4 Coord: COO493328 .
Date of Document: June 12, 1987 -
Document Type: lntell‘igénce R.ep”ort -
Classification: Secret |
From/To: ClA/Others

Alleged Photographs and Letter

Subject:  fom American POW in Laos

~ Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices ‘

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
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)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

an alleged photograph and letter of a live American POW in Savannakhet Province, Laos, received in May
1987. This document reveals identifying information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the name of an individual all of
which have been properly withheld. The substantive portion of this document has been released. It is
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b}(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the

information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number; Civil Action 04-00814 (HHK)
Judge's Initials: HHK -



Roger Hall, et al. v. Central lntelllgence Agency

FOIA/PA Request No.: F-2003- 00449
Document Number: Item 4 Coord COO493223 |
Date of Document: l\/lay 1, 1987
Document Type: Céble
Classificatisn: Sebrét
From/To: CIA/Others

Sighting of an Amencan in

Subject: Northern Vietnam

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

LI (b)(1) foreign relations or foreign activities of the US

(] (b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

{b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

L] (b)(5) attorney-client privilege

[J (b)(5) attorney work product

(] (b)(5) deliberative process

L] (b)(5) presidential communication

LJ (b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about

the sighting of an American near a reeducation camp in Hoang Lien Son Province, North Vietnam during
1976-77. This document reveals information about a human source, internal CIA control markings,

dissemination control information and other CIA numbers all of which have been properly withheld. The
substantive portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)

Dispositior

O Denied
® Partial
O Release
O Referre



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by.exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelllgence Agency

FOIA/PA Request No F 2003 00449
Document Number: Item 4 Coord: C00493153 |
Date of Document: -+ April 8, 1987
Document Type: Intelligence Report
Cléssification: Secret |
From/To: CIA/Others
Subject:  Alleged Amencan POW in Laos

Document Pages: 1

FOIA Exemptions:

1) properly classified information
1) foreign government information
b)(1) foreign relations or foreign activities of the US
1) intelligence activities (including special activities)
1) intelligence methods
1) intelligence sources (including confidential sources)
2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
)(5) deliberative process
)(5) presidential communication
)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers about
an alleged American POW/MIA being cared for in the Saleo Village, Savannakhet Province, Laos. This
document reveals identifying information about a human source, internal CIA control markings,
dissemination control information and other CIA numbers, and the names of individuals all of which have
been properly withheld. The substantive portion of this document has been released Itis currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referre




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the

information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempied
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FCIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Codrd: C00497782 N
Date of Document:  October 12, 1990 -
Document Type: Intelligence Rebdft |
Classification: Secret |
From/To: CIA/Others

. REmains, Dog Tags and Live
Subject: Sightings in Laos

Document Pages: 2

FOIA Exemptions: Dispositior

' ' O Denied
(b)(1) properly classified information @ Partial F
[T (b)(1) foreign government information O Release

(b)(1) foreign relations or foreign activities of the US O Referre
b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

)(2) internal rules and practices

)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

] (b)(5) presidential communication

(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
information obtained in mid-summer 1990 about the remains, dog tags and live sighting of POW/MIAs in
Laos. This document reveals sources, internal CIA control markings, dissemination control information
and other CIA numbers, and the names of individuals all of which have been properly withheld. The
substantive portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the name, social security number, blood type and/or religious affiliation of individuals. Because
this withheld-information provides personal identifying information about particular individuals, it is
protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-OO449
Document Number: | Item 4 Coord: COO474260 “
Date of Document: December 18, 1979 | |
Document Type: Cable S
Classificétion: Sécret |
From/To: ClA/Others
Subject: Possible U.S. POWSs in Laos‘ |

Document Pages: 1

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information ® Partial F
[ (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions) -

D (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

L] (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[ (b)(5) deliberative process

[ (b)(5) presidential communication

] (b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 1-page cable from the CIA'to other intelligence consumers about possible U.S.
POWs in Laos. This document reveals clandestine operations, identifies the location of a CIA facility
overseas, internal CIA notations, dissemination control information and other CIA numbers all of which
have been properly withheld. The substantive portion of this document has been released. ltis currently
and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This




document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, personnel information and functions of the CIA that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: bltem 4 Coord: COO474148 | :
Daté‘ of Document: UNDATED o -
Document Type: lntélligenbe Report -
 Classification: Secret
From/To: CIA/Others
Americans R"er‘n'aini‘r-xg in Safgoﬁ; POWS
Subject:  Held in Vietnam; and Two Americans Living

in Red Cross Compound in Saigon

Document Pages: 8

FOIA Exemptions: ' Dispositior

4 O Denied
(b)(1) properly classified information ® Partial F
L] (b)(1) foreign government information » | O Release

X (b)(1) foreign relations or foreign activities of the US O Referre

)
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices '
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
)
)
)
)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege '

b)(5) attorney work product

b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy
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Justification Category [Ds:

Document Description:

This document is 8-pages and includes two intelligence reports from the CIA to other intelligence
consumers. The first report, which is 3-pages, is about American remaining in Saigon, the reported
capture of two Americans near Vung Tau, and American POWs, included war wounded, allegedly still
being held in Vietnam. The second report, which is 5-pages, is about two male Americans living with the
International Red Cross in Saigon as of mid-May 1976. This document reveals identifying information
about a human source, reveals internal CIA notations, dissemination control information and other CIA
numbers, and the names of individuals all of which have been properly withheld. The substantive portion




of this document has been released. It is currently and properly classified SECRET.
This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b){1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, even though the document is UNDATED, and assuming it is older
- than 25 years, the information withheld pursuant to exemption {b)(1) is exempt from automatic
declassification at 25 years under Executive Order 12958, as amended. The CIA has determined that the
information withheld pursuant to exemption (b)(1) is also exempt from automatic declassification at 25
years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is

releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge’'s Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449 |
Document Number:’ Item 4 Coofd: COO480268
Date of Document:  October 24, 1986 |
Documeni Type: lnvtell-igénc‘:e Répbﬁ
Classification:; Secret' -
From/To: CIA/Otherév

Alleged Location of Live American

Subject: POWs in Laos

Document Pages: 5

FOIA Exemptions: ‘ Dispositior

O Denied
(b)(1) properly classified information @ Partial F
[ (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre:

(b)(1) intelligence activities (including special activities)

_ (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

L] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended {functions)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(5) attorney-client privilege

(5) attorney work product

(5) deliberative process

(5) presidential communication

(6) personal privacy
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Justification Category IDs:

Document Description:

This document is 5-page intelligence report from the CIA to other intelligence consumers about

the alleged location of live American POWSs in Luang Prapang Province, Laos. This document reveals
identifying information about a human source, reveals internal CIA notations, dissemination control
information and other CIA numbers, and the name of an individual all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and {b)(6).




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is

releasing all information that was segregable and not otherwise exempt.

- Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Ddcument Nﬁmber: ltem 4 Coord: -000480121
Date of Document: UNDATED -
Document-Type: : lnte-l‘l‘i.ge‘ncé Réboﬁ
Classification: , Séérét -
Ffom/T o: CIA/’OMthversb |
Subject: | Crash-S‘it‘e in Vnetnam

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information
(1 (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended {names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege \
b)(5) attorney work product
b)(5) deliberative process
(5) presidential communication
(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

a crash site in Binh Tri Thien or Quang Nam-Da Nang Province, in Vietnam. The document reveals
identifying information about a human source and internal CIA numbers, dissemination control markings,
as well as information about an individual, all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

Dispositior

O Denied
® Partial F
O Release
O Referre




document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name and religious affiliation of an individual. Because this withheld information provides
personal identifying information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: = ltem 4 Coord: COO492478 -
Date of Doéument: Ociober 2, 1992 S
Documént Type: Lett‘er" .
Classification: Secr‘et’ |
From/To: | ClA/Select Commfﬁee on POW/MIA Affa-i‘fs

Information Re: Laos Refugee and

Subject: Sightings in Laos

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended {names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
)(5) attorney-client privilege
)(5) attorney work product
)
)
)
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b)(5) deliberative process
(5) presidential communication
(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page letter from the CIA to the Chief Counsel of the Select Committee on
POW/MIA Affairs about the CIA's response to the Committee's inquiry regarding a Lao refugee and
reported sightings in Maung Ngoy, Laos. The document reveals information about human sources,
internal CIA control markings, numbers and a signature all of which have been properly withheld. The
substantive portion of this document has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositior
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. :

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)}(3). This
document also contains CIA internal organizational data, personnel information and functions that is
specifically exempted from disclosure pursuant to the Central intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003~OO449
Document Number:  Item 4 Coord: >C004955-77‘
Date of Document: May 1, 1989 | :
Document Type: Memb/Réport
Classification: Secret
From/To:

Subject: Perestroyka, Lao Style: Implications

Document Pages: 28

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(7) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices ‘

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

[] (b)(5) presidential communication

] (b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 28-page report titled Perestroyka, Lao Style: Implications for Vietnam and the
United States. The document reveals identifying information about numerous sources, including foreign
liaison, reveals internal CIA dissemination control markings, numbers, notations and identifies CIA officers
all of which have been properly withheld. The substantive portion of this document has been released. It
is currently and properly classified SECRET. '

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositior

O Denied
@ Partial F

" O Release

O Referre




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to foreign government information, intelligence activities, sources
and methods, foreign relations or foreign activities of the United States that is properly classified pursuant
to sections 1.4(b), 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the information
withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage to the
national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, personnel information and functions that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: lterﬁ 4 Cdbrd: C00495564
Date of Document: bAp’ril 27, 1589 .
Document Type: Cbablé -
Classification: Secret"
From/To: CIA/Others

Misc. Information on POW/MIA

Subject: Live Sightings, Dog Tags & Remains

Document Pages: 2

FOIA Exemptions: : - Dispositior
O Denied

(b)(1) properly classified information @ Partial F

(b)(1) foreign government information O Release

b)(1) foreign relations or foreign activities of the US O Referre:

b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended {functions)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(5) attorney-client privilege :
(5) attorney work product
)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page cable from the CIA to other government entities about miscellaneous
information about POW/MIA live sightings, dog tags and remains. The document reveals identifying
information about numerous human sources, identifies the location of CIA facilities overseas, CIA internal
control and dissemination markings and information about individuals, all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)}(6).




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, blood type and/or religious affiliation of individuals. Because this withheld
information provides personal identifying information about particular individuals, it is protectable under
exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelhgence Agency

FOIA/PA Request No.: ‘F 2003 00449
Document Number: Item 4 Coord: COO49558‘3‘
Date of Document: June 6, 1989 N
Document Type: Cable
Classification: Secret
Fromff o: ClA/Others
Subject: POW Cémps Near Kontum

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information
[ (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
B4 (b)(1) intelligence methods
X (b)(1) intelligence sources (including confidential sources)
(] (b)(2) internal rules and practices
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
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)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
b)}(5) deliberative process
b)(5) presidential communication

)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 2-page cable from the CIA to other government entities about POW camps

near Kontum. The document reveals identifying information about a human source, CIA internal
dissemination markings, numbers and notations and information about individuals, all of which have been
properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

Dispositior

O Denied
® Partial F
O Release
O Referre




document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, social security number, date of birth, place of birth and religious affiliation of
individuals. Because this withheld information provides personal identifying information about particular
individuals, it is protectable under exemption (b)(B).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClA s
releasing all information that was segregable and not otherwise exempt. .

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Co‘ord: C00495609 o
Date of Document; Februavry 9, 1990 -
'Ddcumént Type: | FCa‘ble N
Classification: | Secrét
| From/To: CIA/Others

Claimed Sighting of American in

Subject: 15’ Chi Minh City

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

L (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

Xl (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

L] (b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page cable from the CIA to other intelligence consumers about a claimed

sighting of an American in Ho Chi Minh City. The document reveals identifying information about a human
source, CIA internal notations, dissemination markings and numbers all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3). : :

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelhgence Agency

FOIA/PA Request No.. F-2003- 00449
Document Number: ltem 4 Coord COO495612
Date of Document: March 15 1990
Document Type: Cable |
Classification: Secret
From/To: CIA/Others

Vietnamese Refugee in Thaxland

.S ubject: with POW/MIA Information

Document Pages: 1

FOIA Exemptions: ‘ Dispesitior

O Denied
(b)(1) properly classified information @ Partial F
(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US ' O Referre
{b)(1) intelligence activities (including special activities)
{b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
(b}(2) internal rules and practices
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions) :
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
{b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
{b)(5) attorney-client privilege
(b)(b) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
(b)(6)

b)(6) personal privacy

DDDDDDD%E%ED%E@ED%

Justification Category IDs:

Document Description:

This document is a 1-page cable from the CIA to other intelligence consumers about a
Vietnamese refugee in Thailand who allegedly had POW/MIA information. The document reveals
identifying information about a human source, CIA internal notations, dissemination markings and
numbers all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3). '



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
. Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003—OO449
Document Number: = Item 4 Coord: C0049'54‘8'3' -
Date ofDocﬁment: March 12, 1988 -
DoCument'Type: lntell‘igeknée Reﬁort -
Classification: ~ Secret | -
From/To: CIA/Others

Lao MIA/POW Reporting Linked With
Subject: Private Recovery Efforts and Hostile Lao
Security Service

Document Pages: 3

FOIA Exemptions: : Dispositior
O Denied

b)(1) properly classified information ' @ Partial F
b)(1) foreign government information O Release
b)(1) foreign relations or foreign activities of the US O Referre

b)(1) intelligence activities (including special activities)

1) intelligence methods ‘

1) intelligence sources (including confidential sources)

2) internal rules and practices

3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
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3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
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5) attorney-client privilege
5) attorney work product
5) deliberative process

5) presidential communication
6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about .
Lao MIA/POW reporting information linked with private recovery efforts and a hostile Lao security service.
This document reveals identifying information about numerous human sources and sub-sources, internal
CIA control markings, dissemination control information and other CIA numbers, and the names of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified SECRET.



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from-disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, social security number, blood type and/or religious affiliations of individuals.
Because this withheld information provides personal identifying Informatlon about particular individuals, it
is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003- 00449
Document Number: Item 4 Coord: 000567550M |
Date of Document: UNDATED o
Document Type: ’Cable
Classification: Top Secret
From/To: CIA/Others

‘ Informatlon from Human Source

Subject:  Apout U.S. POWSs

Document Pages: 2

FOIA Exemptions:

b)(1) properly classified information

b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

(1) intelligence activities (including special activities)

(1) intelligence methods

1) intelligence sources (including confidential sources)

2) internal rules and practices

3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege

(5) attorney work product

(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page cable from the CIA to other intelligence consumers about . This
document reveals identifying information about a human source and foreign liaison, identifies the
locations of CIA facilities, internal CIA control markings, dissemination control information and other CIA
numbers all of which have been properly withheld. The substantive portion of this document has been
released. itis currently and properly classified TOP SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (p)(3).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to foreign government information, intelligence activities, sources
and methods, foreign relations or foreign activities of the United States, including a confidential human
source that is properly classified pursuant to sections 1.4(b), 1.4(c) and 1.4(d) of Executive Order 12958,
as amended. Disclosure of the information withheld pursuant to exemption (b)(1) reasonably could be
expected to cause exceptionally grave damage to the national security. Additionally, even though the
document is UNDATED, and assuming it is older than 25 years, the information withheld pursuant to
exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order 12958, as
amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is also
exempt from automatic declassification at 25 years under Executive Order 13526.

~ Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to, intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
* document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Inhitials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003-OO44Q
| Document Number: Iterﬁ 4 Cébrd: COO495500 o
- Date of Document: H Méy 2, ‘1988 | H
Documént Type: Intelligencé F‘?ep.ort‘
Classification: Secrét -
From/To: CIA/Others‘ |

Source Information About Live Sightings

Subject:  oowMIAs

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

1 (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

L] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(] (b)(5) attorney-client privilege

] (b)(5) attorney work product

[J (b)(5) deliberative process

[] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
certain Vietnamese sources who provided various information about live sightings of POW/MIAs, dog
- tags, remains and other information between November 1986 and April 1987. This document reveals
identifying information about numerous human sources and sub-sources, internal CIA control markings,
dissemination control information and other CIA numbers, and the names of individuals all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

Dispositior
O Denied
® Partial F

O Release
O Referre:



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. ‘

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence '
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this decument contains personal information
including the names, social security numbers and/or religious affiliations of individuals. Because this
withheld information provides personal identifying information about particular individuals, it is protectable
under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

- Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FCIA/PA Request No.:
Docﬁment Number:
Date of Document:
Document Type:
Classificétion:

FromlT o:

Subject:

Document Pages:

FOIA Exemptions:

F-2003-00449
ltem 4 Coord: C00495789

October 15, 1991
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Provided Info about POW/MIAs
2

(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)
[ (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
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b)(5) attorney work product
b)(5) deliberative process
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b)(6) personal privacy
Justification Category 1Ds:

Document Description:

This document is a 2-page memorandum about a human source who provided information to the
United States government about U.S. POWSs. This document reveals identifying information about a
human source, intelligence methods, internal CIA control markings, dissemination control information and
other CIA numbers all of which have been properly withheld. The substantive portion of this document

b)(5) presidential communication

has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exémptions (b)(1) and (b)(3).
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O Release
O Referre:
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449 |
Document Number: ltem 4 Coofd: C004§5517 -
Date of Document: Auguét 16, 1988 |
Document Type: Intelligence Reﬁ&rﬁ -
Classification:  Secret h
From/To: CIA/Others
Subject: Dog Tag frorﬁ Laos

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
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(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(b) deliberative process

 (b)(5) presidential communication

(b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers about

a dog tag from Laos, informations of which was derived from a human source. This document reveals
identifying information about a human source, identifies the location of a CIA facility overseas, reveals

internal CIA control markings, dissemination control information and other CIA numbers, and the name of
an individual all of which have been properly withheld. The substantive portion of this document has been

released. ltis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name and religious affiliation of an individual. Because this withheld information provides
personal identifying information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA RequestNo.:  F-2003-00449
Docﬁment Number: Item4 Cobrd: COO495520 |
Date of Document: Se‘ptember 3,1988> -
’Document’Typé}: ' I‘ntell’ig‘e‘nce‘ Rép‘ort‘” o
Classification: Secret S
From/To: CIA/Othérs |

Misc. Information on POW/MIA Sightings,

Subject: Dog Tags and Remains

Document Pages: 2

FOIA Exemptions:

X (b)(1) properly classified information

[J (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

L] (b)(5) attorney-client privilege

(] (b)(5) attorney work product

[J (b)(5) deliberative process

[] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
miscellaneous information about POW/MIA live sightings, dog tags and remains. This document reveals
identifying information about numerous human sources, internal CIA control markings, dissemination
control information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. Itis currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)}(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b){6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, social security number and/or religious affiliations of individuals. Because this

withheld information provides personal identifying information about particular individuals, it is protectable
under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003~0044§ |
Document Number: ltem 4 Coord:‘ ‘C’0049-5‘5m7‘9>
Date of Document: May 10, 1989 - -
Document Type: lnteliigehce Répéﬁ
Ciassification: Secret |
From/To: CIA/OtHers -
Subjéct: Sightinigs of Alleged Americahé iﬁ \b/bievtn.a‘m‘
Document Pages: 1 - |

FOIA Exemptions:

(b)(1) properly classified information
L] (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
. X (b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
[J (b)(2) internal rules and practices
X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and ‘methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended {functions)
(b)(3) Section 6, Central intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers about
sightings of American in Vietnam. The document reveals identifying information about human sources,
reveals CIA internal dissemination control markings, numbers, and information about individuals all of
which have been properly withheld. The substantive portion of this document has been released. ltis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

Dispositior

O Denied
© Partial F
O Release
O Referret



document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b){6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and/or religious affiliation of individuals. Because this withheld information provides
personal identifying information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: item 4 Coord: C00495581 |
Date of Document: May 24, 1989 )
Document Type: lntelhgence Report
Classification: Secret
From/To: CIA/Others

Information on POWSs in

Subject: g0 th Vietnam

Document Pages: 1

FOIA Exemptions:

b)(1) properly classified information

b)(1) foreign government information

)(1) foreign relations or foreign activities of the US
)(1) intelligence activities (including special activities)

b)(1) intelligence methods

)(1) intelligence sources (including confidential sources)

)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process
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b)(5) presidential communication
b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other government entities about

information on a POW in South Vietnam. This document reveals identifying information about human
source, internal CIA control markings, dissemination control information and other CIA numbers, and the
names of individuals all of which have been properly withheld. The substantive portion of this document
has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, date of birth and/or place of birth of individuals. Because this withheld information
provides personal identifying information about particular individuals, it is protectable under exemption

(b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: COO495‘584’ o
Date of Document: = June 8, 1’9‘89 ” -
DocumentType; Mer_ﬁ.c,). S
Classification: Sééret
From/To: |
Subject: F-iOS Pilot Captured

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

(] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

X (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product
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5) deliberative process
5) presidential communication
6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

an F-105 pilot captured in Hai Hung Province. This document reveals information about a source, internal
CIA control markings and other CIA numbers, and the name of an individual all of which have been
properly withheld. The substantive portion of this document has been released. Itis currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-CO449
Document Number: item 4 Cod}d: COO4QSSSS
Date of Document: April 27 1989 R
Doéument Type: Inbtelli‘gen‘ée ﬁ-epbrt- a
| Classification: -éécret o
From/To: ClA/Othefs

... Misc. Information on POW/MIA
Subject: Live Sightings, Dog Tags & Remains

Document Pages: 2

FOIA Exemptions: | Dispositior
O Denied

(b)(1) properly classified information ® Partial F
(b)(1) foreign government information : O Release
(b)(1) foreign relations or foreign activities of the US O Referre

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

[ (b)(5) attorney work product

1 (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other government entities about

miscellaneous information about POW/MIA live sightings, dog tags and remains. This document reveals
identifying information about human sources, identifies the location of CIA facilities overseas, reveals
internal CIA control markings, dissemination control information and other CIA numbers, and the names of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, social security number, blood type and/or religious affiliations of individuals.
Because this withheld information provides personal identifying information about particular individuals, it
is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Requesf No.: F-2003-00449
Document Number: Item 4 Coord: COO495777 o
Date of Documeni: vSeptember 4, 1991 -
Document Tybe: Intel‘ligé-n,ce Rebort
Classification: | Secret |
From/To: CIA/Others

Debneﬂng of Source on

Subject:  pow/MIA Issue

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

D (b)(1) foreign government information

J (b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5

(b)(5

(b)(5

(b)(6

attorney work product
deliberative process
presidential communication
personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

the debriefing of a source on the POW/MIA issue. This document reveals identifying information about
human source, internal CIA control markings, dissemination control information and other CIA numbers,
and the names of individuals all of which have been properly withheld. The substantive portion of this
document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

~ The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agehcy

FOIAIPA Request No.: >F-2003QOO44§ |
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Debriefing of Source on

Subject: 55\ photo Incident

Document Pages: 3

FOIA Exemptions:

X (b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the us

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended {functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
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b)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy
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Justification Category IDs:

Document Description:

‘This document is a 2-page intelligence report from the CIA to other intelligence consumers about

the debriefing of a source regarding a POW photo. This document reveals identifying information human
sources, internal CIA control markings, dissemination control information and other CIA numbers, and the
names of individuals all of which have been properly withheld. The substantive portion of this document
has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. ‘

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, blood type, social security number and/or religious affiliation of individuals. Because
this withheld information provides personal identifying information about particular individuals, it is
protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
' Judge's Initials: HHK
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Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Reqhest No.: F-2003-00449
Documenf Number; Item 4 Coord: 000495783 o
Date of Document: Oétob.é.rﬁ, 1991> -
| Document Type: ‘lht’ellvigehc’:e Report H
| Classification: Sécréf R
From/To: | CIA/Ot-hers

Additional Information About

Subject: a Prison Camp

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(8) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

additional information concerning a prison camp. This document reveals identifying information about a
human source, internal CIA control markings, dissemination control information and other CIA numbers all
of which have been properly withheld. The substantive portion of this document has been released. ltis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositior
O Denied
® Partial F

O Release
O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. :

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt. ’

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Item 4 Coord: 000472069 |
Date of Documenf: February 4, 1974 o
Document ‘Type: Intel‘l’igencé ’R‘epo’rt b, N
Classification: Cc’Jnfi»denti’a-l |
From/To: CIA/Others

Sighting of Dead U.S. Pilot

Subject: in North Vietnam

Document Pages: 7

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(

(

(

(

(

XXX L]

X

OO000OXXXXOD

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege
(b)(5) attorney work product
[J (b)(5) deliberative process
L] (b)(5) presidential communication
(b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 7-page intelligence report from the CIA to other intelligence consumers about

the sighting of a dead U.S. pilot in Quang Yen District, Quang Ninh Province, North Vietham. This
document identifies and provides information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. ltis
currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referret




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

" FOIAIPA Réduest No.: F-2003-004 49
Document Number: ftem 4 Coord: 00472069 -
Date of Document: Méy'23, 073 AT
Document Type: Infellvi‘guj‘éﬁce Report h
Classification: Céﬁfidenﬁél R
From/To: CIA/Othérs

Deatﬁ of U.S. Pilotin

Subject: North Vietnam

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified irformation

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information),
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[J (b)(5) attorney-client privilege

(] (b)(5) attorney work product

[J (b)(5) deliberative process

[] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about

the death of a U.S. pilot in Haiphong Province, North Vietnam. This document identifies and provides
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. Itis currently and properly
classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior
O Denied
@ Partial F

O Release
O Referre



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526. :

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b}(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

| FOIA/PA Request No.: | F-2003—00449
Document Number: Iltem 4 Coord: C004.72658. o
Date of Document: ‘UNDATED | -
Document Type: thteluligehc-:é Report -
| Classification: Con‘ﬁdbential |
From/To: ClA/Others

Sighting of Downing of U.S.
Subject:  Aircraft in North Vietnam and Death of U.S.
Pilot in Early May 1972

Document Pages: 5

FOIA Exemptions:

(b)(1) properly classified information

1 (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product.

(b)}(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

NOOOOOODXXXXUK KX

Justification Category IDs:

Document Description:

This document is a 5-page intelligence report from the CIA to other intelligence consumers about
the sighting of a downed U.S. aircraft in North Vietnam and the dead of a U.S. pilot in early May 1972.
This document identifies and provides information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. it is
currently and properly classified CONFIDENTIAL.

Dispositior

O Denied
@ Partial F
O Release
O Referret




This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b}(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exemipted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Item 4 Coord: C00472059
Date of Document: UNDATED | -
Document Type: Ihtelligence Repo-rth
Classification: Cohfidentiéi “
From/To: CIA/Others

Sighting of Downing of U.S.
Subject:  Aircraft in North Vietnam and Death of U.S.
Pilot in Early May 1972

Document Pages: 5

. FOIA Exemptions: DiSpbsitior
O Denied
(b)(1) properly classified information @ Partial F

(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre
(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

NOOOOOORKXXXOX XXX

Justification Category IDs:

Document Description:

This document is a 5-page intelligence report from the CIA to other intelligence consumers about
the sighting of a downed U.S. aircraft in North Vietnam and the death of a U.S. pilot in early May 1972.
This document identifies and provides information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. It is
currently and properly classified CONFIDENTIAL. ‘



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25-years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

| FOIA/F'A Request No.: F-2003-00449
Document Number: Item‘4 Coord: C00472666. -
Déte of Document: - March11974 .
Docum'e.nt‘Tybe:’ .‘Ih{e‘lkl‘i’g‘ehce Report
Claséification: ,‘ “thfideht‘ialﬂ -
o From/To: C‘IA/Others a

Two U.S. Journalists Executed

Subject: by Insurgents in Cambodia

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

(] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources) ,

[ (b)(2) internal rules and practices -

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official tities)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

OOO00OxXKX

Justification Category 1Ds:

Document Description:

This document is a 2-page intelligehce report from the CIA to other intelligence consumers about
the execution of two U.S. journalists by Khmer insurgents in Kompong Cham Province, Cambodia. The
journalists were allegedly captured by the insurgents in April 1970. This document identifies and provides
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. ltis currently and properly
classified CONFIDENTIAL.

Dispbsitior
O Denied
@ Partial F

O Release
O Referrer .




This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)}(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the ClA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: - F-2003-00449
‘Document Number: = ltem 4 Coord: C00472474

Date of Document: . January 8, 1975

Document Type: - Intelligence Report

Classification: - Confidential
From/To:  CIA/Others

~ U.S. Air Crash Fatality
. in North Vietnam

Subject:

‘Document Pages: 3

FOIA Exemptions: o ... ... ... Dispositor

O Denied
(b)(1) properly classified information : : ® Partial F
(b)(1) foreign government information O Release
b)(1) foreign relations or foreign activities of the US O Referre:
b)(1) intelligence activities (including special activities)

IX X [

X

(
(
(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)
(

(

(

X

XX D

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

O] (b)(5) attorney-client privilege

] (b)(5) attorney work product

[ (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(B) personal privacy

X

2N

OOX

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
a U.S. air crash wherein a F-105 aircraft went down in the village of Thanh Thuy, Thanh Oai District, Ha
Tay Province, North Vietnam. This document identifies and provides information about a human source,
reveals internal CIA control markings, dissemination control information and other CIA numbers, and the
name of an individual all of which have been properly withheld. The substantive portion of this document
has been released. |t is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption {b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelhgence Agency

' FOIA/PA Request No F 2003 00449
Document Number: ' ltem 4 Coord C00472471

Date of Document: March 24 1975

Document Type: ' Letter

CIaSSIflcatlon: : Unclassmed

From/T o: i CIA/Defense lntelhgence Agency
Subject: Reply to DIA Memo

Document Pages: 1

_FOIA Exemptions:

(b)(1) properly classified information
b)(1) foreign government information
b)(1) foreign relations or foreign activities of the US
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including conﬁdentnal sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
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)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page letter from the CIA to the Chief of the PW/MIA Section at the Defenee

Intelligence Agency in reply to a 5 March 1975 memorandum requesting classification review of a
document. The document contains an internal CIA number which has been withheld. The substantive
portion of this document has been released. This document is UNCLASSIFIED, but the redacted
information remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA exemption (b)(3).

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This

o DiSPO‘_S‘iﬁ,OT

O Denied
® Partial F
O Release
O Referre:



document contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As aresult, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOlAlPA Request No.. F 2003 00449

Document Number: Item 4 Coord C00472466

Date of Document: : November 20 1974

Document Type: Intelhgence Report

Classmcatlon: . Secret

Fromfl' o CIA/Others

Detentlon of Two U.S. POWs

Subject: ~ by Communists in Cambodia

Document Pages: 2

~ FOIA Exemptions:

(b)(1) properly classified information
L__] (b)(1) foreign government information
X (b)(1) foreign relations or foreign activities of the US
b)(1) intelligence activities (including spec:al activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confldentnal sources)
)(2) internal rules and practices
)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)
)
)
b)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
the detention of two U.S. POWs by communists in the Khmer communist area of Kratie Province,
Cambodia. This document identifies and provides information about a human source, identifies the
location of CIA facilities overseas, reveals internal CIA control markings, dissemination control information
and other CIA numbers, and the names of individuals all of which have been properly withheld. The
substantive portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

. Dispositior

O Denied
® Partial F
O Release
O Referre:



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger HaII, et al. v. Central Intelligence Agency

b FOIA/PA Request No F 2003 00449
‘ Document Number: ' ltem4Coord COO472103

Date of Document: June 12 1974

Document Type: ;‘ lntelligence Report :

ClaSSlflcatlon: ’ Confldentaal

From/To: : ClA/Others

Downmg of Two U S Crewmen

Subject: and Jet Aircraft

Document Pages: 5

‘FOIA Exemptions:

(b)(1) properly classified information

[J (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
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)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
)(5) attorney-client privilege

)(5) attorney work product
)
)
)
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b)(b) deliberative process
b)(5) presidential communication
b)(6) personal privacy
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Justification Category'le:

Document Description:

This document is a 5-page intelligence report from the CIA to other intelligence consumers about
the downing of two U.S. crewmen and jet aircraft on 28 January 1973 over Trieu Phuoc Village, Trieu’
Phong District, Quang Tri Province, South Vietnam. This document identifies and provides information
about a human source, reveals internal CIA control markings, dissemination control information and other
CIA numbers, and the names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

. Dispoeitior '

O Denied
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b){6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  Iltem 4 Coord: C00472089
Date of Document: UNDATED
Document Type: Intelligence Report
Classification:  Unclassified |
From/To: ClA/Otheré

Sighting of American POW at

Subject: Sampan Loeu

Document Pages: 3

FOIA Exempﬁons:

L1 (b)(1) properly classified information

[ (b)(1) foreign government information

L] (b)(1) foreign relations or foreign activities of the US

L] (b)(1) intelligence activities (including special activities)

{(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(B) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(B) presidential communication

(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 3- -page intelligence report from the CIA to other intelligence consumers about
the sighting of an American prisoner at Sampan Loeu, southeast of Phnom Penh City. This document
reveals internal CIA control markings, dissemination control information and other CIA numbers, and the
names of individuals all of which have been properly withheld. The substantive portion of this document
has been released. It is UNCLASSIFIED but remains statutorily exempt from release under the FOIA.

This document is withheld in part on the basis of FOIA Exemptions (b)(3) and (b)(6).

Dispositior
O Denied
@ Partial F

O Release
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Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational data and functions of the CIA that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
' "~ Judge’'s Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number:  ltem 4 Coord: C00472445

Daté of Document: ~ August 13, 1974

Document Type: Inte‘lli‘génce‘Re’bo”r"t. o
Classification: Confidential
From/To: CIA/Others

. . Sighting of Captured U.S.
Subject: by in Hanoi

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices "

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about

the sighting of a captured U.S. F-4 jet pilot in Hanoi which went down in mid-August 1972. This document
identifies and provides information about a human source, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the name of an individual all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central lntelllgence Agency

FOIA/PA Request No.: F 2003 00449
Document Nurﬁber: Item 4 Coord 006495029
Date of Document: | October 16 1987
Document Type: Cable
Classification: Sécrét |
From/To: ClA/Others

Prehmmary Debnefmg of

Subject: Individual

Document Pages: 1

FOIA Exemptions: ‘

1) properly classified information
1) foreign government information
1) foreign relations or foreign activities of the US
1) intelligence activities (including special activities)
1) intelligence methods
1) intelligence sources (including confidential sources)
2) internal rules and practices
3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
) attorney-client privilege
) attorney work product
5) deliberative process
) presidential communication
) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page cable from the CIA to other intelligence consumers about the

preliminary debriefing of an individual who had allegedly served with the U.S. Army before 1975. This
document provides information about a human source, reveals internal CIA control markings,
dissemination control information and other CIA numbers all of which have been properly withheld. The
substantive portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositior

O Denied
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O Release
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

. document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line reviewvof this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003—0C‘)449v |
Document Number: item 4 Coord: 000495593 -
Date of Document: Oétober 12, 1 989 | B
Document Type: Intelligence Report
Classification: Secret | |
FrdmlT o: CIA/Others

Dog Tag and Live Sighting

Subject: in Laos

Document Pages: 1

FOIA Exemptions: Dispositior

O Denied
(b)(1) properly classified information @ Partial F
L1 (b)(1) foreign government information O Release
X (b)(1) foreign relations or foreign activities of the US O Referre

X

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (inéluding confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(
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(

X
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

L1 (b)(5) attorney-client privilege

(] (b)(5) attorney work product

L1 (b)(5) deliberative process

(] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers about

information that had been passed to the United States government about a dog tag and live sighting of
American POWSs in Laos. This document provides information about a source, identifies the location of
CIA facilities overseas, reveals internal CIA control markings, dissemination control information and other
CIA numbers, and the name of an individual all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name, blood type, social security number and/or religious affiliation of an individual.
Because this withheld information provides personal identifying information about a particular individual, it
is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Requést Nd.: ) F;20.03—00449
| Document Number: = Iltem 4 Coord: COO495611>
Date of Document: March 8, 19“90 “ . “
| Docukment- Type: lntélligenbe Repo‘rt -
Classification: Sécret | ’ .
| From/To: CIA/Others o

Subject: American POW/MIA Living
in Laos

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(
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(
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege '
b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

an American POW/MIA living in Laos who allegedly married a Lao woman and was residing in Hquaphan
Province.' This document provides information about a source, reveals internal CIA control markings,
dissemination control information and other CIA numbers all of which have been properly withheld. The
substantive portion of this document has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)

Dispositior
O Denied
® Partial F
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O Referret




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence sources and methods, foreign relations or foreign
activities of the United States, including confidential human sources that is properly classified pursuant to
section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the information withheld
pursuant to exemption (b)(1) reasonably could be expected to cause serious damage to the national
security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

- Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIAIPA Request No.: F-2063—“00449
Document Number:  ltem 4 Coord: C00495038 |
Date of Document: NéVenﬁber 2 1987 -
” Dochment Type: klln{e!lig-encé Repdrt
Classification: ' Secret -
From/T 6: | CIA/Others

Reported Presence of American

Subject: POWs in Laos

Document Pages: 2

FOIA Exemptions: : Dispositior

O Denied
X (b)(1) properly classified information @ Partial F
] (b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b}(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XOOOooo

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
the reported presence of American POWs in Houa Phan Province, Laos, as of January 1987. This
document identifies and provides information about human sources, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the name of an individual all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence sources and methods, foreign relations or foreign
activities of the United States, including confidential human sources that is properly classified pursuant to
section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the information withheld
pursuant to exemption (b)(1) reasonably could be expected to cause serious damage to the national
security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the ClA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b}(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information-about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Cédrd: C00‘495474” -
Date of Document: Februarng, s
Document Type: intelﬂl'igénce Report
Classification: Secret . ”
From/To: ClA/Othérs

Live Sighting of U.S. POW/MIAs

Subject: | 20 in 1984

Document Pages: 2

FOIA Ekemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(B) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

three sightings of U.S. POW/MIA personnel in Laos in 1984. This document identifies and provides
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. Itis currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence sources and methods, foreign relations or foreign
activities of the United States, including confidential human sources that is properly classified pursuant to
section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the information withheld
pursuant to exemption (b)(1) reasonably could be expected to cause serious damage to the national
security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Reduési No.: F-2003-00449 -
Document Nufnber: bltem 4-Coord: COO49‘5486.
Date of Docdment: UNDATED - -

Document Type: Inte‘lligence Réportb -

Classification:  Secret -

From/To: ClA/Otheré

Information about American

Subject:  b5\w/MIAs in the Mid-Late 1980s

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

1 (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Ceptral Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(
(
(

X
—
O
~

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege

b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

XOOOOOOXRXXXUD

Justification Category |Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other government entities about
information provided by human sources and subsources in the mid to late 1980s about American
POW/MIAs and dog tag information. This document reveals identifying information about human sources,
reveals internal CIA control markings, dissemination control information and other CIA numbers, and the
names of individuals all of which have been properly withheld. The substantive portion of this document
has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Disppsitior

O Denied
® Partial F
O Release
O Referre:



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, blood type, social security number and/or religious affiliations of individuals.
Because this withheld information provides personal identifying information about particular individuals, it
is protectable under exemption (b)(6). E

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: | -F 2003- 00449
Document Number: Item 4 Coord COO49577O o
Date of Document: August8 1991
Document Type: Intemgence Report i
Classificatidn: Secret |
" From/To: ClA/Others

Comments on Photo of
Subject: Alleged POWs and Live POW
in Indochina

Document Pages: 2

FOIA Exemptions: , Dispositior

O Denied
b)(1) properly classified information @& Partial F
b){(1) foreign government information O Release
b)(1) foreign relations or foreign activities of the US O Referre:
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
)(3)
)
)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy

XOOOOOOXXKXXOXKXXOX
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Justification Category |Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
a photograph of three alleged U.S. POWs as well as contact with a POW who later died in captivity. This
document reveals identifying information about a human source, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the name of an individual all of which have
been properly withheld. The substantive portion of this document has been released. ltis currently and
properly classified SECRET.




This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)}(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3). :

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOiA/PA Request No.: F—‘2003-00‘449
Document Number: ltem 4 Cobrd: COO472040 .
Date of Document:  July 24‘, 1973 .
Document Type: ‘Irllltelligence ‘Report‘ |
Classification: Convfidential .
FrofnfT o CIA/the?s |

Sighting of Two U.S. POWs

Subject: N Laos

Document Pages: 5

FOIA Exemptions: Dispositior
O Denied

(b)(1) properly classified information @ Partial F

L] (b)(1) foreign government information O Release

X (b)(1) foreign relations or foreign activities of the US O Referret

(b)(1) intelligence activities (including special activities)

N

X
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b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods) ‘
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

)(5) presidential communication

(6) personal privacy
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Justification Category 1Ds:

Document Description:

This document is a 5-page intelligence report from the CIA to other intelligence consumers about
the sighting of two U.S. POWs with the North Vietnamese Army, 2nd Yellow Star Division, in Laos some
time in early May, June or July of 1971. This document identifies and provides information about a human
source, reveals internal CIA control markings, dissemination control information and other CIA numbers,
and the name of an individual all of which have been properly withheld. The substantive portion of this
document has been released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)}(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
' Judge's Initials: HHK




Roger Hall, et al. v. Central Intelllgence Agency

FOIA/PA Request No.: F- 2003 00449
Document Number: Item 4 Coord COO472047
Date of Document: | November 12 1973
| Document Type: Intelhgence Report
Claseification: .Confrdentlal
Frome o ClA/Others

Death of u.s. Alrman

Subject: in North Vietnam

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices :
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3)
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)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(5) attorney-client privilege
(5) attorney work product
(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy
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Justification Category 1Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about

the death of a U.S. airman in Bo Trach District, Quang Binh Province, North Vietnam. This document
identifies and provides information about a human source, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the names of individuals all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@® Partial F
O Release
O Referre



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
" from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
- information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Requést No.: F- 2003 00449
Document Number: ltem 4 Coord C00472050
Date of Document: October 14, 1973
Document Type: lntelhgence Report
Classification: Conﬂdentlal
From/To: ClA/Others

Slghtmg of U.S. POW in

Subject: ~ South Vietnam

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information
L] (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege
{b)(5) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
X (b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about

the sighting of a U.S. POW in Tay Ninh Province, South Vietnam. This document identifies and provides
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
@ Partial F
O Release
O Referret



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
_ information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003—00449 |
Document Number: ltem 4 Coo‘rd: CCO4720§2
Date of Document: U’NDATED> -
Dodument Type: lntell‘i‘éen‘cé Re‘po"r‘t‘ o
Classification: Secret : a
From/To: ClA/Othefs N

Subject: Fresence qf Two American POWSs
_ in Cambodia
Document Pages: 6

FOIA Exemptions:

b)(1) properly classified information

b)(1) foreign government information

)(1) foreign relations or foreign activities of the US
)
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(1) intelligence activities (including special activities)

{(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 6-page intelligence report from the CIA to other intelligence consumers about
the presence of two American POWs in a Khmer communist detention camp in Kompong Cham Province
of Southeastern Cambodia. This document identifies and provides information about a human source,
identifies the location of CIA facilities overseas, reveals internal CIA control markings, dissemination
control information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified SECRET. ' :

Dispdsitior
O Denied
@ Partial F

O Release
O Referre



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic -
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant fo the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal lden’ufymg
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number: ltem 4 Coord C00472434
Date of Document; September 18 1974
Decument Type: Intelligence Report
| Classification: Secre{ -
From/To: | CIA/Others

Exchange of POW Lists and

Subject: Decision to Hold a Second Exchange

Document Pages: 9

FOIA Exemptions: l S ' Dispositior
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
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Justification Category IDs:

Document Description:

This document is a 9-page intelligence report from the CIA to other intelligence consumers about
an exchange of POW lists at a 17 September 1974 meeting and the decision to hold a second exchange
on 29 September 1974. This document identifies and provides information about human sources, foreign
liaison, identifies the location of CIA facilities overseas, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the names of individuals all of which have
been properly withheld. The substantive portion of this document has been released. Itis currently and
properly classified SECRET.



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to foreign government information, intelligence activities,
intelligence sources and methods, foreign relations or foreign activities of the United States, including
confidential human sources that is properly classified pursuant to section 1.4(c) and 1.4(d) of Executive
Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b}(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted -
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(B).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClIA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.b:’ F—2003-00449
Document Number: Iterﬁ 4 Coo‘rd: ‘C’)004-7‘2>442 .
Date of Docurhent: Septémbef 27, 1974 -
Document Type: lnfelligéncé véebbrt -
| Classifiéaﬁon: Cohfiaential o
From/To: ClA/Othérs

Grave Site of American

Subject: Pilot

Document Pages: 4

FOIA Exemptions:

X (b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege :

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

NOOOOOOXRKRKROXKKRKXOX

Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
an American pilot who crashed on or about 20 July 1971 near a hamlet in the Village of San Dan, Kratie
District, Kratie Province, Cambodia, and the burial site of the pilot. This document identifies and provides
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the name of an individual all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified CONFIDENTIAL.

Dispositior

O Denied
@ Partial F
O Release
O Referre:



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449 |
- Document Number: ltem 4 Cobord:b C00483019
Date of Document: UNDATED - o
Document Type: Intenigehce Report
Classification: Secret -
| From/To: CIA/Others

Detention of Two Caucasians

Subject: in Vietnam

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

[J (b)(1) foreign government information
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(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods
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(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(5) attorney-client privilege

(5) attorney work product

(5) deliberative process
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Justification Category |Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers
containing information about the detention of two Caucasians, apparently Americans, in the Bien Hoa area
in the Socialist Republic of Vietnam. The document reveals identifying information about human sources,
identifies the location of a CIA facility overseas, reveals internal CIA numbers and dissemination control
markings, as well as information about an individual, all of which have been properly withheld. The
substantive portion of this document has been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior

O Denied
® Partial F
O Release
O Referre:



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, even
though the document is UNDATED, and assuming it is older than 25 years, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)(1) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

| FOIA/PA -Request No.: F-2003—00449
Document Number: - ltenﬁ 4 Coord: COO4954.93-
Date of Document: March 29, 19538 o
Documént Type: ‘Int‘e’lkligéAhcéHRépoftv ”
Classification: Secret -
From/To: CIA/Oth’ers

Vietnamese Boat & Land

Subject: Refugee Sources re: POW/MIAs '

Document Pages: 2

FOIA Exemptions:

{b)(1) properly classified information

[ (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

1 (b)(2) internal rules and practices ,

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions) '
[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

L1 (b)(5) attorney-client privilege

] (b)(5) attorney work product

] (b)(5) deliberative process

(] (b)(5) presidential communication

{(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other government entities about
POW/MIA live sightings and dog tag information provided by numerous Vietnamese boat and land refugee
sources. The information was provided by the sources between May 1987 and March 1988. This
document reveals identifying information about human sources, identifies the location of CIA facilities
overseas, reveals internal CIA control markings, dissemination control information and other CIA
numbers, and the names of individuals all of which have been properly withheld. The substantive portion
of this document has been released. It is currently and properly classified SECRET.

Dispositior
O Denied
® Partial F

O Release
O Referrex



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. :

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3). '

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, social security number, blood type and/or religious affiliations of individuals.
Because this withheld information provides personal identifying information about particular individuals, it
is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: Iterh 4 Coord: C00495589>
Date of Document: August 25, 1989 -
Documenf Type: Intelligéhce‘ Reboﬁ o
Classificétion: | Sébret o
'From/To: ClA/Othvefs
Subject: US MlAé in Vietnam

Document Pages: 1

FOIA Exemptions: ’ Dispositior
. O Denied
(b)(1) properly classified information @ Partial |

(b)(1) foreign government information O Release
(b)(1) foreign relations or foreign activities of the US O Referre:
(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods '

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (hames)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(b) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers with
information about U.S. personnel missing in action in Vietnam. This document reveals foreign
government information, identifies information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption {b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to sections 1.4(b), 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, religious affiliation, blood type and/or social security numbers of individuals.
Because this withheld information provides personal identifying information about particular individuals, it
is protectable under exemption (b)(6). ‘

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number: ltem 4 Coordf C00495753 -
Date of Document: January 29, 19.91 | o
Document Type: lntelligence Répoftv o
Classification: Sééret o
From/To: CIA/Othefs

Possible U.S. MIA in

- Subject: Vietnam

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication

6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers with

information about possible U.S. personnel missing in action in Vietnam. This document provides
identifying information about human sources, reveals the location of CIA facilities, internal CIA control
markings, dissemination control information and other CIA numbers, and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. ltis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior
O Denied
® Partial F

O Release
O Referret.



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizationat data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, date of birth, residence and/or social security numbers of individuals. Because this
withheld information provides personal identifying information about particular individuals, it is protectable
under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOINPA‘ Request No.: F-2003-OO449
Dodument Number: fem4 Cbbrd: C-OO>49‘5760 |
Date of Document: July 26, 1991- - -
Docurﬁent Type: Meﬁwo/Report
‘Classification: Unclaééifiéd
From/To: N

U.S. Official's Arrival to Discuss

Subject:  ponorted MIA

Document Pages: 2

FOIA Exemptions:

L] (b)(1) properly classified information

L] (b)(1) foreign gevernment information

(] (b)(1) foreign relations or foreign activities of the US

(] (b)(1) intelligence activities (including special activities)

[ (b)(1) intelligence methods

[J (b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy
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Justification Category [Ds:

Document Description:

This document is a 1-page report about U.S. personnel missing in action in Vietnam. This

document reveals the name of an individual which has been properly withheld. The substantive portion of
this document has been released.

This document is withheld in pal:t on the basis of FOIA Exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA

exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted

Dispositior

O Denied
@ Partial F
O Release
O Referre:



invasion of personal privacy of an individual. Specifically, this document contains personal information
including the names of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency
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Date of Document:
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F-2003- 00449
Item 4 Coord COO495778

September 4, 1991

Intelligence Report
Secret
CIA/Others

Information from Sources About
Missing POW/MIA

b)(1) properly classified information

(1) foreign government information

)(1) foreign relations or foreign activities of the US
b)(1) intelligence activities (including special activities)

(b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(

(b
X (b)(3
X (
(
LI
L
L] (b)(5) attorney-client privilege
[J (b)(5) attorney work product
] (b)(5) deliberative process
(] (b)(5) presidential communication
(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers with

information about human source and subsources who provided information about a POW/MIAs.

This document provides information about human sources and subsources, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. Itis

currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositior
O Denied
@ Partial F

O Release
O Referret




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agéncy

FOIA/PA Request No.: F-200‘3’~004ﬁ49
Document Number: Item 4 Codrd: C00495791
Date of Document: Oétober 23, 19‘91 | N
Document Type: lVIerﬁo/Revport‘ |
Classification: Unclassified o
From/To: H |
Subject: | Méeting with‘ MIA Rel;t-i‘.vén
Document Pages: 2 S

FOIA Exemptions:

L1 (b)(1) properly classified information

L] (b)(1) foreign government information

L] (b)(1) foreign relations or foreign activities of the US

[ (b)(1) intelligence activities (including special activities)

[ (b)(1) intelligence methods

[J (b)(1) intelligence sources (including confidential sources)

L] (b)(2) internal rules and practices

[J (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
L1 (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended {names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[] (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

Justification Category |Ds:

Document Description:

This document is a 1-page report about a meeting that took place with Vietnamese Premier Vo
Van Kiet and the daughter of a U.S. pilot who was reported MIA during the Vietnam war. This document
reveals the names of individuals which have been properly withheld. The substantive portion of this
document has been released. This document is UNCLASSIFIED.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
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invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuas. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document‘Number: I‘témv4Coord-: 000567602 R
Date of Document: August‘5,1k19§5 -
Document Type: blv.lemo‘ -
Classification: Confidenti‘al, S‘écré’t -
FromTo: ClA/Defense Intelligence Agency

Results of DIA's Request for
Subject:  CIA Assistance re: Photograph
Comparison Tests, Efc.

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(B) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 3-page memorandum from the CIA to the Chief of the PW/MIA Branch at DIA
Headquarters about the results of the DIA's request for CIA assistance regarding photograph comparison
tests and a search of North Vietnamese publications held by the CIA. This document provides information
about a human source, identification methods, reveals internal CIA control markings, dissemination
control information and other CIA numbers, and the names and photographs of individuals all of which
have been properly withheld. The substantive portion of this document has been released. ltis currently
and properly classified SECRET and the photographs are currently and properly classified
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CONFIDENTIAL.
This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
" document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage and
serious damage to the national security. Disclosure of the information withheld pursuant to exemption
(b)(1) reasonably could be expected to cause damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, personnel information and functions of the CIA that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and photographs of individuals. Because this withheld information provides personal
identifying information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

| FO-IAIP-A Request No.: - F 2003 00449
Document Number: Item 4 Coord COO495586 -
Date of Document:  July 3 1989
Document Type: lntelhgence Report
Classification: ‘Unclassmed
From/To: vClA/Others

Report of POWs Near
Subject: Vietnamese Border and 17
American POW/MIAs

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information
b)(1) foreign government information
b)(1) foreign relations or foreign activities of the US
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b){2) internal rules and practices
(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
3) Section 6, Central intelligence Agency Act of 1949, as amended (official titles)
5) attorney-client privilege : '
5) attorney work product
5) deliberative process
5) presidential communication
6) personal privacy
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Justification Category 1Ds:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers about
two American POWs being held captive in a Leu Village in Xiang Knoang Province near the Vietnamese
border in addition to 17 Americans missing in action. This document reveals internal CIA control
markings, dissemination control information ahd other CIA numbers, and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. This
document is UNCLASSIFIED, but the redacted information remains statutorily exempted from release
under the FOIA.
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This document is withheld in part on the basis of FOIA Exemptions (b)(3) and (b)(6).

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, personnel information and functions of the CIA that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA -
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and religious affiliations of individuals. Because this withheld information provides
personal identifying information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003- 00449
Document Number: Item 4 Coord COO495754
Date of Document:  February 27, 1991
Document Type: Intelligence Report
Classification: Secret o
From/To: | CIA/Others

Information about Individual

SUbJ_ECt Missing in Action

Document Pages: 1

FOIA Exemptions:

(b)}(1) properly classified information
L] (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
[J (b)(2) internal rules and practices
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
L] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
[J (b)(5) attorney-client privilege
[J (b)(5) attorney work product
L] (b)(5) deliberative process
(] (b)(5) presidential communication
(b)(6) personal privacy

)I(

Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to intelligence consumers about a

missing American POW/MIA as of 1971. This document provides information about a source, reveals
internal CIA control markings, dissemination control information and other CIA numbers, and the name of
an individual all of which have been properly withheld. The substantive portion of this document has been
released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
. from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA s
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials; HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Reduest No.: F-2003- 00449

Documeht Number: ltem 4 Coord COO492472 -

Date of Docu'ment: UNDATED

Document Type: Memo/Report
Classification:  Secret
From/To: |
Subject: | CI'A Report re:wl\/y.liir_\istry c;%“N‘étiéﬁél ‘D‘efe”rllsé Enemy
Military Proselytizing Department

Document Pages: 21

FOIA Exemptions:

(b)(1) properly classified information
(b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
X
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5) attorney-client privilege
(5) attorney work product
)(5) deliberative process
(b)(5) presidential communication
(b)(B) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 21-page CIA information report about the Ministry of National Defense Enemy
Military Proselytizing Department as well as information about missing POW/MIAs.
“This document provides information about a human source and reveals the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b}(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, occupation and/or religious affiliation of individuals. Because this withheld
information provides personal identifying information about particular individuals, it is protectable under
exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449.
Document Number: ltem4 Coord COO495580 -
Date of Document: May 22, 1989 o
Document Type: Intelligence Report
Classification:  Secret
From/To: | CIA/Others

Informatlon ona POW in

Subject: South Vietnam

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

L1 (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) mte!llgence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods).
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 1-page intelligence report from the CIA to other intelligence consumers about
a POW in South Vietnam which was obtained from a human source in April 1989. This document
provides information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including a confidential human source that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b}(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, date of birth and/or place of residence in the United States of individuals. Because
this withheld information provides personal identifying information about particular individuals, it is
protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA RequestvNo.: F- 2003 00449
Document Number: Item 4 Coord 000495477
Date of Document: | February 27 1988
Document Tybe: lntelllgence Report |
Claseification: Secret -
Fro’mIT o: CIA/Others

~ Lao MIA/POW Reporting &

Subject: by ate Recovery Efforts

Document Pages: 3

FOIA Exemptions: _ | Dispositia

O Denied
(b)(1) properly classified information @ Partial
[} (b)(1) foreign government information O Releas

(b)(1) foreign relations or foreign activities of the US O Referre
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices
)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b
b
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)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication
)(6) personal privacy
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Justification Category I1Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to other government entities about a
MIA/POW five-man net linked with private recovery efforts in Laos. This net of men provided first hand
and hearsay live sighting information on the U.S. POW/MIA issue. This document reveals identifying
information about human sources, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified SECRET.



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b}(3) and (b){6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including confidential human sources that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, blood type and/or date of birth of individuals. Because this withheld information
provides personal identifying information about particular individuals, it is protectable under exemption

{b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelltgence Agency

FOIA/PA Request No.: F- 2003 00449
| Document Number:‘ Item 4 Coord C00492313
Date of Document: } January 22, 1992
Document Type: Memo/Report
C!assxflcatlon: -Unclevssified -
me/fo; A

Commentary Urges U.S. to

Subject: Put Early End to MIA Issue

. Document Pages: 2

FOIA Exemptions:

L1 (b)(1) properly classified information
L] (b)(1) foreign government information
L] (b)(1) foreign relations or foreign activities of the US
L] (b)(1) intelligence activities (including special activities)
[J (b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
}(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947 as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy
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Justification Category IDs:

Document Description:
This document is a 1-page report with commentary about publicized report about a set of

photographs of American personnel missing in the Vietnam war which was deemed "ill-intentioned." This
document reveals the names of individuals which have been properly withheld. The substantive portion of

this document has been released. This document is UNCLASSIFIED.
This document is withheld in part on the basis of FOIA Exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
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exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuas. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is.
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F- 2003 00449 |
Document Number: | Item 4 Coord C00478810 .
Date of Document: vOctober 29, 1984 -
Document Type: inteiiigence Report
Classification: Secret
From/To: CIA/Others

Information about POWSs in

Subject: Vietnam and Laos

- Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(
(
(
(
(
(

N

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

)(B) presidential communication

)(8) personal privacy

EDDDDDDEEVAHDE%

oo

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

American POW/MIAs in Laos and Vietnam. This document provides information about human sources,
identifies the location of CIA facilities overseas, reveals internal CIA control markings, dissemination
control information and other CIA numbers, and the names an individuals all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositia
O Denied
@ Partial

O Releas
O Referre




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13528,

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted -
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and/or blood type of individuals. Because this withheld information provides personal
identifying information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Reqguest No.:  F-2003- 00449 |
Document Number: ltem 4 Coord COO478052 N
Date of Document: UNDATED |
Document Type: Intellngence Report
Classification:  Secret
From/To: FCIA/Others

POW/MIA lnformatlon from
Vuetnamese Human Sources

Subject:
 Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information
[ (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
X (b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(5) attorney-client privilege
(5) attorney work product
b)(
b)(
b)(

X

oo

o T o
vvvvvvvvvv

b
5) deliberative process

5) presidential communication
6) personal privacy

EDDDDDDEE@EDE

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about
American POW/MIA sightings, remains and prison camp information which was obtained in 1986-1987.
This document provides information about human sources, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the names an individuals all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)}(6).

Dispositio
O Denied
@ Partial

O Releas
O Referre




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and/or place of residence in the United States of individuals. Because this withheld
information provides personal identifying information about particular individuals, it is protectable under
exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request Nb.: F-2003-00449
Document Number: Item 4 Céord: C00>4v74>1 96 -
Date of Document: | ”February 9 ‘1 978 o
| Docufneht Type: | Memb -
Classification: Undassﬂified |
From/To: CIA/DIA
Subject: Privacy/FOlA Requesi

Document Pages: 1

FOIA Exemptions:

] (b)(1) properly classified information

[ (b)(1) foreign government information

1 (b)(1) foreign relations or foreign activities of the US

L] (b)(1) intelligence activities (including special activities)

[ (b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

L] (b)(5) attorney-client privilege

[ (b)(5) attorney work product

[ (b)(5) deliberative process

L1 (b)(5) presidential communication

(b)(B) personal privacy

0
Ll
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Justification Category IDs:

Document Description:

This document is a 1-page memorandum from the CIA to the Chief of the PW/MIA Branch at the

Defense Intelligence Agency about a Privacy Act/FOIA request concerning an individual who was
designated "MIA." Internal CIA organizational notations such as CIA numbers, names of CIA personnel
and a signature have been withheld, in addition to information about individuals. The substantive portion
of this document has been released. This document is UNCLASSIFIED, but the redacted information
remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA exemptions (b)(3) and (b)(6).

Dispositia
O Denied
® Partial

O Releas
O Referre



Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal organizational data, personnel information and functions by the CIA that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-00449
Document Number: Item4C00rd: COO472469 -
Date of Document: UNbATED | | -
Document Type: Inteﬂigence Répbrt
Classification: Secret' |
From/To: CIA/Others

Subiect: Capture, Containment & Execution
Ject: of Two American Journalists in Cambodia

Document Pages: 8

FOIA Exémptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[ (b)(2) internal rules and practices :

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

L] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

L] (b)(5) attorney-client privilege

[ (b)(5) attorney work product

L] (b)(5) deliberative process

[] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 8-page intelligence report dated circa early 1970s, from the CIA to other
intelligence consumers about the capture, containment and execution of two American journalists by
Khmer Communists in Kompong Cham Province in Southeastern Cambodia. This document provides
information about human sources, identifies the location of CIA facilities overseas, reveals internal CIA
control markings, dissemination control information and other CIA numbers, and the names of individuals
all of which have been properly withheld. The substantive portion of this document has been released. It
is currently and properly classified SECRET.

Dispositio
O Denied
® Partial

O Releas
O Referre




This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources, that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt
from automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from.disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuantto FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIAIPA Request No F- 2003 00449
Document Number: item 4 Coord COO472441
Date of Ddcument: September 18 1974
Document Type: Intelligence Report .
Classification: Cenfidential . |
| From/To: CIlA/Others

Slghtmg of Downed U S Crewman

Subject: in South Vletnam

Document Pages: 4

FOIA Exémptions: | o , Disp'ositio

O Denied
(b)(1) properly classified information @ Partial
] (b)(1) foreign government information O Releas

)(1) foreign relations or foreign activities of the US O Referre
b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)

4EDEEE}E

(b
(
(
(
{b)(2) internal rules and practices
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
L] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
L] (b)(5) attorney-client privilege
[J (b)(5) attorney work product
] (b)(5) deliberative process
L] (b)(5) presidential communication
(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
the sighting of a downed U.S. crewman in Gio Linh District, Quang Tri Province, South Vietnam. This
document provides information about a human source, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the name of an individual all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including a confidential human source, that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449 |

Document Number:  Item 4 Coord: C00472443 :

Date of Document: Oétobér16, 1974 -

Document Type: Ihtellige‘ncé’Rébc“)rt o
Classification:  Confidential |
From/To: CIA/Othérs

Subjec:  {een Casuatios o
Document Pages: 5 | -

FOIA Exemptions:

X (b)(1) properly classified information

] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

)(2) internal rules and practices

3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege

5) attorney work product

5) deliberative process

5) presidential communication

6) personal privacy

XUOUOOOOXXXKOX

Justification Category IDs:

Document Description:

This document is a 5-page intelligence report from the CIA to other intelligence consumers about

American casualties and grave sites in Kratie Province, Cambodia. This document provides information
about a human source, reveals internal CIA control markings, dissemination control information and other
CIA numbers, and the names of individuals all of which have been properly withheld. The substantive

portion of this document has been released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositio
O Denied
@ Partial

O Releas
O Referre




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (bY(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including a confidential human source, that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6)."

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt. -

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003- 00449
Document Number: ltem 4 Coord C00472465
Date of Document: | September6 1974
Document Type: ' Intelligence Report
Classification:  Confidential
From/To: ClA/Others

Sightings and Reported Casualties

Subject: 11} s Pows

Document Pages: 4

FOIA Exemptions: Dispositia

O Denied
(b)(1) properly classified information @ Partial
[ (b)(1) foreign government information O Releas
X (b)(1) foreign relations or foreign activities of the US O Referre

(b
(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b}{2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

(b)(5) presidential communication

(b)(6) personal privacy

%DDDDDDK{EEED%EE
===

Justification Category 1Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about
sightings and reported casualties of U.S. POWs in Bien Hoe and Binh Duong Provinces in South Vietnam.
This document provides information about a human source, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the names of individuals all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including a confidential human source, that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
Jinvasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F 2003 00449
Document Number: Item 4 Coord: COO495485 |
Date of Document: March 29, 1988
Document Type: lntelhgence Report
Classification:  Secret
From/To: CIA/Others |
Subject: Source Reportmg on MIA/POWS

Document Pages: 3

FOIA Exemptions:

1) properly classified information
1) foreign government information
1) foreign relations or foreign activities of the US
1) intelligence activities (including special activities)
1) intelligence methods
1) intelligence sources (including confidential sources)
2) internal rules and practices A
3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
5) attorney-client privilege
5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy

<%ED®%EEDE
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Justification Category |Ds:

Document Description:

This document is a 3-page intelligence report from the CIA to othér intelligence consumers about .
Vietnamese human sources who provided various types of information concerning live sightings, dog
tag/remain information of American POW/MIAs between May 1987 and March 1988.

This document provides information about human sources, reveals internal CIA control markings,
dissemination control information and other CIA numbers, and the names of an individual all of which
have been properly withheld. The substantive portion of this document has been released. It is currently
and properly classified SECRET.

Dispositic
O Denied
® Partial

O Releas
O Referre




This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources, that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, blood type, social security number and/or religious affiliation of individuals. Because
this withheld information provides personal identifying information about particular individuals, it is
protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

| FOIA/PA Request No.: F-2003-00449
Document Number:  Item 4 Coord: 00472498
Daté of Document: ‘Septémvber 16, 1975 -
Document Type: Merﬁo .
| Classiﬁcétion: Secret
From/To: CIA/Deféhvse-Intelligéncé..Agéhcy -

Results of DIA's Request for
Subject: © CIA Assistance re: Photograph
Comparison Tests, Etc.

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

L1 (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[J (b)(5) attorney-client privilege

[J (b)(5) attorney work product

L] (b)(5) deliberative process

[J (b)(5) presidential communication

(b)(6) personal privacy

—_—= =

Justification Category IDs:

Document Description:

This document is a 2-page memorandum from the CIA to the Chief of the PW/MIA Branch at DIA
Headquarters about the results of the DIA's request for CIA assistance regarding photograph comparison
tests and a search of North Vietnamese publications held by the CIA. This document provides information
about a human source, identification methods, reveals internal CIA control markings, dissemination
control information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified SECRET.

Dispositio
O Denied
® Partial

O Releas
O Referre



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Disclosure of the information withheld pursuant to exemption (b)(1) reasonably
could be expected to cause damage to the national security. Additionally, the information withheld
pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under Executive Order
12958, as amended. The CIA has determined that the information withheld pursuant to exemption (b)) is
also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data, personnel information and functions of the CIA that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt. :

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelhgence Agency

FOIA/PA Request No.: F- 2003 00449
Document Number: Item 4 Coord COO466352
Date of Document:  June 21, 1972
Document Tybe: intelligence Report
C!aesification: Conﬂdent:al |
From/To: CIA/Others

Capture of Two u. S

Subject: Military Advisors

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special actlvmes)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
)(5) deliberative process
)(5) presidential communication
)(6) personal privacy

Justification Category |Ds:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

the capture of two U.S. military advisors by a North Vietnamese Army unit in Kontum Province.

This document identifies and provides information about human sources, identifies the location of CIA
facilities overseas, reveals internal CIA control markings, dissemination control information and other CIA
numbers, and the names of individuals all of which have been properly withheld. The substantive portion
of this document has been released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositia
O Denied
@ Partial

O Releas
O Referre




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)}(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt. '

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al v. Central lntelllgence Agency

FOIA/PA Request No F-2003- 00449
Document Number: Item 4 Coord C00471895 |
Date of Document: January 5, 1973
Document Type: Memo
Classification: Confidentvial’
From/To:

Sightings of Three American

Subject:  pGws in South Vietnam

Document Pages: 3

FOIA Exemptions:

X (b)(1) properly classified information
] (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
X (b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices
)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

VAED

(b

(
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
] (b)(5) attorney-client privilege
L] (b)(5) attorney work product
] (b)(5) deliberative process
[ (b)(5) presidential communication
(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 3-page CIA memorandum about the sightings of three American POWs in Tan

Uyen District, Bien Hoa Province, South Vietnam. This document identifies and provides information
about a human source, reveals internal CIA control markings, dissemination control information and other
CIA numbers, and the names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositic

O Denied
@ Partial
O Releas
O Referre




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FO!A/PA Request No.: F—2003-0044§
Document Number: Itenﬁ 4 Coora: COO47..2065‘
Date of Document: February 19, 1974 | |
Document Type: Intelligence Report
| Classification: Conﬁdentié‘l -
From/T o: CIA/Othérs‘

Death of U.S. Pilot

Subject: in North Vietnam

Document Pages: 5

FOIA Exemptions:

1) properly classified information

1) foreign government information

1) foreign relations or foreign activities of the US

1) intelligence activities (including special activities)

1) intelligence methods

1) intelligence sources (including confidential sources)

2) internal rules and practices

3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

XOOOOOOXKX XX OX XXX K

Justification Category IDs:

Document Description:;

This document is a 5-page intelligence report from the CIA to other intelligence consumers about

the death of U.S. F-105 jet aircraft pilot in Bac Thai Province, North Vietnam. This document identifies
and provides information about a human source, reveals internal CIA control markings, dissemination
control information and other CIA numbers, and the names of individuals all of which have been properly

~ withheld. The substantive portion of this document has been released. It is currently and properly
classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

; Disp’oisitio

O Denied
@ Partial
O Releas
O Referre



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  item 4 Coord: 000466384
Date of Document: Septémbér 2, 1972 |
Document Type: Mémov/Ré"pvb‘rt“ -
Classification:’ Unclassified
From/To: | | |

Statement on Release

Subject:  +)’S. Pilots

Document Pages: 2

FOIA Exemptions:

L] (b)(1) properly classified information "

L] (b)(1) foreign government information

] (b)(1) foreign relations or foreign activities of the US

L] (b)(1) intelligence activities (including special activities)

L] (b)(1) intelligence methods

[ (b)(1) intelligence sources (including confidential sources)

(] (b)(2) internal rules and practices

(] (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended {sources and methods)
[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[ (b)(5) attorney-client privilege

L] (b)(5) attorney work product

[ (b)(5) deliberative process

[ (b)(5) presidential communication

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page report about U.S. pilots that were captured in North Vietham who were

allegedly found guilty of crimes against the Vietnamese people. This document reveals the names, dates
of birth and/or places of residence in the United States of individuals which have been properly withheld.
The substantive portion of this document has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA

Dispositio
O Denied
@ Partial

O Releas
O Referre




exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion-of personal privacy of individuals. Specifically, this document contains personal information
including the names, dates of birth and/or places of residence in the United States of individuals.
Because this withheld information provides personal identifying information about particular individuals, it
is protectable under exemption (b)(6).

The CIA conducted a line-by-liné review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F- 2003 00449
Document Number: ltem 4 Coord COO466345
Date of Document: June 13, 1972
Document Type: Memo
Classification: Secfet
From/To:

Sighting of U.S. POW

Subject: in North Vietnam

Document Pages: 3

FOIA Exemptions:

b)(1) properly classified information

b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)
)

(
(
(
(

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
b){6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 3-page CIA memorandum about the sighting of a U.S. POW in Quang Binh

Province, North Vietnam, by four women on 10 April 1972. This document identifies and provides
information about a human source, reveals internal CIA control markings, dissemination control
information and other CIA numbers, and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)}(6).

: Dispositia

O Denied
® Partial
O Releas
O Referre



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and/or social security number of individuals. Because this withheld information
provides personal identifying information about particular individuals, it is protectable under exemption

(b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelhgence Agency

FOIAIPA RequestNo.:  F-2003-00449
Document Number:  ltem 4 Coord COO473347
Date of Document: | December 21 1975
Document Type: Memo/Report
Classification:  Unclassified
From/To: CIA/Others

Halt to Handover of POW

Subject: o ains by North Vietnam

Document Pages: 3

FOIA Exemptions:

b)(1) properly classified information
b)(1) foreign government information
b)(1) foreign relations or foreign activities of the US
b)(1) intelligence activities (including specnal activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(b) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
X (b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 3-page report about North Vietnamese officials who called a haltto a

ceremonial handover to four U.S. Congressmen of the remains of three American pilots killed in Vietnam.
This document identifies and provides information that reveals the location of CIA facilities overseas,
internal organizational CIA information and the names of individuals all of which have been properly
withheld. The substantive portion of this document has been released. This document is
UNCLASSIFIED, but the redacted information remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA Exemptions (b)(3) and (b)(6).

Dispesitio
O Denied
@ Partial

O Releas
O Referre



Exemption (b)(3): This document contains internal organizational data and functions of the CIA
that is specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and
thus is protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Rogér Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003-00449
Document Number: Item 4 Coord: C00466350
Date of Document: Juhe 21, 1972> -
Document Type: Intelligen‘cé-l‘?éport |
Classification:  Confidential
From/To: ClA/Othéfs |

. Capture of Two U.S.
Subject:  Military Advisors by North
Vietnamese Army

Document Pages: 3

FOIA Exemptions:

{b)(1) properly classified information

L] (b)(1) foreign government information

{(b)(1) foreign relations or foreign activities of the US

{(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

5) attorney-client privilege '

5) attorney work product

5) deliberative process

5) presidential communication

6) personal privacy

XOODOOUODOX XXX
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Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the capture of two U.S. military advisors in the vicinity of Ngoc Dinh Due near Hill 835 in Kontum Province
by a North Vietnamese Army unit. This document identifies and provides information about a human
source, reveals internal CIA control markings, dissemination control information and other CIA numbers,
and the names of individuals all of which have been properly withheld. The substantive portion of this
document has been released. It is currently and properly classified CONFIDENTIAL.

Dispositic
O Denied
@ Partial

O Releas
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This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
- including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

| FO!AIPA Request No.: F 2003 00449
Document Number:  {tem 4 Coord: C00471891
Date of Document: January 5, 1973 |
Document Type: Me‘mo‘ | .
Classiﬁcation: Unclassmed |
Froml‘l' o: CIA/D:rector of Defense lntelhgence Agency |

Observation of Three U.S. POWs

Subject: in South Vietham

Document Pages: 1

FOIA Exemptions:

L] (b)(1) properly classified information
(b)(1) foreign government information
{b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
{b)(1) intelligence methods
{b)(1) intelligence sources (including confidential sources)
(b)(2) internal rules and practices
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy

XOOOOOOxXOOOoooogoo

Justification Category I1Ds:

Document Description:

This document is a 1-page memorandum, which is a cover page to a report, from the CIA to Vice
Admiral V.P. de Poix, the Director of the Defense Intelligence Agency about the observation of three U.S.
POWSs in South Vietnam. Internal CIA organizational notations such as dissemination control markings
and CIA numbers, as well as CIA personnel information, a signature, and names of individuals have been
properly withheld. The substantive portion of this document has been released. This document is
UNCLASSIFIED but the redacted information remains statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA exemptions (b)}(3) and (b)(6).

Dispositic
O Denied
® Partial

O Releas
O Referre



Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains internal CIA organizational data, CIA personnel information and information pertaining
to functions of the CIA that are specifically exempted from disclosure pursuant to the Central Intelligence
Agency Act of 1949, and thus is protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelhgence Agency

FOIA/PA Request No.:  F- 2003 00449
Document Number: Item 4 Coord C00472045 o
Date of Docurﬁent: August1 1973
‘Document Type: Intelhgence Report o
Classification: Conﬂden‘ual
From/To: CIA/Others

Slghtmg of Three U S Mlhtary

Subject: POWs in Cambodle

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

[ (b)(1) foreign government information

(b)}(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege

(b)(5) attorney work product

(b)(5) deliberative process

] (b)(5) presidential communication

X (b)(6) personal privacy

OO000OXXXKOKXXKX

Justification Category IDs:

Document Description:

This document is a 3-page intelligence report from the CIA to other intelligence consumers about
the sighting of three U.S. military POWSs in Prey Veng Province, Cambodia on July 8, 1973. This
document identifies and provides information about a human source, reveals internal CIA control
markings, dissemination control information and other CIA numbers, and the names of individuals all of
which have been properly withheld. The substantive portion of this document has been released. Itis
currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositio
O Denied
@ Partial

O Releas
O Referre



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including a confidential human source, that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b){6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F 2003 00449
Document Number: ltem 4 Coord 000466378

Date of Document: December 20 1972
Document Type: Memo/Report
Classification: Unclaséiﬁed
From/T o o

Alleged Christmas Messages

Subject: ¢ Pows Captured in South Vietnam

Document Pages: 8

FOIA Exemptions: ' ‘ Dispositio

O Denied
L] (b)(1) properly classified information @ Partial

L] (b)(1) foreign government information O Releas
[J (b)(1) foreign relations or foreign activities of the US O Referre
b)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(5) attorney-client privilege

(5) attorney work product

(5) deliberative process

(5) presidential communication

b)(6) personal privacy

b
b
b
b
b
b
b
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Justification Category IDs:

Document Description:

This document is an 8-page report about alleged Christmas messages and interviews with

American POWSs captured in South Vietnam released by the Liberation Radio. The document reveals the
names of individuals, social security numbers and/or places of residence and addresses in the United
States, all of which have been properly withheld. The substantive portion of this document has been
released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).



Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, social security numbers and/or places of residence in the United States of
individuals. Because this withheld information provides personal identifying information about particular
individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-0044Q |
Document Number: Iltem 4 Coord: C(‘)0465-758k
Date of Document; Apfil 2,1971 - |
Document Type: Memo/Re‘port
Classification: Unclassifiéd |
From/To:

Kontum Liberation Troops
Subject:  Launch Attack Against Enemy
Troops

Document Pages: 2

FOIA Exemptions:

[ (b)(1) properly classified information
L (b)(1) foreign government information
L] (b)(1) foreign relations or foreign activities of the US
L] (b)(1) intelligence activities (including special activities)
[ (b)(1) intelligence methods
[J (b)(1) intelligence sources (including confidential sources)
(1 (b)(2) internal rules and practices
[ (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
[ (b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy

XOOO

Justification Category IDs:

Document Description:

This document is a 2-page report about Kontum liberation troops who launched an attack against
all enemy troops northwest of the Kontum capital on or about March 31, 1971. The document reveals the
names of individuals all of which have been properly withheld. The substantive portion of this document
has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Dispositia
O Denied
® Partial

O Releas
O Referre



Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number:  ltem 4 Coord C00465761
Date of Document: September 10 1971
Dochment Tybe: Memo/Report
. Classification: Uncllassified
" From/To: |

South Viethamese Recapture

Subject: Firebase Near Laos

Document Pages: 1

FOIA Exemptions:

L1 (b)(1) properly classified information

[ (b)(1) foreign government information

L] (b)(1) foreign relations or foreign activities of the US

L] (b)(1) intelligence activities (including special activities)

[ (b)(1) intelligence methods

b 1) intelligence sources (including confidential sources)

2) internal rules and practices

) Section 102A(i}(1), National Security Act of 1947, as amended (sources and methods)

) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

o O
) W

3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process
)
)

)
b)
b)
)
)
b)
)
)
)

b)(5) presidential communication
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personal privacy

Justification Category IDs:

Document Description:

This document is a 1-page news article about the South Vietnamese capture of a firebase near

Laos. The new article includes CIA notations the CIA inserted onto the document in relation to the news
article. The document reveals the names of individuals all of which have been properly withheld. The’
substantive portion of this document has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA

Dispositia
O Denied
@ Partial

O Releas
O Referre



exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003- 00449
Document Number: Item 4 Coord C00465763 .
Date of Document: July 27 1971
Document Type: Memo/Report
Classification: Unclassmed
From/To:

... Report About the Killing or
Subject: Capture of Americans in March 1971
Document Pages: 1

FOIA Exempﬁons:

b)(1) properly classified information
b)(1) foreign government information
b)(1) foreign relations or foreign activities of the US
)(1) intelligence activities (including special activities)
)(1) intelligence methods
)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
b)(6

) personal privacy

EDDDDDDDDDDDDDDDD‘D

Justification Category IDs:

Document Description:

This document is a 1-page report about a radio broadcast about the capture or killing of
Americans since the end of March 1971. The document reveals the names of individuals all of which
have been properly withheld. The substantive portion of this document has been released.

This document.is withheld in part on the basis of FOIA Exemption (b)(6).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted

Dispositia
O Denied
® Partial

O Releas
O Referre




invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt. -

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 4 Coord: C00465778 |
Date of Document:  April 15, 1971 N .
Document Type: | Intelligehce- Report
Classificatibn: Cohfidential U
From/To: ClA/Others o

Detentlon of Six Amencan

Subject: POWs in Cambodia

Document Pages: 4

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This document is a 4-page intelligence report from the CIA to other intelligence consumers about

the detention of six American POWs at the Krong R'Buk Detention Camp, Chbar District, Monolkiri

Province, Cambodia. This document provides information about human sources, identifies the location of
CIA facilities overseas, reveals internal CIA control markings, dissemination control information and other

CIA numbers, and the names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

Dispositio
O Denied
@ Partial

O Releas
O Referre



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably cotild be expected to cause damage to the
national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials; HHK




Roger Hall, et al. v. Central |nte|l|gence Agency

FOIA/PA Request No.. F- 2003 00449
Document Number: ltem 4 Coord COO466154
Date of Document: | December 17 1971
Document Type: ”Memo
Classmcatlon: Secret “
FforﬁlT o “ClA/Others

... Sightings of American Pilots
Subject: ; Mid-1970 arid Early 1969
Document Pages: 6

FOIA Exemptions:

(b)(1) properly classified information
L] (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US
)(1) intelligence activities (including special activities)
X (b)(1) intelligence methods

X

%DDDDDD%E%ED}

(b)(1)
(b)(1)
(b)(1) intelligence sources (including confidential sources)
(b}(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
{b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 6-page CIA memorandum about a mid-1970 sighting of four captured

American pilots in a North Vietnamese commo-liaison station and an early 1969 sighting of two captured
American pilots. This document identifies and provides information about human sources, reveals internal
CIA control markings, dissemination control information and other CIA numbers, and the hames of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositio

O Denied
® Partial

O Releas
O Referre



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including confidential human sources that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage -
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et aI v. Central Intelllgence Agency

FOIA/PA Request No F 2003 00449 o
Document Number:  ftem 4 Coord: C00466229 N
Date of Document:  April 28, 1972 |
Document Type: Memo
Classification:  Secret
From/To: .

Photos of U.S. Officers
Subject: Introduced at Press Conference
in Hanoi

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

)(1) foreign relations or foreign activities of the US

)(1) intelligence activities (including special activities)

b)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(5) attorney-client privilege

(5) attorney work product

(5) deliberative process

(5) presidential communication

(6) personal! privacy
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Justification Category IDs:

Document Description:

This document is a 2-page CIA memorandum about photographs of five captured U.S. officers
introduced at a press conference in Hanoi, North Vietnam, on February 19, 1972. This document
identifies and provides information about a human source, reveals internal CIA organizational notations
such as dissemination control markings and CIA numbers, as well as CIA personnel information, a
signature and names of individuals all of which have been properly withheld. The substantive portion of
this document has been released. It is currently and properly classified SECRET.

Dispositio
O Denied
@ Partial

O Releas
O Referre



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b){6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, intelligence sources and methods, foreign
relations or foreign activities of the United States, including a confidential human source that is properly
classified pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security. Additionally, the information withheld pursuant to exemption (b)(1) is exempt from
automatic declassification at 25 years under Executive Order 12958, as amended. The CIA has
determined that the information withheld pursuant to exemption (b)(1) is also exempt from automatic
declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)}(3). This
document contains internal CIA organizational data, CIA personnel information and information pertaining
to functions of the CIA that are specifically exempted from disclosure pursuant to the Central Intelligence
Agency Act of 1949, and thus is protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document fo determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. V. Central Intelligence Agency

FOIAIPA Request No.:  F- 2003 00449 |
Document Number: Item 4 Coord COO492476
Date of Docunient: September 28, 1992
Document Type: Letter
Classification: Seoret
From/To: CIA/SeIect Comm»ttee on POW/MlA Affalrs

PDB Chronology of

Subject: POW/MIA References

Document Pages: 3

FOIA Exemptions:

{b)(1) properly classified information

[ (b)(1) foreign government information

X (b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

LJ (b)(2) internal rules and practices _
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central lntelligence Agency Act of 1949, as amended (names)

(5 ) attorney work product
(5) deliberative process _
(5) presidential communication
(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 3-page letter from the CIA to the the Chairman of the Select Committee on

POWI/MIA Affairs about the PDM Chronology of POW/MIA references and provides additional information
as follow up to some of the Committee's questions. The document reveals information about clandestine
operations, internal CIA control markings, dissemination control information, a signature in addition to
names of individuals all of which have been properly withheld. The substantive portion of this document
has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositia
O Denied
® Partial

O Releas
O Referre




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (bY(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003- 00449
Document Number:;  ltem 4 Coord C00474245
Date of Document: UNDATED
Document Type: Letter
Classification: Unclassmed
From/To: lndnvudual/Durector of CIA
Subject: Mlssmg POW - N

Document Pages: 1

FOIA Exemptions:

b)(1) properly classified information
b)(1) foreign government information
)(1) foreign relations or foreign activities of the US
)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
)(B) attorney-client privilege
)(5) attorney work product
){(5) deliberative process
)(5) presidential communication
)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 1-page letter to the Director of the CIA from a father of a POW who has been
missing since September 22, 1965. The document reveals the names of individuals all of which have
been properly withheld. The substantive portion of this document has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).
Exemption (b)(6): The CIA withheld certain information. from this document pursuant to FOIA

exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information

Dispositio
O Denied
® Partial

O Releas
O Referre



including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

'FOIA/PA Request No.:  F-2003- 00449
Document Number: Item 4 Coord 0004661 69
Date of Document: September 21 1972
Document Type: ‘Memo -
Classification: Conﬁdenﬁal .
From/To: o |

Sightings of Captured POWSs

Subject: in South Vietnam

Document Pages: 4

FOIA Exemptions: | Dispositic

O Denied
X (b)(1) properly classified information @ Partial
L] (b)(1) foreign government information O Releas
X (b)(1) foreign relations or foreign activities of the US O Referre

(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 4-page CIA memorandum about the sighting of two captured U.S. POWs in
South Vietnam, one of whom may have died in captivity and the possible suicide of a third POW. The
document reveals information about a human source, internal CIA conirol markings, dissemination control
information in addition to names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified CONFIDENTIAL.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b}(1)
reasonably could be expected to cause damage to the national security. Additionally, the information
withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years under
Executive Order 12958, as amended. The CIA has determined that the information withheld pursuant to
exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and/or social security numbers of individuals. Because this withheld information
provides personal identifying information about particular individuals, it is protectable under exemption

(b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelllgence Agency

FOIA/PA Request No.: F- 2003 00449
Document Number: ltem 4 Coord COO466242 |
Date of Document; 'October 4, 1972
Document Type: ‘Memo ' o
Classification:  Secret
From/To:

Alleged Reactions of the U.S.
Subject:  Participants in POW Release
Activities in North Vietnam

Document Pages: 3

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(5) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy

%DDDDDDKEEED%%EEDK{

Justification Category IDs:

Document Description:

This document is a 3-page CIA memorandum about the alleged reaction of the U.S. participants

in the 17-25 September POW release activities in North Vietnam. The document reveals information
about a human source, names of CIA personnel, internal CIA control markings, dissemination control
information in addition to names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Dispositio
O Denied
@ Partial

O Releas
O Referre




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526. ‘

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003—00449 :

Ddcument Number: liem 4 Coord: C00466138 |
Déte of Document: Novémber 29, 1971

Document Type: Intell‘igen‘c‘,e- Report

Classification: Secret
From/To: | .CIA/Others :
Subject:  Sighting of Amvefican POW
Document Pages: 2 - L

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

{b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

[J (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
{(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

L] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

L] (b)(5) attorney-client privilege

L] (b)(5) attorney work product

L] (b)(5) deliberative process

(] (b)(5) presidential communication.

(b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 2-page intelligence report from the CIA to other intelligence consumers about

the sighting of American POWs in Phouc Long Province. The document reveals information about a
human source, internal CIA control markings, dissemination control information in addition to names of
individuals all of which have been properly withheld. The substantive portion of this document has been
released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This

Dispositic
O Denied
® Partial

O Releas
O Referre



document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names and/or date of birth of individuals. Because this withheld information provides
personal identifying information about particular individuals, it is protectable under exemption (b)(6).

. The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No F-2003-00449
Document Number: tem 5 Coord 000497592
Date of Document: UNDATED
Document Type: Memo/Report
Classification:  Secret
From/To:

Various Reports/Memos
Subject:  about POW/MIAs from
Numerous Sources

Document Pages: 45

FOIA Exemptions:

b)(1) properly classified information
b)(1) foreign government information
b)(1) foreign relations or foreign activities of the US

)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
attorney-client privilege

(3)
(3)
(5)
(5) attorney work product
(5)
(3)
(6)

=K==

b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy
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Justification Categery IDs:

Document Description:

This is a 45-page document, dated circa 1988, which consists of numerous letters, memos and
intelligence reports concerning various source information about POW/MIAs. Also included in this
document is a letter, dated circa 1992, from the Office of the Assistant Secretary of Defense which is a
response pertaining to the Laos and POW/MIA issue. This document reveals clandestine operations,
sources, methods (including imagery analysis), identifies the location of CIA facilities, reveals internal CIA
organizational information, including CIA personnel information, all of which have been properly withheld.
The substantive portion of this document has been released. It is currently and properly classified

Dispositio
O Denied
@ Partial

O Releas
O Referre



SECRET.
This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (bX1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result; the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelllgence Agency

FOIA/PA Request No.: - F-2003- 00449
Document Number: Item 5 Coord C00006041
Date of Document:  October 29, 1971
Document Type: Mémo
Classificatic';n: Secret
From/To: ClA/Kissinger

Info about Vietnamese

Subject: b iconer Exchange Overture

Document Pages: 6

FOIA Exemptions: ' Dispositic

O Denied
{(b)(1) properly classified information ® Partial
L] (b)(1) foreign government information O Releas
(b)(1) foreign relations or foreign activities of the US O Referre

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

X (b)(1) intelligence sources (including confidential sources)

D (b)(2) internal rules and practices

X (b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[J (b)(5) attorney-client privilege

[ (b)(5) attorney work product

L] (b)(5) deliberative process

D (b)(5) presidential communication

X (b)(6) personal privacy

Justification Category IDs:

Document Description:

This document is a 6-page CIA memorandum to Henry A. Kissinger, Assistant to the President
for National Security Affairs, regarding background information possibly relevant to the current
Vietnamese Communist prisoner exchange overture. The document reveals information about human
sources, identifies the location of CIA facilities, reveals internal CIA control markings, numbers,
dissemination control information and a signature and names of individuals all of which have been
properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.




This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b){3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.. F- 2003 00449
Document Number: ltem 5 Coord CO1464904

Date of Documbent: October 29, 1971
Document Type: Memo
Classification: Secrei )
From/To: CIA/Klssmger

Info about Vletnamese

Subject:  piiconer Exchange Overture

Document Pages: 6

FOIA Exemptions: : : ' Dispositia
O Denied

(b)(1) properly classified information @ Partial

] (b)(1) foreign government information O Releas

(b)(1) foreign relations or foreign activities of the US O Referre

X (b)(1) intelligence activities (including special act:vmes)

X (b)(1) intelligence methods .

(b)(1) intelligence sources (including confidential sources)

U] (b)(2) internal rules and practices

(b)}(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)

X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[ (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

] (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

L] (b)(5) attorney-client privilege

L] (b)(5) attorney work product

[ (b)(5) deliberative process

[ (b)(5) presidential communication
(b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 6-page CIA memorandum to Henry A. Kissinger, Assistant to the President
for National Security Affairs, regarding background information possibly relevant to the current
Vietnamese Communist prisoner exchange overture. The document reveals information about human
sources, identifies the location of CIA facilities, reveals internal CIA control markings, numbers,
dissemination control information and names of individuals all of which have been properly withheld. The
substantive portion of this document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIAis
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F—2003—OO449
Document Number: ltém 5 Cboord; 600005972‘ o
Date of Document: ‘Octo-ber 29, 1‘9.71 | |
Document Type: Memb
Classification:  Secret N
From/To: ClA/Kissinger

Info about Vietnamese

Subject; Prisoner Exchange Overture

Document‘Pages: 6

FOIA Exemptions: ‘ _ Dispositio

O Denied
{b)(1) properly classified information @ Partial
L] (b)(1) foreign government information O Releas
(b)(1) foreign relations or foreign activities of the US O Referre
(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

L] (b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
X (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended {names)

[J (b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

[J (b)(5) attorney-client privilege

[J (b)(5) attorney work product

L] (b)(5) deliberative process

L] (b)(5) presidential communication

(b)(6) personal privacy

Justification Category 1Ds:

Document Description:

This document is a 6-page CIA memorandum to Henry A. Kissinger, Assistant to the President for
National Security Affairs, regarding background information possibly relevant to the current Vietnamese
Communist prisoner exchange overture. The document reveals information about human sources,
identifies the location of CIA facilities, reveals internal CIA control markings, numbers, dissemination
control information and a signature and names of individuals all of which have been properly withheld.
The substantive portion of this document has been released. Itis currently and properly classified
SECRET.



This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelhgence Agency

FOIA/PA Request No.:  F-2003- 00449
Document Number: Item 5 Coord C05012196
Date of Document:  October 29, 1971
Document Type: Memo
Classification: Secret
From/To: ClA/Klssmger

... Info about Vletnamese
Subject: Prisoner Exchange Overture
Document Pages: 6

FOIA Exemptions:

1) properly classified information

1) foreign government information

1) foreign relations or foreign activities of the US
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) intelligence activities (including special activities)
) intelligence methods
1) intelligence sources (including confidential sources)
(2) internal rules and practices
(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
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Justification Category IDs:

Document Description:

This document is a 6-page CIA memorandum to Henry A. Kissinger, Assistant to the President for
National Security Affairs, regarding background information possibly relevant to the current Vieinamese
Communist prisoner exchange overture. The document reveals information about human sources,
identifies the location of CIA facilities, reveals internal CIA control markings, numbers, dissemination
control information and names of individuals all of which have been properly withheld. The substantive
portion of this document has been released. it is currently and properly classified SECRET.

This document is withheld in part on the basis of FOlAlExemptions {(b)(1), {b)(3) and (b)(6).

Dispdsitio
O Denied
@ Partial

O Releas
O Referre




Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4{c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003- 00449
Document Number: ltem 5 Coord CO3375985 )
Date of Document; October 29, 1971
Dbcument Type: Memo
Cléssification: Secret
From/To: CIA/Klssmger

Info about Vletnamese

Subject: b oner Exchange Overture

Document Pages: 29

FOIA Exemptions:

) properly classified information

) foreign government information
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Justification Category 1Ds:

Document Description:
This document is 29 pages fotal and consists of a series of memorandums, one of which is

responsive to ltem 5. The responsive portion of this document is a 6-page CIA memorandum to Henry A.

Kissinger, Assistant to the President for National Security Affairs, regarding background information
possibly relevant to the current Vietnamese Communist prisoner exchange overture. The document
reveals information about human sources, identifies the location of CIA facilities, reveals internal CIA
control markings, numbers, dissemination control information and names of individuals all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

Dispositio
O Denied
® Partial

O Releas
O Referre




This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1:4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelhgence Agency

FOIA/PA Request No.: F- 2003 00449
Document Number: Item 5 Coord C00495762
Date of Document; August 1 1991
Document Tybe: Memo
Classification: Seéret
From/To: ClA/DIA

POW—MIA Handwrmng

Subject: Analysis

Document Pages: 2

FOIA Exemptions:

b)(1) properly classified information

b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)

)(1) intelligence methods

)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
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(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(5) attorney-client privilege

(5) attorney work product

(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document was responsive to ltem 4 and was denied in full when it was originally released to
Plaintiffs. However, upon re-review of the document, the CIA is now releasing this document to Plaintiffs'
in part as additional information was deemed to be segregable; also, additional information is also being
released in this document pursuant to ltem 5. This document is a 2-page memorandum summarizing
analysis that was conducted on POW-MIA handwriting. The document reveals information about
clandestine operations, information about CIA facilities in addition to CIA numbers and dissemination
control markings all of which have been properly withheld. The substantive portion of this document has
been released. itis currently and properly classified SECRET. :

Dispositia
O Denied
@ Partial

O Releas
O Referre




This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: =~ F-2003-00449
Document Number:  ltem 5 Coord: 0033‘3669‘9
Date of Document:  October 29, 1971
Document Type: Memo
Classification:  Secret
From/To: CIA/Klssmger

Info about Vletnamese

Subject: i oner Exchange Overture

Document Pages: 51

FOIA Exemptions:

b)(1) properly classified information
b)(1) foreign government information
b)(1) foreign relations or foreign activities of the US
b)(1) intelligence activities (including special activities)
)(1) intelligence methods
)(1) intelligence sources (including confidential sources)
)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
Section 6, Central Intelligence Agency Act of 1949, as amended (names)
Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
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L] (b)(5) attorney work product

[ (b)(5) deliberative process

l:l (b)(5) presidential communication
X (b)(6) personal privacy

Justification Category IDs:
Documeht Description:

This document is 51 pages total and consists of a series of separate and distinct memorandums,
one of which is responsive to ltem 5. The responsive portion of this document is a 6-page CIA
memorandum from the CIA to Dr. Henry A. Kissinger about a Vietnamese Communist prisoner exchange
overture. The document reveals information about human sources, internal CIA control markings,
numbers, dissemination control information in addition to names of individuals all of which have been
properly withheld. The substantive portion of this document has been released. It is currently and
properly classified SECRET.

Dispositic
O Denied
® Partial

O Releas
O Referre




This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 135286. '

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt. :

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: ’F-2‘003—OO449 o
Document Number:  Item 5 Coord: ‘C60005798
Date of Document: M‘archv 28, 1990 o
Document Type: Ihtelligencé Report
Classification: | Seéféf |
From/To: CIA/DIA

MIA Remains

Subject: in Laos

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information

LI (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US
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X (b)(1) intelligence sources (including confidential sources)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
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5) presidential communication
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Justification Category IDs:

Document Description:

This document is a 1-page intelligence report from the CIA to the DIA about MIA remains in Xieng

Khouang Province, Laos. This document reveals information about human sources, names of CIA
personnel, internal CIA control markings, dissemination control information and other CIA numbers all of
which have been properly withheld. The substantive portion of this document has been released. It is
currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3)

Dispositic
O Denied
® Partial

O Releas
O Referre



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States, including a confidential human source that is properly classified
pursuant to section 1.4(c) and 1.4(d) of Executive Order 12958, as amended. Disclosure of the
information withheld pursuant to exemption (b)(1) reasonably could be expected to cause serious damage
to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains internal organizational data and functions of the CIA that is specifically exempted
from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from
disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003- 00449
Document Number: Item 5 Coord: 005123606
Date of Document: October 11, 1979
Document Type: Letter

Classification: Unclassified

From/To:
FOIA/PA Request
Subject:  from Individual Concerning
a POW

Document Pages: 3

FOIA Exemptions:

L] (b)(1) properly classified information
[ (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
b)(1) intelligence activities (including special activities)
)(1) intelligence methods
)(1) intelligence sources (including confidential sources)
)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
)(5) attorney-client privilege
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Justification Category IDs:

Document Description:

This document is 3-pages and consists of a letter from the NSA which was sent in response to a

FOIA/PA request for information about a POW. The CIA's redactions consist of the name of an individual
and other identifying information which has been properly withheld. The substantive portion of this
document has been released.

This document is withheld in part on the basis of FOIA Exemption (b)(6).

Dispositic
O Denied
® Partial

O Releas
O Referre




Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of an individual. Specifically, this document contains personal information
including the name of an individual. Because this withheld information provides personal identifying
information about a particular individual, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F~2003-0‘0449 |
Document Number:  ltem 5 Coord: C0031 121>0‘
Date of Document:  April 1, 1998 o
Document Type: l\/lefno/Report
Classification:  Secret
From/T 0. CIA/Others D

Vietnamese Intentions,
Subject: Capabilities and Performance
Concerning the POW/MIA Issue

Document Pages: 41

FOIA Exemptions:

(b)(1) properly classified information

L] (b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

(b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices :

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (hames)

(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(b)(5) attorney-client privilege
(b)(5) attorney work product
(b)(b) deliberative process
(b)(5) presidential communication
(b)(6) personal privacy
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Justification Category |Ds:

Document Description:

This is a 41-page CIA report about Vietnamese intentions, capabilities, and performance

concerning the POW/MIA issue. The document reveals sources, methods, identifies the names of CIA
personnel, internal CIA control markings, numbers, dissemination control information all of which have
been properly withheld. The substantive portion of this document has been released. It is currently and”
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Dispositia

O Denied
@ Partial
O Releas
O Referre



Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central lntelllgence Agency

FOIA/PA Request No.:  F- 2003 00449
Document Number:  Item 5 Coord: 000005545
Date of Documeht: April 27, 1989
Document Type: Cablé i
Classification: - Secret
- From/To: CIA/Othérs n

Misc. Information on POW/MIA

SubJect: | jve Sightings, Dog Tags & Remains

Document Pages: 2

FOIA Exemptions:

(b)(1) properly classified information
] (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
b)(1) intelligence methods
b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
5) attorney-client privilege
) attorney work product
5) deliberative process
5) presidential communication
6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 2-page cable from the CIA to other government entities about miscellaneous
information about POW/MIA live sightings, dog tags and remains. The document reveals identifying
information about numerous human sources, identifies the location of CIA facilities overseas, CIA internal
contro! and dissemination markings and information about individuals, all of which have been properly
withheld. The substantive portion of this document has been released. It is currently and properly
classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names, blood type and/or religious affiliation of individuals. Because this withheld
information provides personal identifying information about particular individuals, it is protectable under
exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No F-2003-00449
Document Number:  Item 5 Coord: 065139236’
Date of Document: vUNDATED. | |
Document Type: Memo |
Classificatio'n: | ‘Unclassmed
From/To:
Subject: Q&A on Laos

Document Pages: 16

FOIA Exémptions:

b)(1) properly classified information

b)(1) foreign government information

b)(1) foreign relations or foreign activities of the US

b)(1) intelligence activities (including special activities)
b)(1) intelligence methods

b)(1) intelligence sources (including confidentlal sources)
)(2) internal rules and practices

)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
)

)

)

)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

(5) attorney-client privilege

(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

] (b)(6)-personal privacy
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Justification Category IDs:

Document Description:

This is a 16-page document about a question and answer on Laos. The document reveals the
name and identity of a CIA employee which has been properly withheld. The substantive portion of his
document has been released. This document is UNCLASSIFIED, but the redacted information remains
statutorily exempted from release under the FOIA.

This document is withheld in part on the basis of FOIA Exemption (b)(3).

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains CIA internal organizational data, functions, and personnel information that is
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specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.: F-2003-004l‘49‘ |
Document Number: Item 5 Céord: C02985239
Date of Document: July 26, 1966 | B
Document Typé: | Memo/Report’
Classification: Top ‘Secre’.c
-From/To: ClA/Others

The Situation in

Subject: Vietnam

Document Pages: 19

FOIA Exemptions:

b)(1) properly classified information

(1) foreign government information

(1) foreign relations or foreign activities of the US

)(1) intelligence activities (including special activities)

)(1) intelligence methods

b)(1) intelligence sources (including confidential sources)

b)(2) internal rules and practices

b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)

b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)

b)(5) attorney-client privilege

b)(5) attorney work product

b)(5) deliberative process

b)(5) presidential communication

b)(6) personal privacy
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Justification Category 1Ds:

Document Description:

This is a 19-page CIA memorandum about the situation in Vietnam. The memorandum reveals

human sources, methods, internal CIA control markings, CIA numbers and dissemination control
information all of which have been properly withheld. The substantive portion of this document has been

released. Itis currently and properly classified SECRET.
This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials; HHK




Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F- 2003 00449
Document Number: Item 5 Coord C00005799
Date of Document: = April 17, 1990
Document Type: Inielligence ‘Report
Classification: Secret | B
From/T o.:. | CIA/Others

Follow Up on

Subject: MIA Information

Document Pages: 1

FOIA Exemptions:

X (b)(1) properly classified information

[ (b)(1) foreign government information

. (b)(1) foreign relations or foreign activities of the US

X (b)(1) intelligence activities (including special activities)

)(1) intelligence methods

)(1) intelligence sources (including confidential sources)

)(2) internal rules and practices

)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
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(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3
b)(5
b)(5
b
b

Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
attorney-client privilege

attorney work product

deliberative process

presidential communication

personal privacy
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Justification Category IDs:

Document Description:

This is a 1-page intelligence report from the CIA to other intelligence consumers about a follow

up on certain MIA information of Frank A. Gould. This document reveals the names of CIA employees, a
signature, internal CIA control markings, CIA numbers and dissemination control information all of which
have been properly withheld. The substantive portion of this document has been released. Itis currently
and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the ClA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F-2003-00449
Document Number: ltem 5 Coord 002189996
Date of Document: December 19 1965
Document Type: Memo/Report
Classification: | Top Secret
From/To: CIA/Others

Vietnam Checklist for

Subject: the DCIA

Document Pages: 25

FOIA Exemptions:

(b)(1) properly classified information

(b)(1) foreign government information

(b)(1) foreign relations or foreign activities of the US

(b)(1) intelligence activities (including special activities)

{b)(1) intelligence methods

(b)(1) intelligence sources (including confidential sources)

(b)(2) internal rules and practices

(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
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b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege

b)(5) attorney work product

b

)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
)

(5) deliberative process
(5) presidential communication
(6) personal privacy
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Justification Category IDs:

Document Description:

This is a 25-page CIA memorandum about a Vietnam checklist for the Director of Central

Intelligence. The memorandum reveals clandestine operations utilizing sources, methods; it also reveals
internal CIA control markings, CIA numbers, dissemination control information and identifying information
about individuals all of which have been properly withheld. The substantive portion of this document has
been released. Itis currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA éxemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK



Roger Hall, et al. v. Central Intelligence Agency

FOIA/PA Request No.:  F- 2003 00449 o
Document Number: ltem 5 Coord C05081415
Date of Document: October 29, 1971
Document Type: Memo
Classification: Secret
From/To: CIA/Klssmger

Info about Vletnamese

Subject: b iconer Exchange Overture

Document Pages: 6

FOIA Exemptions:'

(b)(1) properly classified information
L (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
(b)(1) intelligence sources (including confidential sources)
L] (b)(2) internal rules and practices ,
(b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
(b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
b)(5) attorney-client privilege
b)(5) attorney work product
b)(5) deliberative process
b)(5) presidential communication
b)(6) personal privacy
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Justification Category IDs:

Document Description:

This document is a 6-page CIA memorandum from the CIA to Dr. Henry A. Kissinger about a

Vietnamese Communist prisoner exchange overture. The document reveals information about human
sources, internal CIA control markings, numbers, dissemination control information, a signature in addition
to names of individuals all of which have been properly withheld. The substantive portion of this
document has been released. It is currently and properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1), (b)(3) and (b)(6).
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Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data, functions, and personnel information that is
specifically exempted from disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is
protected from disclosure by exemption (b)(3).

Exemption (b)(6): The CIA withheld certain information from this document pursuant to FOIA
exemption (b)(6) on the grounds that the information, if disclosed, would constitute a clearly unwarranted
invasion of personal privacy of individuals. Specifically, this document contains personal information
including the names of individuals. Because this withheld information provides personal identifying
information about particular individuals, it is protectable under exemption (b)(6).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge's Initials: HHK




Roger Hall, et al. v. Central Intelllgence Agency

FOIA/PA Request No.:  F-2003- 00449 |
Document Number: Item 5 Coord C03357576
Date of Document:  January 25, 1969
Documeﬁt Type: Intelligence Report
Classificati’on: Séc»:”ret |
From/To: = CIA/Others
Subject:

Document Pages: 1

FOIA Exemptions:

(b)(1) properly classified information
[ (b)(1) foreign government information
(b)(1) foreign relations or foreign activities of the US
(b)(1) intelligence activities (including special activities)
(b)(1) intelligence methods
] (b)(1) intelligence sources (including confidential sources)
b)(2) internal rules and practices
b)(3) Section 102A(i)(1), National Security Act of 1947, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (sources and methods)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (organizational information)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (functions)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (names)
b)(3) Section 6, Central Intelligence Agency Act of 1949, as amended (official titles)
(5) attorney-client privilege
5) attorney work product
5) deliberative process
5) presidential communication
6) personal privacy
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Justification Category IDs:

Document Description:

This is a 1-page intelligence report from the CIA to other intelligence consumers about a list of

twenty names and information about an exchange. This document reveals clandestine operations,
internal CIA control markings, CIA numbers and dissemination control information all of which have been
properly withheld. The substantive portion of this document has been released. ltis currently and
properly classified SECRET.

This document is withheld in part on the basis of FOIA Exemptions (b)(1) and (b)(3).

Exemption (b)(1): This document is withheld in part on the basis of FOIA exemption (b)(1). This
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document contains information relating to intelligence activities, sources and methods, foreign relations or
foreign activities of the United States that is properly classified pursuant to section 1.4(c) and 1.4(d) of
Executive Order 12958, as amended. Disclosure of the information withheld pursuant to exemption (b)(1)
reasonably could be expected to cause serious damage to the national security. Additionally, the
information withheld pursuant to exemption (b)(1) is exempt from automatic declassification at 25 years
under Executive Order 12958, as amended. The CIA has determined that the information withheld
pursuant to exemption (b)(1) is also exempt from automatic declassification at 25 years under Executive
Order 13526.-

Exemption (b)(3): This document is withheld in part on the basis of FOIA exemption (b)(3). This
document contains information relating to intelligence sources and methods that is specifically exempted
from disclosure pursuant to the National Security Act of 1947, as amended, and the Central Intelligence
Agency Act of 1949, as amended, and thus is protected from disclosure by exemption (b)(3). This
document also contains CIA internal organizational data and functions that is specifically exempted from
disclosure pursuant to the Central Intelligence Agency Act of 1949, and thus is protected from disclosure
by exemption (b)(3).

The CIA conducted a line-by-line review of this document to determine whether meaningful,
reasonably segregable, non-exempt portions of the document could be released. As a result, the CIA is
releasing all information that was segregable and not otherwise exempt.

Case Number: Civil Action 04-00814 (HHK)
Judge’s Initials: HHK



